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"Game Face: Legal Tackle on Facial Recognition and Privacy Rights at NFL Games"*

Shanthi E. Senthe

Marcella Tate was a devoted football fan for as long as she could remember. Growing up in Detroit,
she had spent Sundays watching the Detroit Lions with her father, dreaming of the day she could
afford season tickets of her own. Marcella’s father recently retired after working at the GM plant,
often opting for over-time in order to ensure that Marcella would be the first person in her family
to attend college and law school. She knew the sacrifices her family made for her to be able to
graduate from law school and obtain a coveted law firm offer.

Marcella was now in a position to financially assist her family and provide them with memories
and experiences, that were otherwise unobtainable. In 2024, she was eager to attend the Lions’
home opener with her father, especially as this team was headed to the Super Bowl. On game day,
Marcella and her father arrived at Ford Field stadium early, proudly wearing their team jerseys.
This was her father’s first live football game, and he was enjoying watching excited fans pouring
into the entrance gates. The home-opener game had drawn tens of thousands to this state-of-the-
art arena, where cutting-edge technology promised an unparalleled spectator experience. But
woven into the fabric of this digital marvel was a system that few understood, a system that saw
everything, remembered everything, and never forgot.

As Marcella made her way toward the entrance, she noticed security checkpoints with cameras
scanning the faces of fans. The stadium had recently expanded its use of facial recognition
technology, ostensibly for enhanced security and efficient fan experiences. The official line was
that facial recognition technology would keep everyone safe—detect known troublemakers,
prevent unauthorized entry, and even speed up security checks.

As Marcella’s father passed through the turnstile, a red light flashed above him. Within seconds,
two stadium security officers approached Marcella and her father.

“Sir, we need you to step aside,” one officer said, his tone firm.

1 The original title of the paper has been changed for accuracy; however, the substantive focus remains unchanged.
This paper represents an initial draft, outlining preliminary ideas that are still in the early stages of development. As
such, certain arguments may be underdeveloped, and further research, legislative and jurisprudence review, and
theoretical refinement will be necessary to strengthen the overall framework. This draft serves as a foundational
exploration of the issues surrounding facial recognition technology and racialized surveillance in the context of
spectator attendees at NFL games, with the intention of expanding upon these ideas through deeper engagement with
legal doctrine, historical parallels, and contemporary policy debates. Future revisions will address gaps, incorporate
additional sources, and refine the critical legal analysis to ensure a more comprehensive argument. Please also note
that the citations are not complete and require more fine tuning.

I am grateful for the legal research conducted by Aidan Abbott, Professor Kristen Thomasen and the Discussant’s
review and helpful comments.
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Confused, Marcella and her father complied. “Is there a problem?”
“We need to verify your identity,” the officer responded.

Marcella followed her father, and the security guards as guided him into a security room, where
he was informed that the facial recognition system had flagged him as a potential security risk.
Mr. Tate was shown a grainy image of a Black man he had never seen before—someone the system
claimed matched his profile. Marcella was outraged and requested that a supervisor be called and
she demanded an explanation. However, she was asked to step outside or be at risk of being
removed from the premises. Marcella hesitantly complied and waited outside — all she wanted was
for her father to enjoy his first Detroit Lions game.

Marcella knowing that questioning the system was futile. The technology had spoken, and in this
world of algorithms and automation, human error took a back seat to machine authority. Inside the
security room Mr. Tate vehemently stated that “This isn’t me”, his frustration was growing. “There
must be a mistake” he added.

Despite his protests, the security guards continued questioning him. They asked if he had ever been
banned from the stadium, involved in any altercations, or had a criminal record. Marcella’s father
had a clean record. He was a law-abiding citizen and a respected member of his community. But
none of that seemed to matter to the security guard. During this time, Marcella attempted to
determine her father’s legal rights and called her lawyers in her network to assist with this issue.
She vaguely remembered news stories of fans denied entry without reason, and also of
misidentifications that led to humiliating public removals.

After nearly an hour of detention and repeated explanations, a supervisor finally intervened. He
admitted that the facial recognition system might have made an error, and that Mr. Tate was free
to go. By then, Marcella and her father had missed the first half of the game. The excitement they
had felt earlier was gone—replaced by humiliation and anger. They made it to their seats, yet the
unease remained.

As the game began, the cameras kept watching, their lenses capturing every face, every movement,
every moment. Somewhere in the vast digital infrastructure of the stadium, data points were
collected, analyzed, and stored, deciding who belonged and who did not.

~Introduction~

The above-referenced narrative, although fictious, illustrates how facial recognition technology is
utilized at NFL games, and other mega sporting events and its potential of disparate impact on
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racialized individuals.? The unprecedented rapid uptake of facial recognition technology (“FRT)
in commercial and public spaces for data capture and surveillance has entrenched every aspect of
our daily lives from mundane tasks, such as grocery store shopping® to family and experiential
moments, such as participation in spectator sports.* As such, the rapid adoption and integration of
(FRT) into sports security is reshaping aspects of sporting events and fan experiences, often
without adequate consideration of privacy and ethical implications. Professional sports leagues,
specifically the NFL, are in the process of adopting this type of technology to enhance security
measures, streamlining fan access, and personalizing fan experiences.

However, this technology raises complex legal questions about privacy, consent, and data storage
and protection, particularly given the vast number of spectators and their sensitive biometric data
that is captured. This paper examines the legal implications of facial recognition software use by
the NFL, analyzing its compatibility with privacy laws, regulatory challenges and legislative
trends. By focusing on biometric privacy and regulation, as well as potential data error and misuse
impacting members of equity-deserving groups, this paper explores the challenges and risks of
deploying facial recognition technology at sporting events. “That's because facial recognition --
on a mass scale -- remains an engineer's challenge and a civil libertarian's nightmare. Photo
angles and lighting complicate the task of matching faces to photos.” To date, studies have
consistently shown that FRT performs with higher error rates for non-white individuals at rates
significantly higher than for white individuals.® In fact, more recently, studies have identified that

2 See also Martin Kaste, “Las Vegas police refuse to comply with NFL facial recognition tech at games” NPR (2
September 2024), online: <https://www.knpr.org/2024-09-02/las-vegas-police-refuse-to-comply-with-nfl-facial-
recognition-tech-at-games>. Also see https://www.sportingnews.com/ca/nfl/news/nfl-facial-recognition-league-
pushback-security-protocol/0ea8bb4d4c28927f32dbcf19 (used for credentialing purposes only).

3 Suzanne Smalley, “Kroger’s facial recognition plans draw increasing concern from lawmakers”, The Record (24
October 2024), online: <https://therecord.media/kroger-facial-recognition-lawmakers-concerns>. See also “Kroger
and Walmart Deny ‘Surge Pricing’ After Adopting Digital Price Tags ”, New York Times (23 October 2024), online:
<https://www.nytimes.com/2024/10/23/business/kroger-walmart-facial-recognition-prices.html>.

4 Martin Kaste, “The NFL wants to use facial recognition at games. Las Vegas Police have concerns”, NPR (31
August 2024), online: <https://www.npr.org/2024/08/31/nx-s1-5094859/the-nfl-wants-to-use-facial-recognition-at-
games-police-say-its-a-bad-idea>.

°> Ryan Segal, “Jan 28, 2001: Hey, Don’t Tampa with my Privacy” Wired (28 January 2010), online: <
https://www.wired.com/2010/01/0128tampa-super-bowl-facial-recognition/>.

6 Christopher Jones, “Law Enforcement Use of Facial Recognition: Bias, Disparate Impacts to People of Color, and
the Need for Federal Legislation” (2021) 22:4 N Carolina J of L & Tech 777 at 787-88.
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Black women over the age 65 and East Asian men were the least likely to have accurate facial
recognition matches and elicit the highest number of false positive results.’

Despite the disparities in accuracy, it is significant to note that FRT is ubiquitously adopted for
commercial outcomes - ranging from crafting exclusive or personalized services for high valued
clients and contributing to the velvet rope economy, as well as other related business purposes to
ensure high profit margins.® Conversely, the use of FRT has unsurprisingly deepened adverse
impact on racialized communities through targeted ambush marketing, loss prevention practices,
price gouging® and heightened surveillance.*® As documented by numerous studies and advocacy
groups, the lived experiences of equity-deserving individuals continue to be subjected to systemic
racism through the adoption of FRT and other technological systems.!! Currently, the United States
is grappling to develop well-defined facial recognition laws, yet they vary widely across federal,
state and local levels. This paper further expands on the gaps within the regulatory framework

7 Joy Buolamwini & Timnit Gebru, “Gender Shades: Intersectional Accuracy Disparities in Commercial Gender
Classification” (2018) 81 Proceedings of Machine Learning Research 1 at 9; Marissa Gerchick & Matt Cagle, “When
it Comes to Facial Recognition, There is No Such Thing as a Magic Number”, ACLU (7 February 2024), online:
<https://www.aclu.org/news/privacy-technology/when-it-comes-to-facial-recognition-there-is-no-such-thing-as-a-
magic-number>; The ACLU highlights “These and other tests can reveal disturbing racial disparities. In their
own groundbreaking research, computer scientists Dr. Joy Buolamwini and Dr. Timnit Gebru tested several
prominent gender classification algorithms, and found that those systems were less likely to accurately classify
the faces of women with darker complexions. Following that, the ACLU of Northern California performed its
own test of Amazon’s facial recognition software, which falsely matched the faces of 28 members of Congress
with faces in a mugshot database, with Congressmembers of color being misidentified at higher rates. Since then,
additional testing by NIST and academic researchers indicates that these problems persist.”. See also US
Commission on Civil Rights, “USCCR Hearing: Civil Rights Implications the Federal Use of Facial Recognition
Technology” (8 March 2024), online (video): <https://www.youtube.com/watch?v=yVs8MGHgQSw>. See also
Aman Bhatta et al, “The Gender Gap in Face Recognition Accuracy Is a Hairy Problem” (2023) Institute of Electronics
and Electronics Engineers, Working Paper, online:
<https://openaccess.thecvf.com/content/ WACV2023W/DVPBA/papers/Bhatta_The_Gender_Gap_in_Face_Recogni
tion_Accuracy Is a Hairy WACVW 2023 paper.pdf>. See also in Dr. Gideon Christian’s scholarly contributions
in Canada “Law professor explores racial bias implications in facial recognition technology”, (23 August 2024),
online: <https://ucalgary.ca/news/law-professor-explores-racial-bias-implications-facial-recognition-technology>.

8 The privatization and commercial changes in developing services for the wealthy has increased due to the deepening
economic stratification. Nelson D. Schwartz, The Velvet Rope Economy: How Inequality Became Big Business (Anchor,
2021). See also Elias Wright, "The Future of Facial Recognition Is Not Fully Known: Developing Privacy and Security
Regulatory Mechanisms for Facial Recognition in the Retail Sector" (2019) 29:2 Fordham Intell Prop Media & Ent
LI611 at6ll.

9 Jenna Bitar & Jay Stanley, “Are Stores You Shop at Secretly Using Face Recognition on You?”, ACLU (26 March
2018), online:  <https:/www.aclu.org/blog/privacy-technology/surveillance-technologies/are-stores-you-shop-
secretlyusing-face> [perma.cc/KQM2-Z4N]J].

10 Heightened surveillance tactics by law enforcement agencies have been discussed elsewhere.

11 Emi Moriuchi, “An empirical study of consumers' intention to use biometric facial recognition as a payment
method” (2021) 38:10 Psychology and Marketing 1741 at P#; Yasin Altaf & Micah Zimmerman, “Your Face is the
Future of Targeted Marketing. Here's Why Businesses Should Use Facial Recognition” Entrepreneur (14 October
2022), online: <https://www.entrepreneur.com/science-technology/facial-recognition-the-future-of-targeted-
marketing/437103; Marissa Gerchick & Matt Cagle, “When it Comes to Facial Recognition, There is No Such Thing
as a Magic Number”, ACLU (7 February 2024), online: <https:/www.aclu.org/news/privacy-technology/when-it-
comes-to-facial-recognition-there-is-no-such-thing-as-a-magic-number>.
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affecting sport governance, and fan and community engagement with a specific focus on Black,
Brown and Indigenous communities.*?

In 2023, the facial recognition technology industry was valued at USD 6.2 Billion and is estimated
to further increase to USD 23.4 Billion by 2032.23 The market share projection clearly amplifies
the deep proliferation of Ai-based FRT systems, which is driven by its integration into various
sectors. This expansion is largely attributed to the technology's adoption across diverse
applications as noted above, including security and surveillance, access control, and identity
verification within the sports and entertainment context.* The more obvious commercialization of
FRT, motivated by the substantial profit potential in this rapidly evolving market, is also supported
by the extraction of data used as training fodder for technology development.t®

~The Matter in Question~

The central inquiry rests on whether spectators attending NFL games possess a reasonable
expectation of privacy, particularly in the wake of widespread deployment of facial recognition
technology within stadiums and related sporting venues. At first blush, this question appears to be
inconsequential and somewhat trivial, yet the larger ramifications surrounding the indiscriminate
use of FRT in a stadium context begs a larger inquiry. In particular, on how mass adoption of
scanning and capturing physical images of individuals produces unintended outcomes ranging
from data extraction and storage, leading to wealth creation for technology providers, information
feeds for law enforcement, and chills and controls spectator behavior. FRT is more than an
oversight vehicle that performs a singular function. “The latent symbolic and cultural value of the
face used as a technological piece of code is impossible to disentangle from the mobile and
multifaceted history of meanings, making its use and interpretation a site of heightened agitation
and sensitivity.”*® It is more than just face scans that are at issue within this discussion. As noted
by Chaz Arnett, “the emergence of crowdsourced surveillance measures through big data
technologies present distinctly troubling features worthy of targeted research and advocacy”.!” By
ostensibly eclipsing meaningful choice and consent, stadium attendees experience a ‘collective
anxiety’ that racialized individuals have the bear in the “datafied state”!®, which is underexplored

12 Tnitially, the conceptual idea was to develop a comparative analysis of regulatory framework in Canada and the
US. However, due to the narrow focus of analyzing spectator privacy considerations at NFL games, only US law
was considered.

13 “Facial Recognition Market Size & Growth Insights”, SNS Insider (25 February 2025), online:
<https://www.globenewswire.com/news-release/2025/02/25/3032169/0/en/Facial-Recognition-Market-Size-to-
Worth-USD-23-4-Billion-by-2032-Driven-by-biometrics-and-deep-learning-advancements-SNS-Insider.html>.

14 Such as theme Parks, concerts mega sporting events venues.

15 Devon W. Carbado, Unreasonable: Black Lives, Police Power; and the Fourth Amendment (The New York Press,
2022) at 176 — referring to economic extraction. See also Chaz Arnett, “Crowdsourcing Surveillance” (2024) 72
UCLA L Rev 362 at 377.

16 Elias Wright, “The Future of Facial Recognition Is Not Fully Known: Developing Privacy and Security
Regulatory Mechanisms for Facial Recognition in the Retail Sector” (2019) 29:2 Fordham Intell Prop Media & Ent
LJ 611 at 620.

17 Chaz Amett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 374.

18 Ibid at 372.
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within the scope of the FRT discourse.’® There are competing strands of significant legal
perspectives that govern this discussion, but for the purposes of this paper, the narrow scope will
rest upon whether the use of FRT at NFL games violates the right to privacy attached to attendees,
and whether it perpetuates racial surveillance and systemic discrimination.

By evaluating the regulatory motivations with respect to sports security, it appears that there is
delicate balance of security needs with the privacy rights of fans. Ultimately, this spectator
surveillance modality sheds light on the broader legal landscape of biometric surveillance, offering
insights applicable to any arena where technology and privacy intersect, as well as the increase in
the commercialization of the mass data captured. While professional sports organizations have a
legitimate interest in ensuring public safety and operational efficiency, the indiscriminate
collection and processing of biometric data raise significant constitutional and statutory
concerns.?® The Fourth Amendment’s protection against unreasonable searches, coupled with
federal and state privacy laws, underscores the necessity of informed consent and narrowly tailored
surveillance measures.?

Furthermore, the retention and potential third-party dissemination of facial recognition data to
public and private actors without explicit authorization expose individuals to risks of data
breaches, wrongful identification, and unwarranted law enforcement scrutiny. Given the
disproportionate impact of surveillance technologies on racialized communities, the deployment
of facial recognition at NFL events without adequate safeguards triggers violations of civil rights
and consumer protection statutes.?? As such, attendees must have a the ability to retain a legislative
right to privacy, with clear opt-out provisions, stringent data security protocols, and regulatory
oversight to prevent overreach and abuse.?

~The Rise of Biometric Technology in Sports Organizations~

In recent years, professional sports organizations have melded Al technology into every aspect of
sports operation and consumption. For instance, biometric data is used to measure athletic
performance and conduct, to enhance fan experiences and marketing, cashless concession stands,

1% There is a large growing body of academic literature on race and technology, however, the intersection of race and
FRT in sporting events is still underexplored. See scholarly contributions by Chaz Arnett and other scholars. Chaz
Arnett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 376; Safiya Umoja Noble, Algorithms of
Oppression: How Search Engines Reinforce Racism (New York University Press, 2018).

20 Chloe Stepney, “Actual Harm Means it is too Late: How Rosenbach v. Six Flags Demonstrates Effective
Biometric Information Privacy Law” (2019) 40:1 Loy LA Ent L Rev 51 (Biometric data includes “include
fingerprints, hand geometry, retinas, and facial features™) at 53.

21 Carpenter v. U.S., 585 U.S. 296, 296 (2018).

22 Privacy and consumer protection statutes in various states.

23 To date, state statutes accomplish this, such as Illinois etc.
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streamline entry and automated ticketing.?* Facial recognition technology has quietly become a
staple at major sporting venues, touted as a tool for safety and convenience. But beneath the surface
of these well-intentioned promises there is a darker reality—replaced by a chilling realization: we
now live in a world where every face could be scanned, tracked, and stored. Thereby presenting a
dual concern in legal discourse as a profound breach of privacy and as a tool for corporate
profiteering, where biometric data becomes a commodity.

From a privacy standpoint, academic contributions have determined that such technologies erode
fundamental rights by subjecting individuals to continuous, often unconsented, surveillance.? The
lack of robust regulatory oversight exacerbates these risks, allowing governments and private
entities to deploy facial recognition with minimal accountability.?® Simultaneously, the
monetization of biometric data, also described by Shoshana Zuboff as “surveillance capitalism”,
reflects an insidious market-driven logic, where corporations extract and commercialize personal
information without meaningful user control.?” This type of commaodification turns individuals
into unwitting data points, fueling profit cycles that deepen surveillance capitalism. At present, the
legal frameworks, that are ill-suited to address harmful consequences of FRT, must grapple with
the tension between security rationales and the unchecked expansion of private data markets,
where privacy protections risk becoming subordinate to economic incentives.

~History of Surveillance Tactics~

The surge in surveillance technology at mega sporting events has become common place after
9/11.28 The rationale is aptly summarized in the following query: “Since the events of September
11th brought terrorism to the United States, where privacy is a fundamental freedom that receives
constitutional protection, the question thus becomes what, if any, rights and freedoms are the U.S.
sport fans willing to trade for a sense of security when attending a sporting event?”?° The tag line
to promulgate a climate of fear, “the war on terror”, dramatically shifted the culture of law
enforcement at all levels. The allocation of national, state and local budgets ballooned to include

24 Arthur Holland Michel, “Stadiums Have Gotten Downright Dystopian” The Atlantic (27 February 2023), online: <
https://www.theatlantic.com/technology/archive/2023/02/sports-stadiums-security-facial-recognition-surveillance-
technology/673215/>. See also ACLU reports & findings; Woodrow Hartzog & Evan Selinger, “Facial Recognition Is
the Perfect Tool for Oppression”, Medium (2 August 2018), online: <https://medium.com/s/story/facial-recognition-
isthe-perfect-tool-for-oppression-bc2a08fffe66> [https://perma.cc/47AP-JAXB].

%See Chaz Amett, and also Rachel S. Fleischer, "Bias in, Bias out: Why Legislation Placing Requirements on the
Procurement of Commercialized Facial Recognition Technology Must Be Passed to Protect People of Color" (2020)
50:1 Pub Cont LJ 63.

% See Chaz Arnett, Rachel S. Fleischer, "Bias in, Bias out: Why Legislation Placing Requirements on the Procurement
of Commercialized Facial Recognition Technology Must Be Passed to Protect People of Color" (2020) 50:1 Pub Cont
LJ 63.

27 Shohana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power
(New York: PublicAffairs, 2019).

2 However, there have been documented atrocities at sporting events such as 1972 Olympic games, described as the
Munich Massacre James Doubek, “50 years ago, the Munich Olympics massacre changed how we think about
terrorism” NPR (4 September 2022), online: <https://www.npr.org/2022/09/04/1116641214/munich-olympics-
massacre-hostage-terrorism-israel-germany>.

2 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 123.
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higher costs for surveillance systems and operations.*® Security measures imposed by sports
organizations and stadiums have been subject to constitutional scrutiny, as sports fans continue to
be subjected to electronic and physical searches.3! These intrusive inconveniences have been
upheld by the courts due to public safety in line with the political climate.®?

In the January 2001 Super Bowl hosted by the City of Tampa, the City rolled out its use of
biometric FRT as a security measure for capturing over 10,000 visitors attending the game.23 In
response, many advocacy groups vehemently opposed this invisible breach of privacy, and the
ACLU commenced an investigation against the City of Tampa’s use of FRT.** It issued its report,
entitled, “Drawing a Blank: The Failure of Facial Recognition Technology in Tampa, Florida”,
citing that the use of FRT was ineffective and did not produce any meaningful outcomes.®® It
should be noted that this security measure was employed pre-911, and the public response favored
less intrusive surveillance.® In contrast, the Super Bow! held in New Orleans in 2002, dramatically
elicited a different public opinion.®” Much has been written in the sports security context. Since
1972, a vast body of scholarly literature examines the various security measures implemented at
mega sporting events.3 However, the adoption of FRT poses complicated challenges for spectators
and the NFL.

30 Jessica Katzenstein, Total Information Awareness: The High Costs of Post-9/11 U.S. Mass Surveillance (Watson
Institute for International and Public Affairs, Brown University, 2023) at 37.

31 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 122. See
also Cathryn L. Claussen, “The Constitutionality of Mass Searches of Sports Spectators” (2006) 16 J. Legal Aspects
Sports 153 at 155.

32 Cathryn L. Claussen, “The Constitutionality of Mass Searches of Sports Spectators” (2006) 16 J. Legal Aspects
Sports 153 at 164.

33 Robert J. Romano & Brian Harte, "The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game" (2021) 10 Miss Sports L Rev 121 at 122. See
also Len Elmore, “Tampa police made it the Snooper Bowl, but high-tech spying's a low-level sin” (2001) Street &
Smith's Sports Business Journal 34. See also Ryan Segal, “Jan 28, 2001: Hey, Don’t Tampa with my Privacy” Wired
(28 January 2010), online: < https://www.wired.com/2010/01/0128tampa-super-bowl-facial-recognition/>.

3 Jay Stanley & Barry Steinhardt, Drawing a Blank: The failure of facial recognition technology in Tampa, Florida
(ACLU, 2002) at 1, online: <https://www.aclu.org/publications/drawing-blank-report-tampa-police-records-reveals-
poor-performance-face-

recognition#:~:text=Drawing%20a%20Blank:%20The%?20failure%200f%20facia, REPORT%20By%20Jay%20Sta
nley%20and%20Barry%20Steinhardt>.

* Ibid at 4.

36 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 122.

¥ Ibid.

3 See Alexandre Rodd et al, “Protecting Major Sporting Events from Terrorism: Considerations for the Paris
Olympics and Beyond” (2024) 17:6 Combating Terrorism Center at West Point 25 at 26; Richard Giulianotti and
Francisco Klauser, “Surveillance, Security and Sports Mega Events” (2011) 48:15 Urban Studies 3517 at 3517
Chad Whelan, “Toward a Research Agenda on the Organization of Security Networks" (2013) 11:4 Surveillance &
Society 392; Kristine Toohey and Tracy Taylor, “Mega Events, Fear, and Risk: Terrorism at the Olympic Games”
(2008) 22:4 Journal of Sport Management 451.
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~The evolution of NFL’s Safety Measures~

The post-911 era normalized the heavy use of variegated securitization modalities in public and
private spaces, which include the use of FRT. The NFL has often led the charge in developing its
own security framework. The adoption of the ‘pat-down’ policy by the NFL was implemented to
ensure to detect “explosives or IEDs” and to promote a climate of safety at games.*® Throughout
the years, the NFL implemented further restrictions on items permitted, bag policies, and other
measures.*® Unsurprisingly, in 2024, the NFL announced that it will be employing facial
recognition technology systems for all 32 NFL stadiums.*

~Constitutional Limitations & State Constraints~

Privacy rights are constitutionally enshrined within the Fourth Amendment of the American
Constitution.*? The court has held that the use of FRT constitutes a breach of the Fourth
Amendment’s protection against unreasonable searches and seizures, particularly in state action
cases, which trigger constitutional scrutiny.*® Pursuant to Carpenter v. United States, the U.S
Supreme Court has recognized that warrantless tracking of individuals' movements using
technology can violate the Fourth Amendment.* Similarly, FRT enables mass, warrantless
surveillance by tracking individuals in public spaces, often without their knowledge or consent,
thereby infringing on their reasonable expectation of privacy.*® Due to FRT’s potential for
misidentification, particularly of racialized individuals, and its chilling effect on free movement
and assembly, its unchecked use by the state demonstrates a profound privacy violation that
demands strict judicial oversight.*8

These rights are protected against state action or non-actors by virtue of state delegation.*’
However, judicial exemptions have been carved out by the US Supreme Court for searches deemed

39 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 125. See
also Johnston v. Tampa Sports Auth., 530 F.3d 1320, 1322 (11th Cir. 2008).

40 “NFL Clear Bag Policy” (18 February 2021), online (website): <http://www.nfl.com/allclear>.

41 Kayla Morgan, “Facial Authentication Coming To All NFL Stadiums This Season” (5 August 2024), online:
<https://wmmr.com/2024/08/05/facial-authentication-nfl-stadiums/>.

42 Skinner v. Ry. Lab. Executives' Ass'n, 489 U.S. 602, 603 (1989).

43 Norberg v. Shutterfly, Inc., 152 F. Supp. 3d 1103, 1105 (N.D. I1l. 2015); Santana v. Take-Two Interactive
Software, Inc., 717 Fed. Appx. 12, 16 (2d Cir. 2017).

4 Carpenter v. U.S., 585 U.S. 296, 296 (2018).

% Katzv. U.S., 389 U.S. 347, 361 (1967)

%6 Joy Buolamwini & Timnit Gebru, “Gender Shades: Intersectional Accuracy Disparities in Commercial Gender
Classification” (2018) 81 Proceedings of Machine Learning Research 1 at 7; Carpenter v. U.S., 585 U.S. 296, 296
(2018).

47 Cite stadium free speech article; Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once
Considered a Fourth Amendment Violation, Today Just Accepted Inconvenience for Entry to the Game™ (2021) 10
Miss Sports L Rev 12.
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to be reasonable and are context-driven.*® The analytical framework includes a determination of
what would constitute ‘state action’ with respect to the use of FRT at NFL games. Simply put, the
use of FRT at publicly-owned stadium may constitute state action as opposed to the deployment
of FRT at a privately-held arena.* It is significant to note that “state action will 'trigger' regardless
of ownership” as searches performed during the entry process are conducted by law enforcement
or their proxy agent, usually in the form of private security at a facility, that is either wholly
publicly funded or subject to public subsidies. °© Federal and state constitutional challenges have
been unsuccessfully brought by fans against the NFL for unreasonable search and seizure, lack of
meaningful consent and a breach of right to privacy as a result of the NFL pat-down policy at
games.® An established line of reasoning has been adopted by the court which acknowledges that
spectators attending NFL games enjoy a reasonable expectation of privacy pursuant to Fourth
Amendment protections, however, the voluntary consent provided when undergoing the search
when entering the stadium legitimizes the search.>?

To date, the lack of adequate Federal governance regime and the fragmented state privacy
legislation has been the largest impediment in developing proper remedial measures for individuals
who have been subject to the harms of FRT.>® However, in 2008, Illinois enacted the Biometric
Information Privacy Act (BIPA) to address the consumer rights to privacy.® Pursuant to the statute,
a fingerprint scan to gain entry into an amusement park was the focus of the privacy breach.>® The
court held that a fingerprint scan consisted a breach of privacy as no disclosure or consent was
elicited from the attendee.®® Using the basis of constitutional protections and statutory

8 Cite stadium free speech article; Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once
Considered a Fourth Amendment Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10
Miss Sports L Rev 12.

49 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 128.

%0 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 128.
There are public subsidy claims around constitutional speech.

51 Chicago Park Dist. v. The Chicago Bears Football Club. Inc., No. 06 C 3957, 2006 WL 2331099, at *2 (N.D. Il1.
Aug. 8, 2006); Sheehan v. San Francisco 49ers, Ltd., 201 P.3d 472, 476 (Cal. 2009); Johnston v. Tampa Sports
Auth., 530 F.3d 1320, 1322 (11th Cir. 2008).

52 Robert J. Romano & Brian Harte, “The NFL's Mandatory Search Policy: Once Considered a Fourth Amendment
Violation, Today Just Accepted Inconvenience for Entry to the Game” (2021) 10 Miss Sports L Rev 121 at 132. See
also Johnston v. Tampa Sports Auth., 530 F.3d 1320, 1322 (11th Cir. 2008).

3 Maya E. Rivera, “Face Off: An Examination of State Biometric Privacy Statutes & Data Harm Remedies” (2019)
29:2 Fordham Intell Prop Media & Ent L J 571 at 576. See also Elias Wright also describes that the federal law uses
a sectoral approach in governing privacy rights Elias Wright, “The Future of Facial Recognition Is Not Fully
Known: Developing Privacy and Security Regulatory Mechanisms for Facial Recognition in the Retail Sector”
(2019) 29:2 Fordham Intell Prop Media & Ent LJ 611.

% Biometric Information Privacy Act, 740 I1l. Comp. Stat. § 14/15 (2008). See also Chloe Stepney, “Actual Harm
Means it is too Late: How Rosenbach v. Six Flags Demonstrates Effective Biometric Information Privacy Law”
(2019) 40:1 Loy LA Ent L Rev 51.

%5 Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, 9 14, 129 N.E.3d 1197, 1202.

%6 Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, 9 14, 129 N.E.3d 1197, 1202; Patel v. Facebook, Inc., 932
F.3d 1264, 1269 (9th Cir. 2019). See Nathan Freed Wessler, “Ruling Is a Warning to Companies Collecting
Biometric Scans Without Permission” ACLU (8 February 2019), online: < https://www.aclu.org/news/privacy-
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interpretation, the court held that “the development of a face template using facial-recognition

technology without consent ... invades an individual's private affairs and concrete interests.”>’

In reviewing similar jurisprudence, it follows that “notice-and-consent” approach is employed.*®
As such, ‘consent’ at the gate obliviates any privacy rights as long as disclosure and notice was
given by the venue. As of writing this paper, there are no public records of lawsuits filed directly
against the NFL concerning its use of facial recognition technology. However, similar legal actions
have been taken against other sports organizations. For instance, the Chicago Blackhawks faced a
lawsuit alleging unauthorized use of facial recognition software on fans, which was resolved in
2021%°. Additionally, the New York Mets were sued over claims of using facial recognition
technology on fans at Citi Field.®° These cases highlight growing concerns about lack of a cohesive
privacy regime and the use of biometric data in sports venues.

The NFL's implementation of facial recognition technology has sparked debates about fan
surveillance and privacy due to the disparate impact on racialized spectators and the potential risks
associated with data breaches and unauthorized sharing of biometric information.®! Interestingly,
employees and other stakeholders have voiced similar privacy concerns. In 2024, the Las Vegas
Police Protective Association declined to comply with the NFL's requirement for facial recognition
scans of officers working at games, expressing concerns over data security and privacy.%? Yet, as
documented by studies, the current uses of FRT undermines civil rights and threatens communities
of color.

technology/ruling-warning-companies-collecting-
biometric#:~:text=The%20court%20explained%2C%20quoting%20a,say%20n0%20by%20withholding%20consent
>

57 Chloe Stepney, “Actual Harm Means it is too Late: How Rosenbach v. Six Flags Demonstrates Effective
Biometric Information Privacy Law” (2019) 40:1 Loy LA Ent L Rev 51 at 84 - citing Patel v. Facebook, Inc., 932
F.3d 1264, 1269 (9th Cir. 2019).

%8 Elias Wright, “The Future of Facial Recognition Is Not Fully Known: Developing Privacy and Security
Regulatory Mechanisms for Facial Recognition in the Retail Sector” (2019) 29:2 Fordham Intell Prop Media & Ent
LJ 611 at 644.

%9 Rick Westhead, “Blackhawks resolve lawsuit over alleged use of facial recognition software” TSN (1 September
2021), online: <https://www.tsn.ca/rick-westhead-chicago-blackhawks-illegally-used-facial-recognition-software-
on-fans-lawsuit-says-1.1688479>.

80 Mike Gunzelman, “New York Mets Sued For Using Facial Recognition Technology On Fans At Citi Field”
Outkick (12 October 2024), online: <https://www.outkick.com/sports/new-york-mets-sued-using-facial-recognition-
technology-fans-citifield>.

61 Steven Melendez, “These groups are pushing for the NFL to end facial recognition” Fast Company (7 February
2025), online: <https://www.fastcompany.com/91274459/these-groups-are-pushing-for-the-nfl-to-end-facial-
recognition>.

62 Martin Kaste, “Las Vegas police refuse to comply with NFL facial recognition tech at games” NPR (2 September
2024), online: <https://www.knpr.org/2024-09-02/las-vegas-police-refuse-to-comply-with-nfl-facial-recognition-
tech-at-games>.
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~Mistaken Identity & Algorithm Bias~

The potential misuse of facial recognition technology continues to raise concerns around
contemporary forms of surveillance practices, as racialized communities are disproportionately
targeted and monitored.®® Critics argue that deploying biased FRT in the surveillance context
perpetuates systemic racism, as evidenced by the misidentifications which have led to wrongful
arrests, increased police encounters, and psychological distress among misidentified individuals.5*
This bias has prompted many advocates and legislators to call for stringent regulations or outright
bans on FRT use in not only in the policing context, but also in public spaces to prevent its
contribution to racial injustice.

Modern society as we know it is changing through cyber moments as emerging technologies are
being developed to operate at human capabilities. It is predicted that even coding and software
design will be conducted by artificial intelligence, and that this dynamic, led by private technology
providers, further propel FRT systems without a governance framework.% Yet, the inequities built
into the algorithmic landscape must be addressed. The National Institute of Standards and
Technology has published numerous studies highlighting that facial recognition algorithms were
more likely to misidentify Black and Brown faces than white ones.® The algorithmic undergird
that forms the base for the FRT software design has been proven to be discriminatory.®” The
underlying technology itself reproduces racial stratifications and is encoded with racial
inequities.®® The technological eugenics®® unfolding are unregulated and pervasive in its use and
produce challenges for crafting adequate governance mechanisms. The design issues are beyond
the scope of this paper, yet are relevant in understanding problematic outcomes of FRT.

8 To illustrate, misidentification cases include a multitude victims, see the case of Porsha Woodruff, LaDonna
Crutchfield, and Amara K. Majeed just to name a few. Also see https://www.aclu.org/cases/woodruff-v-oliver Jeremy
C. Fox, “Brown University student mistakenly identified as Sri Lanka bombing suspect” Boston Globe (28 April
2019), online : <https://www.bostonglobe.com/metro/2019/04/28/brown-student-mistaken-identified-sri-lanka-
bombings-suspect/0hP2YwyYi4qrCEdxKZCpZM/story.html>.

84 Chaz Arnett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 376. Rod McCullom, “Facial
Recognition Is Both Biased and Understudied”, Undark (17 May 2017), online: <https://undark.org/article/facial-
recognition-technology-biased-understudied/> [https:/perma.cc/3AWGM-29PC]. See also Steve Lohr, “Facial
Recognition Is Accurate, If You're a White Guy”, New York Times (9 February 2018), online:
<https://www.nytimes.com /2018/02/09/technology/facial-recognition-race-artificial-intelligence.html>
[https://perma.cc/7LM2-NRQG] noting that each company's error rates were significantly higher for non-white non-
male individuals.

8 Joy Buolamwini & Timnit Gebru, “Gender Shades: Intersectional Accuracy Disparities in Commercial Gender
Classification” (2018) 81 Proceedings of Machine Learning Research 1.

8 Find cite https:/epic.org/issues/democracy-free-speech/privacy-and-racial-justice/

7 Rachel S. Fleischer, "Bias in, Bias out: Why Legislation Placing Requirements on the Procurement of
Commercialized Facial Recognition Technology Must Be Passed to Protect People of Color" (2020) 50:1 Pub Cont
LJ 6, Fleischer points out that “In fact, across a majority of commercial facial recognition algorithms, Asian, Black,
and Indigenous Peoples' faces are falsely matched at a higher rate than those who are white. Researchers have also
found that commercial facial recognition algorithms have higher error rates for women-specifically darker-skinned
women-when compared to light-skinned men.” at 65.

8 Chaz Arnett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 374. See also Wendy Hui Kyong Chun,
Discriminating Data: Correlation, Neighborhoods, and the New Politics of Recognition (MIT Press, 2024).
https://epic.org/issues/democracy-free-speech/privacy-and-racial-justice/

8 Chaz Arnett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 375.
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~Racial Surveillance & Privacy Concerns in the Wake of FRT~

Facial recognition technology systems bear resemblance to a modern extension of historical
surveillance mechanisms used control and subjugate racialized bodies during colonial periods and
slavery. To illustrate, slave patrols and lantern laws were created to solely monitor the movements
of enslaved and free Black individuals.” Scholars, such as Sylvia Browne and Chaz Arnett, argue
that biometric tracking technologies echo the plantation logic of categorization and control, where
enslaved individuals were branded, and monitored as chattel property.”* This technological
surveillance, much like its historical predecessors, is not neutral. Instead, it is a tool of racialized
governance that perpetuates state surveillance through data capture and storage, as well as misuse
against racialized communities.”> FRT use should be predicated on careful, inclusive, equitable
and legally-sound deployment policies, instead of the current blanket adoption practices. This is
because “unlike financial information, biometric data is "more vulnerable as a data set," because
you can't "replace [it] like you can a credit card." "

Not only is the commaodification of privacy transforming biometric data into a lucrative asset for
technology corporations, reinforcing the extractive logic of surveillance capitalism, but the way
we understand the conceptual framing of privacy has also been anchored in race-centered
analysis.” Much like other forms of personal data collection, FRT turns individuals’ faces into
identifiable commercialized data points, harvested without meaningful consent and monetized
through partnerships with law enforcement, advertisers, and private entities.” An analogy can be
drawn to historical regimes of racialized commodification, where marginalized bodies were
cataloged, bred, surveilled, classified, and exploited for economic gain.”® This type of surveillance
has been described as the Black Opticon phenomenon.”” Companies such as Clearview Al and
Amazon’s Rekognition profit through aggregating vast biometric datasets, selling access to law
enforcement and corporations, often without proper disclosure and transparent regulation.”® By
embedding biometric surveillance within everyday transactions, FRT has challenged the
normativity of privacy into a privilege accessible only to those who can afford resistance,
exacerbating existing digital inequalities.” This unchecked commercialization of biometric

70 Slave Patrols: Law and Violence in Virginia and Carolinas -Hadden (2001) — pinpoint cite TBD.

"L Simone Browne, Dark Matters: On the Surveillance of Blackness (Duke University Press, 2015).

2 Chaz Arnett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 379.

73 Elias Wright, "The Future of Facial Recognition Is Not Fully Known: Developing Privacy and Security Regulatory
Mechanisms for Facial Recognition in the Retail Sector" (2019) 29:2 Fordham Intell Prop Media & Ent LJ 611 at 624;
Sarah Kellogg, “Every Breath You Take: Data Privacy and Your Wearable Fitness Device”, (2016) 72:2 J Mo B 76 at
76.

"4Shohana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power
(New York: PublicAffairs, 2019); Anita L. Allen, “Dismantling the "Black Opticon": Privacy, Race Equity, and Online
Data-Protection Reform” (2021-2022) 131 Yale LJ F 907 at 956.

S Frank Pasquale, Black Box Society (Harvard University Press, 2016).

6 Simone Browne, Dark Matters: On the Surveillance of Blackness (Duke University Press, 2015) at. Brown 2015;
Devon W. Carbado, Unreasonable: Black Lives, Police Power, and the Fourth Amendment (The New York Press,
2022) at 176.

" Anita L. Allen, “Dismantling the “Black Opticon”: Privacy, Race Equity, and Online Data-Protection Reform”
(2021-2022) 131 Yale LJ F 907 at 913.

8 https://www.euronews.com/next/2022/05/10/facial-recognition-company-clearview-ai-permanently-banned-from-
selling-data-to-private-co (Also see NYT : The Secretive Company that Might End Privacy As We Know It)

" Eubanks, 2018 — Automatic Inequality: How Hightech Tools Profile, Police and Punish the Poor
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identity represents not just a privacy violation but an extension of racial capitalism and neoliberal
governance, where individuals are reduced to data commodities in a vast, unregulated marketplace.

Privacy has been a commodity and a privilege that has not properly ‘attached’ to racialized
communities. In understanding the mediation of ‘privacy’ and how it privileges particular groups
of communities and strips others of such a right complicates the FRT regulatory regime.® The
culture of surveillance and recording and digitization of information of gendered and racialized
bodies have been the subject of academic research. In the past two decades, interdisciplinary
scholarly literature has developed a swath of theoretical frameworks to the study of ‘surveillance’.
Notable contributions include the concept of surveillance capitalism®?, liquid surveillance® and
racial surveillance®®. These frameworks have informed the way scholarship has provided
stakeholders in augmenting technology and its applications.

The NFL’s partnerships with biometric firms, such as its collaboration with Wicket for facial
authentication at stadium entry points raise concerns about informed consent, data retention, and
third-party access to sensitive information.®* Unlike affluent fans, who may have access to
premium services that minimize exposure to surveillance, marginalized communities often lack
the means to challenge these invasions of privacy, further entrenching systemic inequities.®
Moreover, existing legal frameworks in the U.S. provide deficient remedial measures, as federal
law does not comprehensively regulate biometric data, leaving enforcement to a patchwork of state
laws.8¢ Without stronger privacy protections, the unchecked expansion of biometric surveillance
in sports venues risks eroding the fundamental right to privacy for racialized communities.

In developing a cohesive framework, the sports organizations, such as the NFL, must design in-
built internal control systems that range from curing algorithmic deficiency, opt-out measures,
transparency and compensation and redress mechanisms. Most often we forget that:

“Facial recognition is just a nifty tool wielded by governments,” to saying, “facial
recognition is tied directly to older attempts to recognize race and to reduce identity to
biology.” So I think it’s really bracing and powerful to place these seemingly technocratic
objects that are pervasive today within overlapping and very complicated historical
contexts. Many instruments that are, on first glance, very benign then suddenly become

8 Scott Skinner-Thompson, Privacy at the Margins (Cambridge University Press, 2020); Tonia Sutherland,
Resurrecting the Black Body: Race and the Digital Afterlife (University of California Press, 2023); See also Khiara
M. Bridges, The Poverty of Privacy Rights (Stanford University Press, 2017) at 140.

81 Shohana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of
Power (New York: PublicAffairs, 2019).

82 Liquid Surveillance is a concept introduced by sociologists Zygmunt Bauman and David Lyon to describe how
surveillance in modern society has become fluid, decentralized, and omnipresent. Unlike traditional surveillance,
which relied on fixed institutions (e.g., CCTV cameras, government agencies), liquid surveillance is embedded in
everyday life through digital technologies, social media, and data tracking. Zygmunt Bauman & David Lyon, Liquid
Surveillance: A Conversation (Cambridge: Polity Press, 2013).

8 Christopher Jones, “Law Enforcement Use of Facial Recognition: Bias, Disparate Impacts to People of Color, and
the Need for Federal Legislation” (2021) 22:4 N Carolina J of L & Tech 777 at 789.

84 National Football League (NFL). (2023). NFL Expands Facial Recognition for Fan Entry.

8 Simone Browne, Dark Matters: On the Surveillance of Blackness (Duke University Press, 2015).

8 Cite BIPA.
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politicized, and the stakes of these instruments and the stakes of everyday forms of
scientific work, everyday forms of scientific knowledge, become much higher”.

--Aaron Gluck-Thaler

~Conclusion~

Circling back to the narrative used to anchor this discussion amplifies the growing concerns and
challenges over the real-time, intrusive and unchecked technology use of FRT as a surveillance
tool that have the possibility to affect spectators at NFL games. Despite the emerging legal and
ethical quandaries, the current accountability and redress regime appears to be inadequate to
provide a solution.

Policymakers and advocacy groups are pushing for stronger regulations on the use of facial
recognition in sports and entertainment venues. Critical questions include whether private
stadiums should be allowed to use facial recognition without fan consent or is the act of simply
posting disclosure notices sufficient? What safeguards are in place to prevent racial bias in
algorithmic decision-making? What legal recourse do misidentified individuals have against
wrongful removal? These possible cases are not just about a missed game; it is that these invisible
algorithms are able to dictate a particular outcome in error without recourse.

Facial Recognition Harm Compensation Fund®®

The harms caused by facial recognition technology, as discussed above, range from racial bias and
wrongful detentions to privacy violations and unauthorized data collection; these critically
underscore the urgent need for accountability and redress. There may be a myriad of frameworks
to use in righting wrongs through financial compensation and penalty fees. Alternatively,
borrowing from the tort regime, a particular fund could be set up, such as a Facial Recognition
Harm Compensation Fund.®® This fund, which would be financed by technology companies,
stadiums, and other entities profiting from facial recognition, would provide financial
compensation to individuals who suffer harm due to misidentification, discrimination, or data
breaches. Similar to consumer protection settlements, payouts could cover legal fees, emotional

87 Jennifer Berglund, “Making Meaning of Surveillance: A Conversation about a New Exhibition at the Collection of
Historical Scientific Instruments” (20 September 2023), online (video):
<https://hmsc.harvard.edu/2023/09/20/making-meaning-of-surveillance-a-conversation-about-a-new-exhibition-at-
the-collection-of-historical-scientific-
instruments/#:~:text=The%20exhibit%20makes%20the%20argument,sometimes%20in%20very%20surprising%20
ways.>.

8 This is an underdeveloped preliminary idea — that requires more thoughtful discussion and deliberation, and
research.

8 This is simply an idea that is a derivative of a compensation fund. Compensation funds are established to provide
financial redress to victims (individuals and communities) of specific harms, particularly when litigation is
impractical, or the responsible party cannot fully compensate victims. There are several forms of these types of
regimes: Government Supported Funds (Victims of Crime, 9/11 Victims); Industry-Specific Funds (BP Deepwater
Horizon Oil Spill Fund, Auto Accident Funds); Consumer Protection Funds and Human Rights Abuses Funds
(Residential Schools Settlement Agreement Funds).
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distress, lost wages, and reputational damage.®® Additionally, the fund could incentivize companies
to implement stronger safeguards, such as independent audits, bias testing, and explicit opt-in
policies, ensuring that those affected by facial recognition technology are not left without recourse
when attending mega sporting events. Without such measures, the risks of unchecked surveillance
will continue to disproportionately impact racialized communities, deepening existing societal
inequalities.

Another option is to implement a statutory regime akin to state insurance regulation systems.®* The
Facial Recognition Harm Compensation Fund (“FRHCF”) may be state-regulated and attached to
state privacy legislation that recognizes and enforces biometric privacy rights. Pursuant to the
following statutory frameworks, such as the Illinois’ Biometric Information Privacy Act (BIPA)%,
Texas’ Capture or Use of Biometric Identifier Act (CUBI)%, and California’s Consumer Privacy
Rights Act (CPRA)%, companies using facial recognition technology without proper consent or
safeguards would be required to contribute to the fund when violations occur. The fund should be
activated when a breach of state privacy law is detected, including unauthorized biometric data
collection, racial profiling, wrongful detentions, or data leaks. Companies deploying facial
recognition technology—such as stadiums, law enforcement agencies, and tech developers—must
pay into the fund if found in violation of privacy laws. A remedial claim process can be established
for aggrieved individuals of misidentification, discrimination, or data misuse to file and pursue
claims. Eligible claimants receive compensation for breach of privacy, emotional distress, lost
wages, legal costs, and other damages. The fund can also have policy development component, in
that it supports research into bias reduction, independent audits of facial recognition systems, and
policy advocacy for solution-driven regulations. By tying financial accountability directly to state
privacy laws, the FRHCF would not only provide relief to harmed individuals but also pressure
companies to prioritize fairness, accuracy, and transparency in their use of biometric surveillance
technology.

The above proposed suggestions must include an anti-racist and anti-oppression framework when
designing policies and procedures to administer and manage a fund specifically designed as a
compensation mechanism. Any procedural framework for compensation and redress must
explicitly account for racial disparities, as a formally neutral approach risks perpetuating systemic
inequities rather than remedying them.

Privacy scholars, such as Chaz Arnett suggest the following guiding questions:

“Even more so, a race-centered approach to technology, digitality, and cyber culture is
necessary for understanding: (1) how the historical relationship between race and privacy
is facilitated, transformed, and entrenched through technological development; (2) how
privacy concepts, frameworks, doctrine, and norms are constitutive of the relationship

% The Consumer Financial Protection Bureau has similar redress options for affected consumers. The FTC is also a
large stakeholder in the FRT discourse and has been developing various policy approaches.

% State insurance systems in the U.S. are primarily governed by state law, with oversight from state insurance
departments and some federal regulations.

9 Illinois Biometric Information Privacy Act (BIPA).

9 Texas Capture or Use of Biometric Identifier Act (CUBI).

% California Consumer Privacy Rights Act (CPRA).
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between race and technology; and (3) how technology and privacy discourse and policy is
built upon the obfuscation, denial, and erasure of the impact of race.”%

In examining the ongoing discourse surrounding the balance between security measures and
individual privacy rights in large-scale events, the larger issue of pervasive FRT deployment
cannot be disregarded. The surveillance component, which tracks, identifies and captures data for
the future is driving the propagation of facial recognition technology to scale. The global uptake
of FRT at airports, commercial retail and city-wide usage to surveil and to have “an eye in the sky”
has become a new normal. By simply acknowledging that FRT systems appear as an expansion of
the historical ethos of surveilling racialized communities, inclusive, transparent, consultative and
remedial policy making and oversight needs to occur within tech companies. Attending a NFL
game, should not subject an individual to intrusive surveillance.

In the words of Detroit activist, Tawanna Petty%:

“We feel watched, we don’t feel seen. We feel like our every movement is tracked and targeted
and that we’re leaving this trail of data everywhere we go, not for our benefit but for our detriment.
A lot of people think of data and technological systems as these systems that will only impact you
if you have access, but we know that whether or not you have access to those systems, those
systems have access to you.”?’

% Chaz Arnett, “Crowdsourcing Surveillance” (2024) 72 UCLA L Rev 362 at 376.

% Tawanna Petty is a Detroit Activist who has been advocating against reckless FRT deployment.
9https://promiseinstitute.law.ucla.edu/podcast/facial-recognition-with-safiya-noble-and-tawana-petty/ (See
Transcript). This quote is emblematic of the tech design exclusion and lack of deployment considerations that is the
current state of our lived experience.
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