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Introduction 

The debate over openness in artificial intelligence has emerged as a central issue 

shaping technology's future.4 Once an obscure topic limited to programmers and scholars, the 

question of openness—who controls AI, who benefits, and who bears responsibility—is now 

driving decisions in boardrooms, government policy, and international affairs.5 Elon Musk's 

high-profile lawsuit against OpenAI brought these issues to public attention, accusing the 

company of abandoning its initial open source commitments—and, in a provocative twist, 

offering to drop the lawsuit if OpenAI renamed itself "ClosedAI."6 More recently, even 

OpenAI CEO Sam Altman acknowledged doubts about the company's closed approach, 

suggesting it may have placed them "on the wrong side of history."7 

This shift toward openness is championed by figures like Meta's Mark Zuckerberg, 

who has argued that open source AI accelerates innovation, democratizes access, and enhances 

system security—a stance reflected in Meta's influential Llama models.8 The emergence of 

 
4 See Nick Bostrom, Strategic Implications of Openness in AI Development, 8 Global Pol’y 135 (2017) (arguing 

that while openness in AI can accelerate progress, it may also "increase the probability that winning the AI race 
is incompatible with using any safety method that incurs a delay or limits performance").. 

5 See Anja Kaspersen & Wendell Wallach, A Framework for the International Governance of AI, Carnegie Council 

for Ethics in International Affairs (2020), https://www.carnegiecouncil.org/media/article/a-framework-for-the-
international-governance-of-ai ("This initiative directs attention to practical ways to put in place a governance 
framework that builds on existing resources and can have an immediate effect. Such a framework would enable 
the constructive use of AI and related technologies while helping to prevent immature uses or misuses that cause 
societal disruption or pose threats to public safety and international stability."). 

6 See Musk v. Altman, No. CGC-24-612746, ¶¶ 90, 121 (Cal. Super. Ct. filed Feb. 29, 2024).* 
7 See Matthew Gooding, Sam Altman Admits OpenAI May Have Been on ‘Wrong Side of History’ on Open-

Source AI, IT PRO (Feb. 16, 2024), https://www.itpro.com/business/sam-altman-open-source-ai-deepseek 
(reporting that OpenAI CEO Sam Altman acknowledged, "I personally think we have been on the wrong side 
of history here and need to figure out a different open source strategy"). 

8 See Mark Zuckerberg, Open Source AI Is the Path Forward, Meta (July 23, 2024), 

https://about.fb.com/news/2024/07/open-source-ai-is-the-path-forward/ (("I believe that open 
source is necessary for a positive AI future. AI has more potential than any other modern technology to increase 
human productivity, creativity, and quality of life—and to accelerate economic growth while unlocking progress 
in medical and scientific research."); Billy Perrigo, Mark Zuckerberg’s Bet on Open-Source AI, TIME (Feb. 21, 2024), 
https://time.com/7012751/mark-zuckerberg ("Addressing worries about safety, Zuckerberg writes that open-
source AI will be better at addressing 'unintentional' types of harm than the alternatives."); see also Madhumita 
Murgia, Meta’s ‘Open-Source’ AI Models Spark Debate, Financial Times (Mar. 3, 2024), 
https://www.ft.com/content/397c50d8-8796-4042-a814-0ac2c068361f ("Mark Zuckerberg, chief executive of 
Meta, claimed this week that the latest of his company's open-source Llama models is the first to reach 'frontier-

https://www.carnegiecouncil.org/media/article/a-framework-for-the-international-governance-of-ai
https://www.carnegiecouncil.org/media/article/a-framework-for-the-international-governance-of-ai
https://www.itpro.com/business/sam-altman-open-source-ai-deepseek
https://about.fb.com/news/2024/07/open-source-ai-is-the-path-forward/
https://time.com/7012751/mark-zuckerberg
https://www.ft.com/content/397c50d8-8796-4042-a814-0ac2c068361f


 

 
 

Chinese AI lab DeepSeek's open-weight R1 model—achieving performance comparable to 

proprietary systems at significantly lower costs—has added urgency to this discussion, 

demonstrating that the theoretical benefits of openness can translate into competitive 

advantages in the real world.9 

But what exactly constitutes an "open" AI system? The answer is far more complex 

than in traditional software development.10 While openness in conventional technology 

typically refers to transparent access to source code, AI systems comprise multiple 

interdependent components: model weights that encode knowledge, training data that shapes 

capabilities, architectures that define structure, and operational metadata that reveals 

performance characteristics.11 Each component carries distinct implications for innovation, 

security, accountability, and control.12 

This complexity reveals a fundamental problem in current policy discussions: the 

tendency to collapse AI openness into a simplistic binary of "open versus closed." Such 

reductionism obscures the multidimensional nature of AI systems and leads to policy 

prescriptions that fail to address the nuanced trade-offs inherent in AI governance.13 A model 

might have open weights but closed training data, or transparent documentation but restricted 

deployment capabilities—configurations that defy simplistic categorization.14 

 
level' performance, matching the capabilities of the most advanced systems developed by rivals OpenAI and 
Google."). 

9 See Kevin Roose, Why DeekSeek Could Change What Silicon Valley Believes About A.I., N.Y. Times 

(Jan. 28, 2025), https://www.nytimes.com/2025/01/28/technology/china-deepseek-ai-silicon-
valley.html (reporting that DeepSeek's open-weight R1 model "matches OpenAI's initial 'reasoning' model, o1, 
and it does so using a fraction of the resources"). 

10 See Richard Waters, Meta Accused of 'Open Washing' AI Models, Financial Times (Oct. 17, 2023), 

https://www.ft.com/content/c7ab2cf3-deaf-4de4-9dc7-46eadc84e2a0 
(discussing complexities of defining openness in AI systems compared to traditional software 

development and concerns of 'open washing'). 
11 See Andreas Liesenfeld, Alianda Lopez & Mark Dingemanse, Opening up ChatGPT: Tracking 

Openness, Transparency, and Accountability in Instruction-Tuned Text Generators, arXiv:2307.05532 [cs.CL] 
(2023), https://arxiv.org/abs/2307.05532 "We evaluate projects in terms of openness of code, training data, 
model weights, RLHF data, licensing, scientific documentation, and access methods."); see also Adrien Basdevant 
et al., Towards a Framework for Openness in Foundation Models: Proceedings from the Columbia Convening 
on Openness in Artificial Intelligence, arXiv:2405.15802 [cs.CY] (2024), https://arxiv.org/abs/2405.15802 ("In 
order to inform more practical and nuanced decisions about opening AI systems, including foundation models, 
this paper presents a framework for grappling with openness across the AI stack."). 

12 See e.g. Artificial Intelligence Act, Regulation (EU) 2024/1689, 2024 O.J. (L 310) 1 (EU) (establishing 

harmonized rules for the development, placement on the market, and use of artificial intelligence systems within 
the Union to promote human-centric and trustworthy AI while ensuring a high level of protection of health, 
safety, and fundamental rights). 

13 See Irene Solaiman, The Gradient of Generative AI Release: Methods and Considerations, 

arXiv:2302.04844 [cs.CY] (2023), https://arxiv.org/abs/2302.04844 ("We propose a framework to assess six 
levels of access to generative AI systems: fully closed; gradual or staged access; hosted access; cloud-based or 
API access; downloadable access; and fully open."); see also Ken D. Kumayama & Pramode Chiruvolu, Legal 
Primer on Open GenAI Models, Reuters (Aug. 15, 2024), https://www.reuters.com/legal/legalindustry/legal-
primer-open-genai-models-2024-08-15/ ("What makes a genAI model 'open' remains subject to debate."). 

14 See Irene Solaiman, The Gradient of Generative AI Release: Methods and Considerations, arXiv:2302.04844 

[cs.CY] (2023), https://arxiv.org/abs/2302.04844. 

https://www.nytimes.com/2025/01/28/technology/china-deepseek-ai-silicon-valley.html
https://www.nytimes.com/2025/01/28/technology/china-deepseek-ai-silicon-valley.html
https://arxiv.org/abs/2307.05532
https://arxiv.org/abs/2405.15802
https://arxiv.org/abs/2302.04844
https://www.reuters.com/legal/legalindustry/legal-primer-open-genai-models-2024-08-15/
https://www.reuters.com/legal/legalindustry/legal-primer-open-genai-models-2024-08-15/


 

 
 

This article argues that effective AI governance requires replacing the one-dimensional 

spectrum of openness with a multidimensional framework—what we call the "AI openness 

matrix." By unbundling AI openness into its constituent components and evaluating each 

along multiple axes, this taxonomy provides policymakers and developers with a powerful tool 

to navigate complex trade-offs. It enables precision in regulation, allowing for targeted 

interventions that maximize benefits while mitigating specific risks. 

Part I develops this taxonomy, systematically disaggregating AI openness and 

examining how different configurations affect the technology's societal impact. Part II 

evaluates openness against critical policy objectives including public safety, innovation, 

democratization, accountability, and national security—demonstrating how different degrees 

of openness advance or impede these goals. Finally, Part III proposes concrete regulatory 

approaches calibrated to the multidimensional nature of AI systems, offering a pathway 

toward governance that balances innovation with responsibility. 

I. A Taxonomy of AI Openness 

Mischaracterizing AI model openness as toggle between “open” and “closed” is a 

mistake, and not just a pedantic, rhetorical one. To promote important goals such as safety, 

innovation, democratization, accountability, and national security, policymakers must reckon 

with the complex, multifaceted nature of AI model openness.15 Unlike traditional software, AI 

does not sit on a single spectrum of openness; it comprises a matrix of interrelated 

components that each exist on their own spectrum of openness.16 To help policymakers 

approach AI openness with the necessary nuance, this section systematically unpacks the 

matrix into discrete components —data, model artifacts, source code, documentation, 

metadata, and infrastructure. In doing so, it provides policymakers with a taxonomy of AI 

openness and equips them to determine which of the many possible permutations of an AI 

matrix’s openness achieves different policy goals.  

 
15 See Alan Davidson, Remarks of Assistant Secretary Alan Davidson on Open Artificial Intelligence 

Models, Nat’l Telecomm. & Info. Admin. (2023), https://www.ntia.gov/speech/testimony/2023/remarks-
assistant-secretary-alan-davidson-open-artificial-intelligence-models ("For these reasons and more, there is a 
strong sense of urgency across the Biden Administration – and among governments around the world – to engage 
on these issues. President Biden’s AI Executive Order, the most significant government action to date on AI, 
brings the full capabilities of the U.S. government to bear. And the Commerce Department is playing a leading 
role in the Administration’s AI work."). 

16 See Matt White et al., The Model Openness Framework: Promoting Completeness and Openness for Reproducibility, 

Transparency, and Usability in Artificial Intelligence, arXiv:2403.13784 [cs.LG] (2024), 
https://arxiv.org/abs/2403.13784 ("We propose the Model Openness Framework (MOF), a ranked 
classification system that rates machine learning models based on their completeness and openness, following 
principles of open science, open source, open data, and open access."); see also Drien Basdevant et al., Towards a 
Framework for Openness in Foundation Models: Proceedings from the Columbia Convening on Openness in Artificial Intelligence, 
arXiv:2405.15802 [cs.CY] (2024), https://arxiv.org/abs/2405.15802 ("In order to inform more practical and 
nuanced decisions about opening AI systems, including foundation models, this paper presents a framework for 
grappling with openness across the AI stack."). 

https://arxiv.org/abs/2403.13784
https://arxiv.org/abs/2405.15802


 

 
 

A. Origins of Openness: The Open Source Software Spectrum 

The current debate over AI openness fixates on a one-dimensional spectrum of 

openness because of its deep roots in a rich history of software openness.17 Before addressing 

the complexities of AI governance, we must understand how openness has traditionally been 

conceptualized, measured, and regulated in conventional software—and why this framework, 

while effective for traditional code, proves inadequate for the multifaceted nature of AI 

systems. 

1. The Free and Open Source Software Movements 

Generally, when we build things, we expect to retain control over them, especially 

when they are profitable. Indeed, capitalizing on innovation requires limiting access to only 

those who pay for the privilege. The early days of the internet, however, fostered a subculture 

that flouted these norms—the open source movement.   

Under copyright law, proprietary control is the default legal position for software.18 

When developers write code, they automatically receive exclusive rights to control its copying, 

distribution, and modification—regardless of whether they actively seek such protection.19 

This legal framework naturally produces "closed source" software, where the human-readable 

instructions remain hidden from users, who receive only compiled executable files they can 

run but not examine or alter.20 For decades, companies like Microsoft, Oracle, and Adobe 

have built business models around controlled access to their code, locking users into 

proprietary ecosystems to profit off the software they built.21 Users purchasing software 

 
17 Richard Waters, We Are a Long Way from Truly Open-Source AI, Fin. Times (Oct. 18, 2024), 

https://www.ft.com/content/c7ab2cf3-deaf-4de4-9dc7-46eadc84e2a0 (discussing the challenges in achieving 
true open-source AI, including the lack of access to underlying data and the complexities beyond a simple open 
vs. closed dichotomy, and noting that "if users cannot see the underlying data on models they are not free to 
reproduce it").  
18See Grant Emrich, Cracking the Code: How to Prevent Copyright Termination from Upending the Proprietary and Open Source 

Software Markets, 90 Fordham L. Rev. 1245, 1245 (2021) (“Computer software is protected by copyright law through 
its underlying code, which courts have interpreted as constituting a ‘literary work’ pursuant to the Copyright 
Act.”) 
19See Grant Emrich, Cracking the Code: How to Prevent Copyright Termination from Upending the Proprietary and Open Source 

Software Markets,  90 Fordham L. Rev. 1245, 1251 (2021) (“If a work qualifies as copyrightable subject matter under 
the Copyright Act and meets other judicially imposed criteria, copyright automatically vests in the work’s 
author.”). 
20See David Evan Harris, Not Open and Shut: How to Regulate Unsecured AI,  Centre for International Governance 

INNOVATION (Sept. 6, 2024), https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-
unsecured-ai/ (“When most people think of AI applications these days, they are likely thinking about ‘closed-
source’ AI applications such as OpenAI’s ChatGPT — where the system’s software is securely held by its maker 
and a limited set of vetted partners. Everyday users interact with these systems through a web interface such as 
a chatbot, and business users can access an application programming interface (API), which allows them to 
embed the AI system in their own applications or workflows. Crucially, these uses allow the company that owns 
the model to provide access to it as a service, while keeping the underlying software secure.”). 
21See European Commission Press Release IP/24/3446, Commission Sends Statement of Objections to Microsoft Over Possibly 

Abusive Tying Practices Regarding Teams (June 25, 2024), 
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3446 (“The Commission is concerned that, 
since at least April 2019, Microsoft has been tying Teams with its core SaaS productivity applications, thereby 

https://www.ft.com/content/c7ab2cf3-deaf-4de4-9dc7-46eadc84e2a0
https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-unsecured-ai/
https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-unsecured-ai/
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3446


 

 
 

typically acquired only a limited license to use the program under specific conditions, not 

ownership of, or even access to, the underlying code itself.22 This arrangement granted 

developers exclusive control over how their software could evolve, who could fix bugs or add 

features, and how the technology could be repurposed—a status quo that maximized 

commercial control but severely limited user autonomy.23 

The push for open software, however, began long before these commercial practices 

took hold.24 It traces back to the earliest days of computing, long before the term "open 

source" was coined.25 In the 1950s and 1960s, academic and government researchers routinely 

shared software code, fostering a culture of collaboration  and an ethos of robust information 

sharing that defined early computing.26 But as the industry commercialized, companies 

increasingly locked down their code, transforming software into a proprietary asset.27  

The modern open source movement took shape in response, gaining momentum in 

the 1980s at MIT with the Free Software Foundation and Richard Stallman’s GNU Project.28 

 
restricting competition on the market for communication and collaboration products and defending its market 
position in productivity software and its suites-centric model from competing suppliers of individual software.”); 
European Commission Memorandum MEMO/17/1785, Antitrust: Commission Fines Google € 2.42 Billion for 
Abusing Dominance as Search Engine by Giving Illegal Advantage to Own Comparison Shopping Service (June 
27, 2017), https://ec.europa.eu/commission/presscorner/detail/es/memo_17_1785 (“The European 
Commission has fined Google €2.42 billion for breaching EU antitrust rules. Google has abused its market 
dominance as a search engine by giving an illegal advantage to another Google product, its comparison shopping 
service.”). 
22 See European Commission Press Release IP/24/3446, Commission Sends Statement of Objections to Microsoft Over Possibly 

Abusive Tying Practices Regarding Teams (June 25, 2024), 
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3446 (“The Commission is concerned that, 
since at least April 2019, Microsoft has been tying Teams with its core SaaS productivity applications, thereby 
restricting competition on the market for communication and collaboration products and defending its market 
position in productivity software and its suites-centric model from competing suppliers of individual software.”). 
23 AI Evolution, University of Colorado Denver Learning Resources Center (Feb 28, 2025), 

https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution (“In contrast, closed-
source AI, such as ChatGPT or Gemini, operates under proprietary models, where the underlying code is owned 
and controlled by a single entity.”) 

24 See Christopher S. Yoo, Open Source, Open Standards, and the Future of the Internet, 103 GEO. L.J. 1485, 

1492-94 (2015) (discussing the historical roots of software openness and detailing the transition from 
collaborative sharing among academics and government researchers in the 1950s–1960s to proprietary 
commercialization). 

25 Christopher S. Yoo, Modularity Theory and Internet Regulation, 2016 U. ILL. L. REV. 1, 53 (2016), 

https://scholarship.law.upenn.edu/faculty_scholarship/470/ ("The persistence of nonmodular architectures for 
some technologies underscores the need for some theoretical basis for determining when modularity is the 
preferred approach."). 

26 See generally Barry M. Leiner et al., Brief History of the Internet, Internet Society (1997), 

http://www.internetsociety.org/internet/what-internet/history-internet/brief-history-internet (last visited Mar. 
16, 2025). 

27 See Martin Campbell-Kelly, Not All Bad: An Historical Perspective on Software Patents, 11 MICH. 

TELECOMM. & TECH. L. REV. 191, 212 (2005) (discussing the early culture of software sharing among researchers 
and the subsequent shift toward proprietary software as the industry commercialized); see also Robert Braden et 
al., Developing a Next-Generation Internet Architecture 16 (2000), 
http://www.isi.edu/newarch/DOCUMENTS/WhitePaper.pdf. (“There is no commercial provider who 
believes that they [sic] hold the responsibility forthe Internet architecture.”). 

28 Richard Stallman, The GNU Manifesto, GNU Operating System (1985), 

https://www.gnu.org/gnu/manifesto.en.html. 

https://ec.europa.eu/commission/presscorner/detail/es/memo_17_1785
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_3446
https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution
https://scholarship.law.upenn.edu/faculty_scholarship/470/
https://scholarship.law.upenn.edu/faculty_scholarship/470/
https://scholarship.law.upenn.edu/faculty_scholarship/470/
http://www.isi.edu/newarch/DOCUMENTS/WhitePaper.pdf
http://www.isi.edu/newarch/DOCUMENTS/WhitePaper.pdf
http://www.isi.edu/newarch/DOCUMENTS/WhitePaper.pdf
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html


 

 
 

It framed open software as an ethical imperative—users, they argued, should have the right to 

run, study, modify, and share code—establishing what they considered an ethical imperative 

rather than merely a development methodology.29 This philosophical stance positioned 

proprietary software as an instrument of control, where corporations restricted user freedoms 

for commercial gain.30 The movement's moral framing is captured in its famous clarification: 

"'Free' as in 'free speech,' not as in 'free beer'"—emphasizing liberty over price.31  

By the late 1990s, the movement rebranded to emphasize practical advantages, coining 

"open source" to appeal to businesses wary of the ideological baggage of “free software.”32 

This shift focused attention on the practical benefits of transparent, collaborative 

development: better code quality through "many eyes" reviewing contributions, faster 

innovation through parallel development efforts, and reduced duplication of work across 

organizations.33 The rebrand catalyzed widespread adoption of open source code, leading to 

the success of projects like Linux, Apache, and Python—systems that now underpin 

everything from the internet to AI development.34  

Despite this reframing, the core values remained consistent. Transparency formed the 

foundation, with open access to source code enabling inspection for security vulnerabilities, 

backdoors, or unethical data practices—allowing verification of what software actually does.35 

Collaboration became a central principle, as open development models allowed diverse 

communities of contributors to improve software collectively, often resulting in robust 

 
29  Richard Stallman, The GNU Manifesto, GNU Operating System (1985), 

https://www.gnu.org/gnu/manifesto.en.html  ("To prevent this, I am making all software free."). 
30 Richard Stallman, The GNU Manifesto, GNU Operating System (1985), 

https://www.gnu.org/gnu/manifesto.en.html ("Proprietary software developers typically do not permit users to 
copy, redistribute, or modify the software."). 

31 Richard Stallman, The GNU Manifesto, GNU Operating System (1985), 

https://www.gnu.org/gnu/manifesto.en.html ("Think free as in free speech, not free beer."). 
32 Christopher M. Kelty, Two Bits: The Cultural Significance of Free Software 79, 99 (2008) (“Free 

Software forked in 1998 when the term Open Source suddenly appeared. ... The term Open Source, by contrast, 
sought to encompass them all in one movement.").  

33 See Dr. Craig Wright, Paper Synthesis: Open Source Software: Trust, Security, and Legal Protections,  Coingeek 

(Dec, 29, 2023), https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-
protections/ (“This opportunity for inspection enables users, developers, and other stakeholders to thoroughly 
assess the software quality, security, and reliability. Based on this evaluation, they can make informed decisions 
about whether or not to use a particular piece of software, basing their judgment on the actual performance of 
the software rather than merely relying on the claims made by the developers or vendors.”). 

34See January 2015 Web Server Survey, Netcraft (Jan. 2015), 

https://web.archive.org/web/20160119000000/http://news.netcraft.com/archives/2015/01/15/january-
2015-web-server-survey.htm; see also On the Term "Open Source", The Hyperlogos (Mar. 15, 2018), 
https://web.archive.org/web/20180315000000/http://hyperlogos.org/page/term-open-source. 

35  See David Evan Harris, Not Open and Shut: How to Regulate Unsecured AI,  Centre for International Governance 

Innovation (Sept. 6, 2024), https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-unsecured-ai/ (“When most 
people think of AI applications these days, they are likely thinking about “closed-source” AI applications such as 
OpenAI’s ChatGPT — where the system’s software is securely held by its maker and a limited set of vetted 
partners. Everyday users interact with these systems through a web interface such as a chatbot, and business 
users can access an application programming interface (API), which allows them to embed the AI system in their 
own applications or workflows. Crucially, these uses allow the company that owns the model to provide access 
to it as a service, while keeping the underlying software secure.”). 

https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://www.gnu.org/gnu/manifesto.en.html
https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/
https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/
https://web.archive.org/web/20160119000000/http:/news.netcraft.com/archives/2015/01/15/january-2015-web-server-survey.htm
https://web.archive.org/web/20160119000000/http:/news.netcraft.com/archives/2015/01/15/january-2015-web-server-survey.htm
https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-unsecured-ai/


 

 
 

systems like Linux or Apache that rival or exceed their proprietary counterparts.36 User control 

completed the triad of values, ensuring users retained agency over their computing 

environment, able to modify software to meet specific needs or fix issues without waiting for 

vendor updates.37 

The contours of the open source community have shifted over time. Where it was 

once dominated by academics and volunteers or hobbyists, some of the biggest open source 

contributors today are major commercial entities like Google, Microsoft, and IBM.38 Open 

source has maintained its ideological commitments to transparency, collaboration, and user 

control, but its increasing entanglement with corporate interests has reshaped the landscape.39 

The reality is that open source has become indispensable to the modern digital economy, 

powering everything from cloud computing to cybersecurity to artificial intelligence.40 As a 

 
36 See Dr. Craig Wright, Paper Synthesis: Open Source Software: Trust, Security, and Legal Protections,  Coingeek (Dec, 29, 

2023), https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections (“This opportunity for 
inspection enables users, developers, and other stakeholders to thoroughly assess the software quality, security, 
and reliability. Based on this evaluation, they can make informed decisions about whether or not to use a 
particular piece of software, basing their judgment on the actual performance of the software rather than merely 
relying on the claims made by the developers or vendors.”). 
37 See Dr. Craig Wright, Paper Synthesis: Open Source Software: Trust, Security, and Legal Protections,  Coingeek (Dec, 29, 

2023), https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/ (“This opportunity for 
inspection enables users, developers, and other stakeholders to thoroughly assess the software quality, security, 
and reliability. Based on this evaluation, they can make informed decisions about whether or not to use a 
particular piece of software, basing their judgment on the actual performance of the software rather than merely 
relying on the claims made by the developers or vendors.”). 
38 See e.g. LF AI & Data Landscape, https://landscape.lfaidata.foundation (last visited Mar. 16, 2025) (showing 

Google, Microsoft, and IBM are members LF AI & Data Foundation, a project under the Linux Foundation, 
which has significantly influenced the open source AI landscape by fostering collaboration and innovation, and 
supporting open source projects). See e.g. Jon Porter, Google is Trying to Make Chromium Development More Neutral, 
The Verge (Jan. 9, 2025), https://www.theverge.com/2025/1/9/24340196/google-neutral-chromium-
development-fund (“Google is partnering with The Linux Foundation to launch an initiative meant to “fund 
open development and enhance projects” in the Chromium ecosystem, according to an announcement on 
Thursday. The fund, called Supporters of Chromium-Based Browsers, is billed as a “neutral” space to support 
Chromium projects.”). 

39 See Chinmayi Sharma, Tragedy of the Digital Commons, 101 N.C. L. Rev. 1129, 1153–54 (2023) 

(“"While volunteers remain a dominant force in the open-source community, over time, different motivations 
have brought paid professionals from the public and private sector into the fold—creating a class of Contributing 
Consumers. Companies consuming open source can also benefit from contributing to it by using the insight they 
gain from the projects to build complementary products or to influence project development in a way that 
supports their products."). 

40 See Muhammad Usman, The Role of Open Source Software in Cloud Computing, EasyChair Preprint 

No. 5KLn (2022), https://easychair.org/publications/preprint/5KLn (“A recent study notes that "cloud 
computing has become almost ubiquitous," attributing this prevalence to the flexibility and scalability offered by 
open-source solutions.”); see also Preeti Bhardwaj et al., Open Source Intelligence and Its Applications in Next-
Generation Cyber Security—A Literature Review, ResearchGate (2021), 
https://www.researchgate.net/publication/353806347_Open_Source_Intelligence_and_its_Applications_in_N
ext_Generation_Cyber_Security_-_A_Literature_Review (“OSINT is now being used in a variety of many other 
fields such as marketing, cyber security, political strategy analysis, and so on. The flood of data during this era 
was beneficial not only to law enforcement agencies and professional practitioners but also to threat actors.”); 
see also Ryan Abbott, Open-Source AI Platforms and the Cybersecurity Law, in Artificial Intelligence and the 
Law 260, 260–328 (2022), https://core-cms.cambridgecore.org/core/services/aop-cambridge-
core/content/view/F07BE36420A4B1A09BF83A1A5AF2E90D/9781316513361c9_260-328.pdf (“[O]pen-
source platforms are an increasingly popular business model for AI development.”). 

https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/
https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/
https://landscape.lfaidata.foundation/
https://www.theverge.com/2025/1/9/24340196/google-neutral-chromium-development-fund
https://www.theverge.com/2025/1/9/24340196/google-neutral-chromium-development-fund
https://easychair.org/publications/preprint/5KLn
https://www.researchgate.net/publication/353806347_Open_Source_Intelligence_and_its_Applications_in_Next_Generation_Cyber_Security_-_A_Literature_Review
https://www.researchgate.net/publication/353806347_Open_Source_Intelligence_and_its_Applications_in_Next_Generation_Cyber_Security_-_A_Literature_Review
https://core-cms.cambridgecore.org/core/services/aop-cambridge-core/content/view/F07BE36420A4B1A09BF83A1A5AF2E90D/9781316513361c9_260-328.pdf
https://core-cms.cambridgecore.org/core/services/aop-cambridge-core/content/view/F07BE36420A4B1A09BF83A1A5AF2E90D/9781316513361c9_260-328.pdf


 

 
 

result, the same tech giants that once resisted open source software now actively support and 

depend on it—though often on their own terms.41 Today, at least half of open source 

contributions come from developers employed by major tech companies, a stark shift from 

the movement’s early days.42 While this corporate involvement brings stability, resources, and 

broader adoption43, it also raises questions about influence, control, and the sustainability of 

open models. Some see this dynamic as foreshadowing a similar trajectory in AI, with 

companies like Meta championing themselves as arbiters of openness, while retaining 

significant control over critical elements like training data, safety mechanisms, and deployment 

infrastructure.44  

2. The Licensing Framework 

To counteract the default legal position of exclusive control over software, the open 

source movement manifested its ideals through the development of a sophisticated licensing 

ecosystem.45 These licenses did more than signal philosophical commitments—they codified 

them into legally binding frameworks that determined how software could be used, modified, 

 
41 See Chinmayi Sharma, Tragedy of the Digital Commons, 101 N.C. L. Rev. 1129, 1150 (2023). ("Unlike 

their peers, these entities are actively repaying the open-source ecosystem they benefit from. Companies like 
IBM, Microsoft, Google, Intel, Amazon, and Meta rank among the top contributors to open source in the private 
sector, donating employee time and money."). 

42 See Chinmayi Sharma, Tragedy of the Digital Commons, 101 N.C. L. Rev. 1129, 1150 (2023). ("Unlike 

their peers, these entities are actively repaying the open-source ecosystem they benefit from. Companies like 
IBM, Microsoft, Google, Intel, Amazon, and Meta rank among the top contributors to open source in the private 
sector, donating employee time and money."). 

43 See See  Xuetao Li et al., Systematic Literature Review of Commercial Participation in Open Source 

Software, ACM Computing Surveys (2024), https://doi.org/10.1145/nnnnnnn.nnnnnnn ("The involvement of 
commercial entities in OSS development has brought both opportunities and challenges. On the one hand, 
commercial entities can provide valuable resources and funding to OSS projects, which can help accelerate their 
development and adoption. On the other hand, the involvement of commercial entities can also lead to conflicts 
of interest, as they may prioritize their own business objectives over the needs of the community."). 

44 See  Xuetao Li et al., Systematic Literature Review of Commercial Participation in Open Source 

Software, ACM Computing Surveys (2024), https://doi.org/10.1145/nnnnnnn.nnnnnnn (“"The involvement of 
commercial entities in OSS development has brought both opportunities and challenges. On the one hand, 
commercial entities can provide valuable resources and funding to OSS projects, which can help accelerate their 
development and adoption. On the other hand, the involvement of commercial entities can also lead to conflicts 
of interest, as they may prioritize their own business objectives over the needs of the community.") 

45 See The Legal Side of Open Source, Open Source Guide, https://opensource.guide/legal/ 

("Standardized open source licenses serve as proxies for those without legal training, providing a clear framework 
that dictates what users can and cannot do with the software, ensuring that software freedom principles are 
upheld."). 

https://doi.org/10.1145/nnnnnnn.nnnnnnn
https://opensource.guide/legal/


 

 
 

and redistributed.46 Like the software itself, these licenses exist on a spectrum, ranging from 

those that aggressively enforce openness to those that prioritize commercial flexibility.47   

At one end of the spectrum sit “copyleft” licenses, exemplified by the GNU General 

Public License (GPL).48 These licenses represent the most rigid form of openness, 

paradoxically ensuring that software remains open by restricting the extent to which it can be 

later closed downstream.49 These licenses are often called "viral" because their terms spread to 

any derivative work—any software that incorporates copyleft-licensed code must also be 

distributed under the same open terms.50 By design, copyleft licenses act as a legal firewall, 

preventing corporations from absorbing and enclosing open source contributions within 

proprietary products.51 This mechanism was deliberately designed to prevent proprietary 

appropriation of communally developed code, ensuring that freedoms, once granted, remain 

intact as the software evolves.52 

The implications of copyleft licensing have profoundly shaped software development 

ecosystems. Major corporations, rather than risk their code becoming subject to "viral" open 

source requirements, have invested heavily in creating alternative technologies to popular 

copyleft projects.53 For example, Apple helped develop LLVM (a modular compiler 

 
46 See Robert W. Gomulkiewicz, Open Source Licensing: An Innovation in Contract Drafting, 20 

Berkeley Tech. L.J. 443 (2005), https://www.btlj.org/data/articles2015/vol20/20_1_AR/20-berkeley-tech-l-j-
0443-0482.pdf ("Open source licenses do more than merely grant permission to use the software—they structure 
and enforce a system of shared rights and responsibilities, ensuring that software remains open and available for 
future modification and redistribution."). 

47 See e.g. Open Source Software Licenses Explained: A Beginner's Overview, Open Source Software, 

https://osssoftware.org/blog/open-source-software-licenses-explained-a-beginners-overview/ ("Permissive 
licenses have fewer restrictions, while copyleft licenses mandate sharing of modifications. Permissive licensing is 
better for commercial products, while copyleft protects open source ideals."). 

48 See Nirmalya Ganguly, Copyleft: An Alternative to Copyright in Computer Software and Beyond, 12 

J. Intell. Prop. Rts. 303 (2007), available at https://studentorgs.kentlaw.iit.edu/cklawreview/wp-
content/uploads/sites/3/vol82no2/Goss.pdf ("A GPL builds upon existing copyright law, using the existing 
rights of an owner, to attempt to allow public use of software while at the same time preventing its privatization 
or commercialization.") 

49  See Nirmalya Ganguly, Copyleft: An Alternative to Copyright in Computer Software and Beyond, 

12 J. Intell. Prop. Rts. 303 (2007), https://studentorgs.kentlaw.iit.edu/cklawreview/wp-
content/uploads/sites/3/vol82no2/Goss.pdf ("A GPL builds upon existing copyright law, using the existing 
rights of an owner, to attempt to allow public use of software while at the same time preventing its privatization 
or commercialization."). 

50 See David McGowan, Legal Implications of Open-Source Software, 2001 U. Ill. L. Rev. 241 (2001) 

("The GPL builds upon existing copyright law, using the existing rights of an owner, to attempt to allow public 
use of software while at the same time preventing its privatization or commercialization."). 

51 See Eben Moglen, Anarchism Triumphant: Free Software and the Death of Copyright, 4 First 

Monday (1999), available at https://firstmonday.org/ojs/index.php/fm/article/view/684/594 ("Copyleft uses 
the legal mechanisms of copyright to ensure that the software remains free, preventing its appropriation into 
proprietary software."). 

52 See Eben Moglen, Anarchism Triumphant: Free Software and the Death of Copyright, 4 First 

Monday (1999), https://firstmonday.org/ojs/index.php/fm/article/view/684/594 ("Copyleft uses the legal 
mechanisms of copyright to ensure that the software remains free, preventing its appropriation into proprietary 
software."). 

53 See e.g. Steven J. Vaughan-Nichols, MongoDB "Open-Source" Server Side Public License Rejected, ZDNet 

(Jan. 16, 2019), https://www.zdnet.com/article/mongodb-open-source-server-side-public-license-rejected/ 

https://www.btlj.org/data/articles2015/vol20/20_1_AR/20-berkeley-tech-l-j-0443-0482.pdf
https://www.btlj.org/data/articles2015/vol20/20_1_AR/20-berkeley-tech-l-j-0443-0482.pdf
https://osssoftware.org/blog/open-source-software-licenses-explained-a-beginners-overview/
https://studentorgs.kentlaw.iit.edu/cklawreview/wp-content/uploads/sites/3/vol82no2/Goss.pdf
https://studentorgs.kentlaw.iit.edu/cklawreview/wp-content/uploads/sites/3/vol82no2/Goss.pdf
https://firstmonday.org/ojs/index.php/fm/article/view/684/594
https://firstmonday.org/ojs/index.php/fm/article/view/684/594
https://www.zdnet.com/article/mongodb-open-source-server-side-public-license-rejected/


 

 
 

infrastructure that translates programming code into machine-executable instructions) to 

avoid the GNU Compiler Collection's (GCC) GPL constraints,54 and Google built Chromium 

(the open source browser engine underlying Chrome) to avoid Firefox's copyleft license.55 This 

strategic circumvention demonstrates how the copyleft approach, despite its ideological goal 

of ensuring software freedom, has paradoxically driven companies to construct parallel, often 

closed ecosystems.56 The resulting bifurcation has produced two development tracks—one 

adhering to free software principles and another serving commercial interests requiring greater 

control over derivative works.57 Companies like Instructure have adapted by employing dual-

licensing strategies for products like their Canvas LMS (Learning Management System, a 

platform for delivering educational content and managing courses), releasing copyleft versions 

that contribute to the open source community while maintaining proprietary versions with 

extended features.58 This tension between openness and control continues to define how 

software evolves, with commercial entities constantly navigating between collaboration and 

competition. 

By contrast, at the opposite end of the open licensing spectrum, copyfree (or 

permissive) licenses—such as the MIT, BSD, and Apache licenses—forgo copyleft's strict 

reciprocity requirements in favor of maximum flexibility. These licenses impose minimal 

restrictions, typically requiring only attribution while allowing derivative works to be 

 
(“The business point behind MongoDB's license change is to force cloud companies to use one of MongoDB's 
commercial cloud offerings. This hasn't worked either. AWS just launched DocumentDB, a database, which 'is 
designed to be compatible with your existing MongoDB applications and tools' … [and] 'implements the 
MongoDB 3.6 API by emulating the responses that a MongoDB client expects from a MongoDB server.'”) 

54 See Chris Lattner, LLVM for OpenGL and Other Stuff, LLVM Developers' Meeting (May 25, 2007), 

https://llvm.org/devmtg/2007-05/LattnerLLVMIntro.pdf ("GCC's license agreement, the GNU General 
Public License (GPL) version 3, requires developers who distribute extensions or modified versions of GCC to 
make their source code available, but LLVM's permissive software license doesn't require this."). 

55 See Stephen Shankland, Google Gets Web Allies by Letting Outsiders Help Build Chrome’s 

Foundation, CNET (Nov. 30, 2020), https://www.cnet.com/news/google-gets-web-allies-by-letting-outsiders-
help-build-chromes-foundation/ (“Chromium is open-source software, which means anyone can modify and use 
it. Even with open-source projects, however, outsiders can have trouble convincing organizers to accept their 
changes and additions, making it harder to contribute and benefit.”). 

56 Cf. Copyleft Licenses: Risks of Open Source Code in Proprietary Software Development, 

NASSCOM Community, https://community.nasscom.in/communities/application/copyleft-licenses-risks-
open-source-code-proprietary-software-development (last visited Mar. 16, 2025). ("Copyleft licenses are far more 
demanding by nature as they require licensees using copyleft code to release the source code of any derivative 
work. This can prove to have a pernicious effect on proprietary software, because the heavily guarded source 
code is what makes the software proprietary.").CITE 

57 See Open-Source Licensing and Business Models, 30 Santa Clara High Tech. L.J. 191 (2014), 

https://digitalcommons.law.scu.edu/chtlj/vol30/iss2/1/ ("The potential copyleft effects of different FOSS 
licenses tend to be of principal interest to commercial software distributors concerned about combining FOSS 
code with their proprietary code.") (illustrating how the obligations imposed by copyleft licenses have led some 
companies to prefer permissive licenses, resulting in a bifurcation of development tracks to accommodate varying 
levels of control over derivative works). 

58See Our Open Source Strategy, Instructure, https://www.instructure.com/resources/blog/our-

open-source-strategy ("Canvas was founded on openness, and we continue to believe in open source as an 
important foundation for innovation in education. While we offer an enterprise SaaS version of Canvas, our 
community open-source version remains a key part of our ecosystem."). 

https://llvm.org/devmtg/2007-05/LattnerLLVMIntro.pdf.%E2%80%8B
https://www.cnet.com/news/google-gets-web-allies-by-letting-outsiders-help-build-chromes-foundation/
https://www.cnet.com/news/google-gets-web-allies-by-letting-outsiders-help-build-chromes-foundation/
https://digitalcommons.law.scu.edu/chtlj/vol30/iss2/1/
https://www.instructure.com/resources/blog/our-open-source-strategy
https://www.instructure.com/resources/blog/our-open-source-strategy


 

 
 

distributed under different terms—including proprietary ones.59 This permissiveness has made 

them particularly popular for libraries and frameworks seeking widespread adoption, especially 

in corporate environments. Projects like PyTorch (a machine learning framework developed 

by Facebook/Meta),60 NumPy (a fundamental package for scientific computing in Python),61 

and the Apache Web Server (the world's most widely used web server software)62 exemplify 

this more laissez-faire approach to openness. Their permissive licensing enables integration 

into both open and closed systems, facilitating broader adoption while potentially sacrificing 

the guarantee that improvements will remain in the commons.63 Companies can build 

proprietary products on these foundations without reciprocal obligations, creating a different 

balance between openness and commercial interests. 

Finally, falling between open and closed models, source-available licenses occupy a 

middle area on the openness spectrum.64 These licenses make source code visible and readable 

to users but impose significant restrictions that prevent true open source freedoms—they 

typically allow users to view the code but prohibit modification, redistribution, or commercial 

use without explicit permission from the original developer.65 Examples include Elastic 

License 2.066, Server Side Public License (SSPL)67, and Commons Clause68, which database and 

analytics companies like MongoDB, Elastic, and Redis Labs, an in-memory data structure 

store) have adopted after shifting away from traditional open source licensing. Though source-

available licenses offer some of the benefits of openness, including code transparency for 

 
59 See New Media Rights, Open Source Licensing Guide, Cal. W. Sch. L. (Sept. 12, 2008), 

https://www.newmediarights.org/open_source/new_media_rights_open_source_licensing_guide ("The 'BSD-
like' licenses such as the BSD, MIT and Apache licenses are extremely permissive, requiring little more than 
attributing the original portions of the licensed code to the original developers in your own code and/or 
documentation.") 

60 PyTorch License, GitHub, 
https://github.com/pytorch/pytorch/blob/main/LICENSE 

61 NumPy License, NumPy, https://numpy.org/doc/stable/license.html. 
62 Apache License, Version 2.0, Apache Software Foundation, 

https://www.apache.org/licenses/LICENSE-2.0. 
63 See Gottfried Hoffmann et al., License Incompatibilities in Software Ecosystems, arXiv:2203.01634 

[cs.SE] (2022), https://arxiv.org/pdf/2203.01634 ("Permissive licenses restrict minimally how software can be 
used, modified, or redistributed. Examples of such licenses are the MIT, Apache-2.0, BSD-3-Clause, ISC, or the 
Unlicense. Permissive licenses permit relicensing of derivative work and allow for use of software also in 
proprietary software that is distributed."). 

64 See Business Source License 1.1, Software Package Data Exchange (SPDX), Linux Found., May 22, 

2024, https://spdx.org/licenses/BSL-1.1.html ("The Business Source License (BSL) is a software license which 
publishes source code but limits the right to use the software to certain classes of users. The BSL is not an open-
source license, but it is a source-available license that also mandates an eventual transition to an open-source 
license."). 

65 See The Model Openness Framework: Promoting Completeness and Clarity in AI Licensing, 

arXiv:2403.13784v3 (2024), https://arxiv.org/pdf/2403.13784v3 ("Models with licenses that do not impose 
downstream restrictions are considered open, while restrictive ones are source-available."). 

66  Elastic License 2.0, Elastic, https://www.elastic.co/licensing/elastic-license. 
67 Server Side Public License v1.0, MongoDB, https://www.mongodb.com/legal/licensing/server-

side-public-license.  
68 See Redis Source Available License (RSAL), Redis, https://redis.io/legal/licenses/.  

https://www.newmediarights.org/open_source/new_media_rights_open_source_licensing_guide
https://www.apache.org/licenses/LICENSE-2.0
https://arxiv.org/pdf/2203.01634
https://arxiv.org/pdf/2403.13784v3
https://www.mongodb.com/legal/licensing/server-side-public-license
https://www.mongodb.com/legal/licensing/server-side-public-license
https://redis.io/legal/licenses/


 

 
 

security auditing and educational purposes, they do not qualify as "open source" under the 

definitions established by the Free Software Foundation or the Open Source Initiative.69 This 

category of licenses has grown as companies attempt to strike a balance—reaping some of the 

reputational and collaborative advantages of openness while maintaining commercial control 

over their products to preserve profitability against cloud providers and other competitors 

who might otherwise offer the software as a service without contributing back to 

development.70 

3. One-Dimensional Spectrum in Traditional Software 

The diversity of licensing approaches gave rise to a conceptual framing that positioned 

software along a linear spectrum from "open" to "closed." For decades, this binary framework 

has shaped software governance, providing what was once a simple but effective model for 

evaluating and regulating traditional software.71  

In this traditional framework, the defining characteristic is access to source code. 

Open-source software, like the Linux operating system or the Firefox browser, grants 

complete access to its underlying code, enabling unrestricted inspection, modification, and 

redistribution.72 Proprietary software, such as Microsoft Windows or Adobe Creative Suite,  

locks down its source code, distributing only compiled versions that users can execute but 

never truly understand or alter.73 

 
69 See The SSPL is Not an Open Source License, Open Source Initiative (Jan. 19, 2021), 

https://opensource.org/blog/the-sspl-is-not-an-open-source-license ("The license du jour is the Server Side 
Public License. This license was submitted to the Open Source Initiative for approval but later withdrawn by the 
license steward when it became clear that the license would not be approved."). 

70 See Open Source vs Source Available - Shaping the Future of Software Development, JustDo (Nov. 

2024), https://justdo.com/blog/open-source-vs-source-available--open-source-vs-source-available-shaping-
the-future-of-software-development ("Companies like MongoDB, Redis Labs, and others have adopted source 
available licenses to safeguard their work while still engaging with the developer community."); see e.g. 
HashiCorp's Adoption of the Business Source License (BSL): HashiCorp Adopts Business Source License for 
All Products, HashiCorp (Aug. 10, 2023), https://www.hashicorp.com/en/blog/hashicorp-adopts-business-
source-license ("HashiCorp adopts the Business Source License to ensure continued investment in its community 
and to continue providing open, freely available products."). 
71 See Sohail Subhani, Is Open Source Software the Future of Software Development?, 10 INT’L J. BUS., HUMAN. & TECH. 

1, 1 (2020), https://www.ijbhtnet.com/journals/Vol_10_No_1_March_2020/1.pdf (“Just a few years ago, it 
would have been difficult to envision that open source software applications could seriously threaten closed 
source or proprietary software industry. But as we look at the existing software development landscape, it 
becomes vividly clear that the open source software movement is gathering momentum and poses a serious 
challenge to the proprietary software industry.”). 
72 See Dr. Craig Wright, Paper Synthesis: Open Source Software: Trust, Security, and Legal Protections, Coingeek (Dec. 29, 

2023),  https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/  
(“Open-source software, characterized by its transparency and accessibility, significantly bolsters trust within the 
user and developer population. It allows anyone to inspect, modify, and enhance the source code, creating an 
open scrutiny environment.”). 
73 See David Evan Harris, Not Open and Shut: How to Regulate Unsecured AI, CTR INT’L GOVERNANCE INNOVATION 

(Sept. 6, 2024), https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-unsecured-ai/ (“When 
most people think of AI applications these days, they are likely thinking about “closed-source” AI applications 
such as OpenAI’s ChatGPT — where the system’s software is securely held by its maker and a limited set of 
vetted partners. Everyday users interact with these systems through a web interface such as a chatbot, and 

https://opensource.org/blog/the-sspl-is-not-an-open-source-license
https://justdo.com/blog/open-source-vs-source-available--open-source-vs-source-available-shaping-the-future-of-software-development
https://justdo.com/blog/open-source-vs-source-available--open-source-vs-source-available-shaping-the-future-of-software-development
https://www.hashicorp.com/en/blog/hashicorp-adopts-business-source-license
https://www.hashicorp.com/en/blog/hashicorp-adopts-business-source-license
https://www.ijbhtnet.com/journals/Vol_10_No_1_March_2020/1.pdf
https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/
https://www.cigionline.org/articles/not-open-and-shut-how-to-regulate-unsecured-ai/


 

 
 

This simplified open-closed spectrum was effective for early software governance 

because it reflected the core mechanism of control: the source code itself.74 Access to code 

determined who could use, inspect, modify, or redistribute software, making it the primary 

marker of openness.75 If developers had access, they could effectively analyze, improve, and 

adapt the software. If they could not, their options were limited to using the software as 

provided or seeking alternatives.76 

The effectiveness of this binary model is evident in how it shaped software ecosystems. 

In operating systems, the distinction between Linux (open) and Windows (closed) established 

different development models, pricing structures, and user experiences.77 In web servers, 

Apache (open) and Microsoft IIS (closed) targeted different market segments, reinforcing the 

idea that openness is a strategic, rather than merely technical decisions.78 These distinctions 

 
business users can access an application programming interface (API), which allows them to embed the AI system 
in their own applications or workflows. Crucially, these uses allow the company that owns the model to provide 
access to it as a service, while keeping the underlying software secure.”). 

74  See Andrew Updegrove, A Brief History of Open Source Software, ConsortiumInfo.org, 

https://www.consortiuminfo.org/open-source-open-standards/a-brief-history-of-open-source-software/ ("For 
an end user, access to the source code of an OSS product grants independence from a proprietary vendor, since 
the end user can adapt the code, or put development work out for competitive bidding."). 

75 See Andrew Updegrove, A Brief History of Open Source Software, ConsortiumInfo.org, 

https://www.consortiuminfo.org/open-source-open-standards/a-brief-history-of-open-source-software/ ("For 
an end user, access to the source code of an OSS product grants independence from a proprietary vendor, since 
the end user can adapt the code, or put development work out for competitive bidding."). 

76 See Daniel B. Ravicher, Facilitating Collaborative Software Development: The Enforceability of Mass-Market 

Public Software Licenses, 5 VA. J.L. & TECH. 11, 29-30 (2000) ("Proprietary software licenses typically prohibit users 
from copying, modifying, or distributing the software, thereby limiting user autonomy and preserving the 
developer's exclusive control over the software's evolution.").; see also V.K. Unni, Fifty Years of Open Source 
Movement: An Analysis Through the Prism of Copyright Law, 40 S. Ill. U.L.J. 271, 273  (2016) (“[I]n the field of software 
two different licensing models operate. One is a closed model where users are not given access to the source 
code and most of the intellectual property is protected as a secret wherein the program is released only in its 
object code version. Under the second model, called open model or open source model, users are given access 
to the source code and all of the software copyrights are made available to the market by providing a very liberal 
license.”). 
77 See Sara Aldossary et. al., Comparison Between Windows and Linux Operating System By Analyzing the Related Security 

Features,  Journal Not Specified (2023), 
https://www.researchgate.net/publication/371306817_Comparison_Between_Windows_and_Linux_Operatin
g_System_By_Analyzing_the_Related_Security_Features (comparing Windows and Linux with regards to 
differences in access control, user authentication, privilege separation, and event logging mechanisms and finding 
that Windows uses a “centralized approach managed through Active Directory,” while Linux employs a 
“distributed and modular architecture based on file permissions, capabilities, and decentralization.”). 

78 See Abi Tyas Tunggal, IIS v. Apache: Which is the Best Web Server?,  https://www.upguard.com/blog/iis-

apache (Jan. 5, 2025) (“If you host a website, chances are good that you are running either Apache or Internet 
Information Services (IIS). Depending on the data source, they are two of the most common web server 
platforms, comprising a virtual triumvirate with Nginx for control of the market. They each also have their 
passionate supporters and haters. In fact, IIS vs. Apache flame wars are many times really spillover or proxy 
tirades of ‘Microsoft vs. Linux’. A compare-and-contrast exercise between the two web servers should be as 
objective as possible, which is what we’ll try and do here and not get drawn into personal preferences and 
emotional-laden outbursts.”). 

https://www.consortiuminfo.org/open-source-open-standards/a-brief-history-of-open-source-software/
https://www.consortiuminfo.org/open-source-open-standards/a-brief-history-of-open-source-software/
https://www.researchgate.net/publication/371306817_Comparison_Between_Windows_and_Linux_Operating_System_By_Analyzing_the_Related_Security_Features
https://www.researchgate.net/publication/371306817_Comparison_Between_Windows_and_Linux_Operating_System_By_Analyzing_the_Related_Security_Features
https://www.upguard.com/blog/iis-apache
https://www.upguard.com/blog/iis-apache
https://w3techs.com/technologies/comparison/ws-apache,ws-microsoftiis,ws-nginx
https://news.netcraft.com/archives/2019/02/28/february-2019-web-server-survey.html


 

 
 

allowed stakeholders to make meaningful comparisons and choices based primarily on the 

openness dimension.79 

Policymakers and regulators similarly leveraged this binary in governance 

approaches.80 Procurement policies might favor open source solutions for transparency or 

security reasons.81 Antitrust considerations often examined whether closed systems created 

unfair market advantages.82 Liability frameworks frequently distinguished between open 

source community projects and proprietary commercial offerings when assigning 

responsibility for failures or vulnerabilities.83 

 
79 Contextual Solutions, Open-Source vs. Closed Source-AI: An In-Depth Comparison and Implications from the 

EU AI Act, https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-ai (“The European AI 
Act introduces a nuanced regulatory framework that impacts both open source and closed-source AI models, 
but it tends to favor closed-source models in practice. This is because the stringent requirements and complex 
compliance measures imposed by the Act can be more easily managed by large, well-funded organizations 
typically associated with closed-source AI. Open-source models face significant regulatory hurdles, such as the 
need for extensive documentation, compliance with high-risk AI system regulations, and restrictions on 
monetization.”). 

80 See Robert W. Hahn, GOVERNMENT POLICY TOWARD OPEN SOURCE SOFTWARE 4-6 (Robert W. 

Hahn, eds., 2002) (“In addition to the handful of measures that have already passed in Brazil, Germany, and 
Singapore, many more governments worldwide have open source proposals pending, and the European 
Parliament has called on member nations to promote the use of open source software whenever practical.”); see 
generally CONGRESSIONAL RESEARCH SERVICE, RL32268, INTELLECTUAL PROPERTY, COMPUTER SOFTWARE 

AND THE OPEN SOURCE MOVEMENT (2004) (discussing potential legislative approaches to open source software 
as opposed to closed source software). 

81 Robert W. Gomulkiewicz, Considering a Right to Repair Software, 37 BERKELEY TECH. L.J. 943, 958-59 

(“Indeed, state and federal governments in the United States and overseas have been deeply involved in the 
conversation about utilizing open source, with some opting to privilege procurement of open source software at 
least in part because it provides the right to repair.”); David S. Evans & Bernard J. Reddy, Government Preferences 
for Promoting Open-source Software: A Solution In Search of a Problem+, 9 MICH. TELECOMM. TECH. L. REV. 313, 315 
(2003) (“Governments around the world are making or considering efforts to promote open source software 
(typically produced by cooperatives of individuals) at the expense of proprietary software (generally sold by for-
profit software developers). Proposals include government subsidies of research and development (R&D) for 
open source software, standardization on using open source software, and procurement preferences for open 
source software.”). 

82 See Adobe Plans Divestiture of Aldus’s Freehand Software, N.Y. TIMES (July 29, 1994), 

https://www.nytimes.com/1994/07/29/business/company-news-adobe-plans-divestiture-of-aldus-s-freehand-
software.html (discussing the FTC’s requirement that Aldus Corporation sell its professional-illustration software 
prior to merging with Adobe Systems Inc. in response to monopoly concerns); Press Release, FTC, FYI: FTC 
Approves Consent Agreement with Silicon Graphics. Inc.,… (Nov. 16, 1995), https://www.ftc.gov/news-
events/news/press-releases/1995/11/fyi-ftc-appoves-consent-agreement-silicon-graphics-inc (discussing the 
FTC’s finding that Silicon Graphics Inc. had violated antitrust laws by engaging in anti-competitive practices, 
including exclusive agreements that restricted the ability of competitors to access certain proprietary software); 
Press Release, FTC, Autodesk, Softdesk Settle FTC Charges (Mar. 31, 1997), https://www.ftc.gov/news-
events/news/press-releases/1997/03/autodesk-softdesk-settle-ftc-charges (discussing a settlement reached 
between Autodesk and Softdesk, two companies in the software industry that were charged with violating 
antitrust laws due to their agreements that restricted competition).  

83 See Mason Storm, When the Consumer Becomes the Product: Utilizing Products Liability Principles to Protect 

Consumers from Data Breaches, 29 RICH. J.L. & TECH 1, 22 (2022) (“[T]he chief concern of products liability law is 
the same for traditional and data products: products liability is intended to prevent harm to consumers caused 
by a defective product when another entity is best positioned to prevent that harm.”); RESTATEMENT (THIRD) 
OF Torts: PRODS. LIAB. § 2 (AM. L. INST. 1998); see generally Guido Calabresi, The Costs of Accidents: A Legal and 
Economic Analysis 135-73 (1970) (advocating liability on the parties, given transaction costs, who are best situated 
to control quality). 

https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20closed%2Dsource%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20regulatory%20hurdles%2C%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monetization.


 

 
 

The simplicity of this framework—focusing primarily on source code access—

provided clarity in an otherwise complex technological landscape. However, the utility of such 

a one-dimensional framing is waning. Policymakers built regulations around source code 

access, but AI today is no longer just source code—it is a complex stack of interdependent 

components. Source code is no longer the only, or even the most important, lever of control 

in the AI ecosystem, which means that an outdated one-dimensional spectrum of openness 

leaves policymakers ill-equipped to govern AI openness.  

B. The Complex AI Ecosystem: Why the Single Spectrum Falls Short 

AI systems are not simply defined by the openness of their source code; rather, they 

are matrices of interdependent components, each of which exists on its own spectrum of 

openness. Every permutation of distinct AI components reflecting varying degrees of 

openness has different implications for policy goals such as safety, innovation, 

democratization, and public accountability.  Compounding this complexity is the vast and 

competing ecosystem of stakeholders shaping AI’s development84—corporate labs, 

governments, academic institutions, cloud providers, data aggregators, and regulators—each 

with varying incentives, capabilities, and constraints85 that drive decisions around which 

permutation of AI openness best meets their needs.   

A linear spectrum of openness denies policymakers in two ways: it obscures the 

cascading effects of openness across an AI matrix’s many interdependent components and it 

deprives them of critical levers of control beyond source code they could use to achieve policy 

outcomes.  

1. AI as a Composite Technology 

Unlike traditional software, AI isn’t just code—it’s a dynamic matrix of multiple 

moving parts that all independently influence the system’s overall functionality.86 These 

 
84 Shlomit Yanisky-Ravid, Generating Rembrandt: Artificial Intelligence, Copyright, and Accountability in the 3a 

Era-the Human-Like Authors Are Already Here-A New Model, 2017 MICH. ST. L. REV. 659, 691-92 (2017) (arguing 
that many stakeholders are involved in the process of creating AI systems - e.g. data suppliers, trainers, feedback 
suppliers, holders of the AI system, system operators, employers or investors, the public, and the government -  
with no one acting as the main contributor); Dr. Shlomit Yanisky Ravid & Xiaoqiong (Jackie) Liu, When Artificial 
Intelligence Systems Produce Inventions: An Alternative Model for Patent Law at the 3a Era, 39 CARDOZO L. REV. 2215, 
2231-35 (2018). 

85 Dr. Shlomit Yanisky Ravid & Xiaoqiong (Jackie) Liu, When Artificial Intelligence Systems Produce Inventions: 

An Alternative Model for Patent Law at the 3a Era, 39 CARDOZO L. REV. 2215, 2232 (2018) (“The new AI realm 
consists of multiple stakeholders with varying interests, some of whom are at odds with each other . . . .”).  

86Adib Bin Rashid & MD Ashfakul Karim Kausik, AI revolutionizing industries worldwide: A  comprehensive 

overview of its diverse applications, 7 HYBRID ADVANCES (2024), 
https://www.sciencedirect.com/science/article/pii/S2773207X24001386 (discussing the various components 
that make AI work, including algorithms fed on large datasets, neural networks, and various inference 
mechanisms such as reasoning abilities, pattern recognition, and analysis and problem solving); Rajeev Sharma, 
AI Tech Stack: A Complete Guide, MARKOVATE BLOG, https://markovate.com/blog/ai-tech-stack/ (last updated 
Jan. 22, 2025) (“The AI stack is a structural framework comprising interdependent layers, each serving a critical 
function to ensure the system’s efficiency and effectiveness.”). 



 

 
 

components include hardware, data, source code, model weights, inference mechanisms, and 

operational metadata—87the openness of each component driving control, access, and 

oversight of the overall AI system in different ways. 

At the foundation of AI systems lies the hardware infrastructure—the physical 

machinery that makes everything else possible. Unlike traditional software, which can run on 

almost any computer, cutting-edge AI models require massive computational power, which 

happens to be concentrated in the hands of a few tech giants..88 Training contemporary AI 

systems, especially large-scale "frontier" models such as those developed by OpenAI or 

Google DeepMind, also requires specialized hardware like Graphics Processing Units (GPUs) 

and Tensor Processing Units (TPUs).89 These chips are not only extremely costly,90 but also 

predominantly controlled by a small number of companies, including NVIDIA and cloud 

providers like Amazon Web Services and Google Cloud.91 Even if an AI model's code is fully 

open and freely available, meaningful participation in its development or use is impossible 

without access to this specialized infrastructure.92 Thus, hardware becomes a practical 

bottleneck to openness that software licensing alone cannot address.93 

 
87 Adib Bin Rashid & MD Ashfakul Karim Kausik, AI revolutionizing industries worldwide: A  comprehensive 

overview of its diverse applications, 7 HYBRID ADVANCES (2024), 
https://www.sciencedirect.com/science/article/pii/S2773207X24001386; Rajeev Sharma, AI Tech Stack: A 
Complete Guide, MARKOVATE BLOG, https://markovate.com/blog/ai-tech-stack/ (last updated Jan. 22, 2025). 

88 Tim Hwang, Computational Power and the Social Impact of Artificial Intelligence 10 (Mar. 23, 2018) 

(unpublished manuscript), https://ssrn.com/abstract=3147971. 
89 Dennis D. Crouch, Using Intellectual Property to Regulate Artificial Intelligence, 89 MO. L. REV. 781, 794-96 

(2024); Tara Yamada, Haruki Tanaka, Sakura Suzuki & Zoe Brian, Frugal Approaches to Scalable and Green AI 1-2 
(July 11, 2024) (unpublished manuscript), https://ssrn.com/abstract=5012869. 

90 Tara Yamada, Haruki Tanaka, Sakura Suzuki & Zoe Brian, Frugal Approaches to Scalable and Green AI 2 

(July 11, 2024) (unpublished manuscript), https://ssrn.com/abstract=5012869; see Or Sharir, Barak Peleg & 
Yoav Shoham, The Cost of Training NLP Models: A Concise Overview (2020), https://arxiv.org/pdf/2004.08900.pdf 
[https://perma.cc/RV7G-TTU5]; Tejas N. Narechania, Machine Learning as Natural Monopoly, 107 IOWA L. REV. 
1543, 1569-88 (2022) (finding that "the fixed costs that attend to developing a machine-learning-based application 
are significantly greater than those associated with the average software development project . . . ."). 

91 Dennis D. Crouch, Using Intellectual Property to Regulate Artificial Intelligence, 89 MO. L. REV. 781, 795 

(2024) (“The adoption of GPUs for AI workloads has been transformative, with major tech companies like 
NVIDIA and AMD developing specialized GPUs tailored for AI and ML.”); see Nauman Khan, NVIDIA Crushes 

Rivals: Secures Unprecedented 90% of GPU Market in Q3 2024, YAHOO! FINANCE (Dec. 12, 2024), 
https://finance.yahoo.com/news/nvidia-crushes-rivals-secures-unprecedented-
102235255.html?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig
=AQAAAG4dMRiffzMe0kwNV2z48-
Ykeef3QFvoGQr_f9xx71kaeKvywAvL0Immv0DvgXkHgIZ71CvBxP4rEKcJgCVI3KKx1bj2frfqGAqVWt4m
P89OXFC_jmM7wx-jiNIsHjJXOBj1wFkoSePqpH4IcAXxIQ6BH6K35plPe0kJ9z99_lAw; Jon Keegan, Just 
Four Companies Are Hoarding Tens of Billions of Dollars Worth of Nvidia GPU Chips, SHERWOOD (July 25, 2024, 1:26 
PM), https://sherwood.news/tech/companies-hoarding-nvidia-gpu-chips-meta-tesla/.  

92 See generally Tara Yamada, Haruki Tanaka, Sakura Suzuki & Zoe Brian, Frugal Approaches to Scalable and 

Green AI (July 11, 2024) (unpublished manuscript), https://ssrn.com/abstract=5012869. 
93 Dennis D. Crouch, Using Intellectual Property to Regulate Artificial Intelligence, 89 MO. L. REV. 781, 814 

(2024) (“Economically, the high fixed costs associated with developing advanced AI systems create barriers to 
entry that advantage incumbent technology giants. Specialized computing hardware, large training datasets, and 
top AI engineering talent are all assets factoring toward this barrier of entry.”). 



 

 
 

Beyond hardware, there is data—the fuel that powers AI engines and shapes their 

capabilities.94 Unlike traditional software, where the source code written by developers directly 

defines functionality, AI “learns” how to function on its own by training on extensive 

datasets.95 These datasets vary widely—from raw, unstructured data collected directly from 

users (think social media posts or biotech sensor readings) to carefully curated training data 

(think labeled images), to highly specialized datasets for refining (or fine-tuning) model 

performance in particular domains or for specific tasks (think medical diagnoses or legal 

document analysis).96 Data most directly influences AI capabilities. But data is often the most 

contested piece of the AI puzzle. Privacy concerns, copyright laws, and competitive 

advantages all determine what data is shared, who can use it, and how open AI models can 

truly be. 97 Consequently, AI training, finetuning, and testing data is far more tightly controlled 

than traditional source code, adding yet another layer of complexity to the question of AI 

openness.98 

Source code in AI, while not the sole determinant of functionality, remains important. 

It plays two distinct roles: first, it defines the architecture of the model—the structural design 

outlining how the model processes input data into predictions.99 This "model code" shapes 

the potential capabilities and functions the system can perform. Second, separate from 

modelcode is the training code, which details the methods and procedures used to train the 

AI model. While openness in architecture facilitates transparency and allows stakeholders to 

understand and assess a model's theoretical capabilities, openness of training code enables 

 
94 Id. at 814; see also Christopher S. Yoo, Beyond Algorithmic Disclosure For AI, 25 COLUM. SCI. & TECH. L. 

REV. 314, 318-21 (2024) (noting that the scope and reliability of an AI model’s dataset is critical in understanding 
it capabilities); Isabel Neelands, Anand Kannappan & Rebecca Qian, Debt Financing of AI Companies: Identifying “AI 
assets” for the Security Net, 8 JIBFL 517 (2024) (“Data lies at the core of any AI system. AI models are powerful 
because they are able to learn relations from training data, and the quality and quantity of data an AI model has 
seen is the single most influential factor in the capability of the resulting model.”).  

95 Isabel Neelands, Anand Kannappan & Rebecca Qian, Debt Financing of AI Companies: Identifying “AI 

assets” for the Security Net, 8 JIBFL 517 (2024). 
96Isabel Neelands, Anand Kannappan & Rebecca Qian, Debt Financing of AI Companies: Identifying “AI 

assets” for the Security Net, 8 JIBFL 517 (2024); Jenny Quang, Does Training AI Violate Copyright Law?, 36 BERKELEY 

TECH. L.J. 1407, 1411 (2021). 
97 Christopher S. Yoo, Beyond Algorithmic Disclosure For AI, 25 COLUM. SCI. & TECH. L. REV. 314, 321-

24 (2024); Katie Knibbs, Meta Secretly Trained Its AI on a Notorious Piracy Database, Newly Unredacted Court Docs Reveal, 
WIRED (Jan. 9, 2025, 5:33 PM), https://www.wired.com/story/new-documents-unredacted-meta-copyright-ai-
lawsuit/ (discussing Meta’s concern over media coverage highlighting their use of pirated datasets in its closed-
source artificial intelligence models); see Tina Sadek et. al., Artificial Intelligence Impacts on Privacy Law, RAND (Aug. 
8, 2024), https://www.rand.org/pubs/research_reports/RRA3243-2.html (examining general privacy concerns 
exaggerated by characteristics of AI models).  

98 Mehtab Khan & Alex Hanna, The Subjects and Stages of AI Dataset Development: A Framework For Dataset 

Accountability, 19 OHIO ST. TECH. L. J., 174, 179 (2023); Kevin Roose, The Data That Powers A.I. Is Disappearing 
Fast, N.Y. TIMES (July 19, 2024), https://www.nytimes.com/2024/07/19/technology/ai-data-restrictions.html 
(“It’s not clear which popular A.I. products have been trained on [which] sources, since few developers disclose 
the full list of data they use.”). 

99 Noor Fatima, Understanding the Key Files in a Large Language Model (LLM), MEDIUM (Nov. 29, 2024), 

https://medium.com/@noorfatimaafzalbutt/understanding-the-key-files-in-a-large-language-model-llm-
bce17a027370 (noting specific code is designated to define a model’s architecture, including its layers, hidden 
states, and other hyperparameters).  



 

 
 

replication, verification, and potentially improvement of the original results. However, even 

complete openness in source code—covering both architecture and training scripts—does not 

fully define or predict an AI system's behavior. That depends largely on the next crucial on 

the next crucial piece: model weights.  

Model weights are where AI’s learned knowledge lives.100 These numerical parameters, 

refined through training, shape everything from a large language model’s tone of speech to its 

ability to recognize images. Although AI models have architectures defined by their source 

code, it is the weights themselves that largely determine a trained model's specific capabilities 

and behaviors.101 Once published, they cannot be taken back.102 This is true of traditional open 

source software as well. However, unlike software code, model weights cannot simply be 

"patched" or updated to fix problematic behavior. If an AI model is trained on biased or 

harmful data, there’s no easy way to correct it without retraining the entire model from 

scratch—a process that requires significant resources and may not even be feasible if the 

original training data is unavailable. This fundamental difference raises the stakes of openness 

in AI, as a publicly released model with embedded risks cannot be easily corrected in the way 

that open source software can be modified, improved, or maintained over time. 

Even two AI models trained on the same data with the same code can behave 

differently based on another critical factor: inference mechanisms and safety systems.  These 

include content filters, moderation tools, and risk management layers that shape how AI 

models respond in the real world as opposed to in the vacuum of internal testing 

environments.103 The importance and role of inference mechanisms and safety systems 

depends on the AI models intended use. A chatbot designed for medical advice may include 

strict safety protocols to avoid misinformation, whereas another trained for casual 

companionship may lack the same degree of rigorous safeguards. Openness in safety systems 

is a double-edged sword—it can promote transparency and accountability, but it can also 

expose AI models to manipulation by giving bad actors the blueprint of what to dismantle, 

making these models more vulnerable to misuse.  

 
100 AI Model Weights, NAT’L TELECOMM. & INFO. ADMIN, https://www.ntia.gov/programs-and-

initiatives/artificial-intelligence/open-model-weights-report/background (last visited Mar. 10, 2025); Engine, AI 
Essentials: What Are Model Weights?, MEDIUM (Oct. 10, 2024), 
https://engineadvocacyfoundation.medium.com/ai-essentials-what-are-model-weights-2e5b47ec77a1. 

101 Engine, AI Essentials: What Are Model Weights?, MEDIUM (Oct. 10, 2024), 

https://engineadvocacyfoundation.medium.com/ai-essentials-what-are-model-weights-2e5b47ec77a1. (“Model 
weights play a crucial role in determining the outputs of AI systems . . . .”).  

102 Edd Gent, Protesters Decry Meta’s “Irreversible Proliferation” of AI > But Others Say Open Source is the Only 

Way to Make AI Trustworthy, IEEE SPECTRUM (Oct. 6, 2023), https://spectrum.ieee.org/meta-ai; Tharin Pillay, 

The Gap Between Open and Closed AI Models Might Be Shrinking. Here’s Why That Matters, TIME (Nov. 5, 2024, 9:15AM 
EST), https://time.com/7171962/open-closed-ai-models-epoch/. 

103 Daniel Maggen, Predict and Suspect: The Emergence of Artificial Legal Meaning, 23 N.C. J.L. & TECH 67, 

98 (2021) (discussing how various algorithms in AI systems take on “triage responsibilities” such as processing, 
classifying, and filtering information); Pranav Gade et.al., Cheaply Removing Safety Fine-tuning from Llama 2-Chat 13B 
1 (arXiv Working Paper No. 2311.00117), https://arxiv.org/html/2311.00117v2;  see Our Approach to AI Safety, 
OPENAI (Apr. 5, 2023), https://openai.com/index/our-approach-to-ai-safety/. 



 

 
 

Finally, there’s operational metadata—the behind-the-scenes paper trail of how an AI 

system is built, tested, and used. Every interaction generates monitoring logs, audit trails, and 

performance metrics,104 all of which is crucial for ensuring accountability, identifying risks, and 

improving AI safety.105 But metadata is rarely, if ever, included in traditional software openness 

frameworks, even though it holds the key to understanding how AI operates in the real world.  

Insight into how an AI system is interacting with users and other technology ecosystem is 

critical to identifying and mitigating risks. Without transparency in this area, even an AI system 

that is  fully open in terms of code and weights can still be a black box when it comes to real-

world deployment and actual user experience.106 

Why does all this matter? Because policymakers cannot govern AI effectively if they 

are beholden to outdated frameworks of software openness. AI does not exist along a single 

spectrum between open and closed; it is situated in a matrix that captures the specific 

permutation of each AI component’s individual degree of openness. Some AI systems might 

have open source code but locked-down training data, while others may share model weights 

but restrict operational data. These hybrid configurations defy simplistic categorization, which 

is why policymakers need a new framework—one that recognizes AI’s multifaceted 

manifestations.  

2. A Diverse, Multi-Stakeholder Ecosystem 

AI isn’t just a technology—it’s an ecosystem. Decisions about AI openness aren’t 

made in a vacuum; they are shaped by a powerful network of competing players, each with its 

own agenda, incentives, and constraints. Policymakers must understand the power dynamics 

in the AI ecosystem—and why certain players may choose to open or close different parts of 

it—to determine which policy lever to use and where to apply pressure in the ecosystem.  

At the center of the AI ecosystem are frontier model developers, including 

organizations such as OpenAI, Google DeepMind, Meta, and Anthropic. These companies 

are building the most powerful AI systems in the ecosystem today: the foundation models that 

everyone else builds upon. Their strategic decisions about openness—whether to share model 

weights publicly or restrict access via proprietary APIs—don’t just affect innovation; they 

shape the entire AI landscape. Meta’s release of model weights for its LLaMA system, for 

example, wasn’t just an act of goodwill—it was a strategic move. By making certain parts of 

 
104 Lisa Lee, What is Metadata in AI?, SALESFORCE: THE 360 BLOG (May 17, 2024), 

https://www.salesforce.com/blog/what-is-metadata/; Everton Gomede, The Importance of Metrics and Metadata in 
Data Observability, MEDIUM (Mar. 5, 2024), https://pub.aimind.so/the-importance-of-metrics-and-metadata-in-
data-observability-f6d571fd2269. 

105 Lisa Lee, What is Metadata in AI?, SALESFORCE: THE 360 BLOG (May 17, 2024), 

https://www.salesforce.com/blog/what-is-metadata/; Everton Gomede, The Importance of Metrics and Metadata in 
Data Observability, MEDIUM (Mar. 5, 2024), https://pub.aimind.so/the-importance-of-metrics-and-metadata-in-
data-observability-f6d571fd2269. 

106 See Lisa Lee, What is Metadata in AI?, SALESFORCE: THE 360 BLOG (May 17, 2024), 

https://www.salesforce.com/blog/what-is-metadata/; Everton Gomede, The Importance of Metrics and Metadata in 
Data Observability, MEDIUM (Mar. 5, 2024), https://pub.aimind.so/the-importance-of-metrics-and-metadata-in-
data-observability-f6d571fd2269. 



 

 
 

its AI models open, Meta positioned itself as a champion of openness while ensuring it 

retained control over key elements, like fine-tuning and infrastructure dependencies.107 In 

contrast, OpenAI has chosen a closed approach with its GPT models, limiting access to 

controlled API endpoints.108 These decisions are not just technical; they are business strategies 

that determine who gets to participate in the AI economy and on what terms. F 

But access to models is only one piece of the puzzle. Without the necessary computing 

power, even the most “open” AI models remain out of reach for most. Tihis brings us to the 

next player in the ecosystem: the hardware and cloud service providers, such as NVIDIA, 

Amazon, and Microsoft.109 These entities control essential AI infrastructure, such as chips and 

cloud computing resources necessary for training and deploying AI models at scale.e. By 

controlling access to high-powered GPUs and AI accelerators, they can dictate who gets to 

experiment with AI—and who gets priced out.110 Even if Meta’s model weights are freely 

available, if only the wealthiest companies and governments can afford to run them, how open 

is that openness really?  

Data is another battleground. AI models are only as good as the data they are trained 

on, and data aggregators and providers control this domain.111 Companies and institutions that 

own massive datasets—whether scraped from the internet, collected from users, or compiled 

from other proprietary sources—wield enormous influence. Data providers may choose to 

make datasets openly accessible or restrict their use to specific license holders,112 hand selecting 

the companies that can train next generation models.  

 
107 See Shirin Ghaffary, Why Meta is Giving Away its Extremely Powerful AI Model, Vox (July 28, 

2023, 6:00 AM), https://www.vox.com/technology/2023/7/28/23809028/ai-artificial-intelligence-open-
closed-meta-mark-zuckerberg-sam-altman-open-ai; Dylan Patel & Afzal Ahmad, Google “We Have No Moat, And 
Neither Does Open AI,” SEMIANALYSIS (May 4, 2023), https://semianalysis.com/2023/05/04/google-we-have-
no-moat-and-neither/. 
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N.Y. TIMES  (June 5, 2024), https://www.nytimes.com/2024/06/05/technology/nvidia-microsoft-openai-
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110 Kevin M.K. Fodoup, Promoting Access to Innovative AI, TEX. J. L. & TECH 1, 15 (2024); see Sydney 

Rouser, Unfair Competition in the Creative Industries: The Impact of AI Scraping, 16 TENN. J. L. & POL’Y 134, 144 (2024). 
111 See Vaishnavi Yada, Data Aggregation in Big Data and AI: What You Need to Know in 2025, MEDIUM 

(Nov. 11, 2024), https://medium.com/@vaishnaviyada/data-aggregation-in-big-data-and-ai-what-you-need-to-
know-in-2025-d0229e439fe9.  

112 Kevin Roose, The Data That Powers A.I. Is Disappearing Fast, N.Y. TIMES (July 19, 2024), 

https://www.nytimes.com/2024/07/19/technology/ai-data-restrictions.html; Kevin Paul & Anna Tong, Inside 
Big Tech’s Underground Race to Buy AI Training Data, REUTERS (Apr. 5, 2024, 2:53 PM), 
https://www.reuters.com/technology/inside-big-techs-underground-race-buy-ai-training-data-2024-04-05/ 
(explaining how tech companies, particularly Meta, Google, Amazon, and Apple, are “quietly paying for content 
locked behind paywalls and login screens”); see Narechania & Sitaraman, supra note 86, at 122-23 (“[W]hile some 
data is freely and easily available, it may require significant resources to transform and label. And while there may 
be some vast troves of data, it can be expensive to obtain good data - data that is debiased in ways that are critical 
to the development of fair and accurate downstream applications. Other data is proprietary and expensive, 
presenting a significant barrier to entry. And new entrants face a growing challenge: As AI systems rocket in 



 

 
 

Further downstream, fine-tuners and application developers adapt foundational AI 

models to specific use cases, creating new layers of derived models.113 For instance, a 

healthcare technology firm might fine-tune an openly accessible AI model on proprietary 

medical data, creating a powerful diagnostic tool that they can share with others or withhold 

for themselves.114 The resulting system, though partially open, becomes uniquely valuable and 

simultaneously impossible to fully replicate by third parties due to proprietary dataset 

restrictions. This hybrid openness is becoming more common, as companies exploit the 

benefits of open source collaboration while keeping their own competitive edge. 

Finally, governance stakeholders—including regulators, standards bodies, and civil 

society groups—trying to balance different policy goals such as safety, innovation, 

accountability, and national security. These groups don’t control the technology directly, but 

their decisions around data governance, operational transparency, ethical constraints, and 

public accountability shape the legal and ethical landscape in which AI operates.115 How much 

 
popularity, previously free sources of training data are beginning to limit access to this information or are now 
seeking to monetize it for AI training purposes.”).  

113 Micaela Mantegna, ARTificial: Why Copyright is Not the Right Policy Tool to Deal With Generative AI, 133 

YALE L.J. F. 1126, 1140 (“The term Foundation(al) Models . . . refer[s] to models trained with a massive corpus 
of unlabeled data that can be reused for different tasks with just some fine-tuning. The idea is to train one model 
with as much data as you can get, and then adapt it to some other specific application within the same data 
domain . . . .”); see Narechania & Sitaraman, supra note 86, at 119 (“Downstream developers need to access the 
foundation models for fine-tuning and use in a particular application . . . .”). 

114 Seth J. Chandler, Compared to What?: The Paramount Question of Regulation in Medical AI, 24 HOUS. J. 

HEALTH L. & POL’Y 1, 9 (2025) (“Indeed, open source models that can run on modest hardware and without 
fast internet service are now being finetuned on medical information . . . .”); Timothy M. Smith, How Health Csre 
AI Models Are Developed, AMERICAN MEDICAL ASSOCIATION (Mar. 26, 2024), https://www.ama-
assn.org/practice-management/digital/how-health-care-ai-models-are-developed (describing how health care 
machine-learning models are made, with fine-tuning as a main step in the process). 

115 See Press Release, Bureau of Indus. and Sec., Biden-Harris Administration Announces Regulatory 

Framework for the Responsible Diffusion of Advanced Artificial Intelligence Technology (Jan. 13, 2025), 
https://www.bis.gov/press-release/biden-harris-administration-announces-regulatory-framework-responsible-
diffusion (announcing “controls on advanced computing chips and certain closed artificial intelligence (AI) model 
weights” as opposed to open models); Matt O’Brien, White House says no need to restrict open source AI, for 
now (July 30, 2024, 2:02 PM), https://www.pbs.org/newshour/nation/white-house-says-no-need-to-restrict-
open-source-ai-for-now (“The White House is coming out in favor of ‘open-source’ artificial intelligence 
technology, arguing in a report Tuesday that there’s no need right now for restrictions on companies making key 
components of their powerful AI systems widely available.”); Exec. Office of the President, National Security 
Strategy 2023 1, 21 (2023), https://bidenwhitehouse.archives.gov/wp-content/uploads/2023/03/National-
Cybersecurity-Strategy-2023.pdf (“Responsibility must be placed on the stakeholders most capable of taking 
action to prevent bad outcomes, not . . . on the open source developer of a component that is integrated into a 
commercial product.”); Ben Brooks, California’s AI Reforms Scare All Developers, Not Just Big Tech, TECH POLICY 

PRESS (Aug. 23, 2024), https://www.techpolicy.press/californias-ai-reforms-scare-all-developers-not-just-big-
tech/ (discussing how the legislation effectively “requires developers to make binding guarantees that are 
fundamentally incompatible with openly sharing their technology”); Zuzanna Warso & Maximilian Gahntz, How 
the EU AI Act Can Increase Transparency Around AI Training Data, TECH POLICY PRESS 

(Dec. 9, 2024), https://www.techpolicy.press/how-the-eu-ai-act-can-increase-transparency-around-ai-
training-data/ (discussing how the EU AI Act may increase transparency around the training data used for AI 
models and protect legitimate interests such as copyright, privacy, and fairness by mandating that developers 
provide a "sufficiently detailed summary" of the data used in training); see generally Pablo Chavez, Sovereign AI in a 
Hybrid World: National Strategies and Policy Responses, LAWFARE (Nov. 7, 2024, 10:40 AM), 
https://www.lawfaremedia.org/article/sovereign-ai-in-a-hybrid-world--national-strategies-and-policy-responses 



 

 
 

transparency should be required? Should companies be allowed to release powerful models 

with no oversight? Should there be safeguards against AI monopolization? These are not just 

policy questions; they are questions about power, control, and who benefits from AI’s rapid 

advancement. 

What’s at stake in AI openness is not just who gets to tinker with AI models, but who 

gets to shape the future. And each of these diverse stakeholders each operate under different 

incentives. Hardware providers seek market dominance;116 frontier developers balance 

innovation against competitive concerns and safety;117 data providers navigate intellectual 

property and privacy issues;118 deployers evaluate openness for cost, compliance, and risk 

management; end users weigh openness when assessing trust, usability, and utility;119  and 

governance entities prioritize public safety and accountability. Their intricate interactions and 

selective openness decisions demonstrate that a simplistic open-closed spectrum cannot 

adequately capture the complexities of the AI ecosystem. These differing motivations mean 

that any single “openness” choice can have cascading, and sometimes conflicting, impacts. 

Recognizing these limitations, the next section proposes a more robust and precise framework 

for understanding AI openness. 

C. Unbundling The AI Openness Matrix: A Component-Based Taxonomy 

This section introduces the AI Openness Matrix, a component-based approach that 

recognizes AI systems aren’t just software—they’re complex infrastructures with distinct 

elements, each on its own spectrum of openness. By unbundling AI into model weights, 

training data, computational hardware, governance frameworks, and operational metadata, 

policymakers can develop smarter, more targeted governance strategies that go beyond the 

limitations of the open-closed binary.  

 
(discussing governments’ policies towards the development of generative AI models and government advocacy 
and participation in the development of open models).  

116 See Tejas N. Narechania & Ganesh Sitaraman, An Antimonopoly Approach to Governing Artificial 

Intelligence, 43 YALE L. & POL'Y REV. 95, 112-13 (2024); Brian Fung, Where the Battle to Dominate AI May Be Won, 
CNN, https://www.cnn.com/2023/12/19/tech/cloud-competition-and-ai/index.html (Dec. 19, 2023) (“Just a 
handful of major players dominate the half-trillion-dollar cloud market, including Amazon, Microsoft and 
Google. Now, policymakers and industry critics warn, Big Tech’s power in cloud markets may give it enormous 
and possibly anticompetitive influence over the future of AI.”). 

117 See Our Approach to Frontier AI, META (Feb. 3, 2025), https://about.fb.com/news/2025/02/meta-

approach-frontier-ai/(detailing Meta’s approach to evaluating and mitigating risks associated with its AI models); 
OpenAI safety update, OPENAI (May 21, 2024), https://openai.com/index/openai-safety-update/ (discussing 
safety practices used in developing and deploying AI models). 

118 See Melany Amarikwa, Internet Openness at Risk: Generative AI’s Impact on Data Scraping, 30 J. L. & TECH. 

533, 563-79 (2024) (describing national and international efforts aimed at regulating data providers and 
unauthorized scraping); see generally Mindy Nunez Duffourc, Sara Gerke & Konrad Kollnig, Privacy of Personal Data 
in the Generative AI Data Lifecycle, 13 N.Y.U.J. OF Intell. PROP. & ENT. LAW 219 (2024) (discussing global concerns 
about data privacy in the context of GenAI).  

119 Ankit Bisht, Roger Roberts, Brittany Presten & Katherine Ottenbreit, Open Source in the Age of AI, 

MCKINSEY DIGITAL  (Feb. 11, 2025), https://www.mckinsey.com/capabilities/mckinsey-digital/our-
insights/tech-forward/open-source-in-the-age-of-ai.  



 

 
 

1. The Origins of “Unbundling” 

The idea of “unbundling” isn’t new—it’s been a powerful regulatory tool in industries 

where a few dominant players control critical infrastructure.  

We use the term “unbundling” by analogy from the telecommunications sector, where 

it served as a regulatory tool to dismantle entrenched monopolies and spur competition in 

services vital to societal well-being.120 Historically, telecommunications companies owned both 

the physical infrastructure—cables, switches, local loops—and the service layer—dial tone, 

long-distance service, and internet connectivity.121 This vertical integration stifled competition 

because new players couldn’t enter the market without building their own infrastructure from 

scratch—a task made exponentially harder when an incumbent already built the infrastructure 

to serve a particular area.122  

Regulators responded by requiring incumbents to “unbundle” critical network 

components, allowing alternative carriers access on fair terms.123 This intervention opened the 

market, reduced consumer prices, and fostered service innovation without forcing every 

company to lay their own fiber-optic cables.124 Over time, unbundling proved its value as a 

measured approach, one that preserved regulatory oversight of key physical assets—such as 

fiber networks—yet still allowed incumbent operators to maintain proprietary control where 

 
120 See, e.g. Press Release, Federal Communications Commission, FCC Promotes Local 

Telecommunications Competition:  Adopts Rules on Unbundling of Network Elements (Sept. 15, 1999), 
https://transition.fcc.gov/Bureaus/Common_Carrier/News_Releases/1999/nrcc9066.html (explaining the 
adoption of “unbundling” rules for telecommunications).  

121 Dominic Smith, Changing the Telco Paradigm From Vertical Integration to Horizontal Integration, CERILLION 

(Apr. 10, 2024) https://www.cerillion.com/blog/changing-the-telco-paradigm-from-vertical-integration-to-
horizontal-
integration/#:~:text=The%20telecoms%20industry%20has%20traditionally,and%20managing%20the%20cust
omer%20relationships.  

122 See Mark Jamison, Methods for Increasing Competition in Telecommunications Markets, 34–35, 

Public Utility Research Center, University of Florida, 
https://bear.warrington.ufl.edu/centers/purc/docs//papers/0927_Jamison_Methods_for_Increasing.pdf 
("Incumbent control of essential facilities can limit competition by denying competitors access to necessary 
infrastructure, thereby requiring new entrants to duplicate existing networks at great expense."). 

123 See, e.g., 47 U.S.C. § 251(c)(3) (1996) (mandating that incumbent local exchange carriers provide 

"nondiscriminatory access to network elements on an unbundled basis" to requesting telecommunications 
carriers); see also Mark Jamison, Methods for Increasing Competition in Telecommunications Markets, 34–35, Public Utility 
Research Center, University of Florida, 
https://bear.warrington.ufl.edu/centers/purc/docs//papers/0927_Jamison_Methods_for_Increasing.pdf 
("Incumbent control of essential facilities can limit competition by denying competitors access to necessary 
infrastructure, thereby requiring new entrants to duplicate existing networks at great expense."). 

124 See Modernizing Unbundling and Resale Requirements in an Era of Next-
Generation Networks and Services, 86 FED. Reg. 1636, 1636 (Jan. 8, 2021), 
https://www.federalregister.gov/documents/2021/01/08/2020-25254/modernizing-
unbundling-and-resale-requirements-in-an-era-of-next-generation-networks-and-services 
("The Commission's unbundling requirements were originally adopted to jumpstart 
competition in the local exchange marketplace by facilitating competitive entry into the market 
without the need to build duplicative networks."). 

https://transition.fcc.gov/Bureaus/Common_Carrier/News_Releases/1999/nrcc9066.html
https://www.cerillion.com/blog/changing-the-telco-paradigm-from-vertical-integration-to-horizontal-integration/#:~:text=The%20telecoms%20industry%20has%20traditionally,and%20managing%20the%20customer%20relationships
https://www.cerillion.com/blog/changing-the-telco-paradigm-from-vertical-integration-to-horizontal-integration/#:~:text=The%20telecoms%20industry%20has%20traditionally,and%20managing%20the%20customer%20relationships
https://www.cerillion.com/blog/changing-the-telco-paradigm-from-vertical-integration-to-horizontal-integration/#:~:text=The%20telecoms%20industry%20has%20traditionally,and%20managing%20the%20customer%20relationships
https://www.cerillion.com/blog/changing-the-telco-paradigm-from-vertical-integration-to-horizontal-integration/#:~:text=The%20telecoms%20industry%20has%20traditionally,and%20managing%20the%20customer%20relationships


 

 
 

justified.125 The outcome was a diverse ecosystem of providers leveraging shared infrastructure 

to deliver new offerings that fueled widespread technological and economic growth.126 

AI governance faces a similar challenge. A few major companies—OpenAI, Google, 

Meta, and Anthropic—control not just the AI models, but collectively they control the entire 

ecosystem: the data, the training infrastructure, the safety mechanisms, and the deployment 

platforms. Just as unbundling telecom infrastructure ensures competition and access, 

unbundling AI components—model architectures, data pipelines, and governance 

mechanisms—can help policymakers determine where transparency is beneficial, where 

restrictions are necessary, and who should control different aspects of AI systems. This 

targeted disaggregation of AI systems allows for finely tuned interventions, avoiding the 

pitfalls of a universal, one-size-fits-all approach. 

2. Evaluating Core Components within the Matrix  

Artificial intelligence is not a monolithic system; it is built from multiple 

interdependent components, each of which can be more or less open.127  The core technical 

components—data, model artifacts, and code—are the foundation of AI systems and must be 

included in any taxonomy of openness because they dictate how the system functions, evolves, 

and interacts with the world.128 Beyond core technical components, documentation and 

 
125 See Howard A. Shelanski, A Comment on Competition and Controversy in Local 

Telecommunications, 50 Hastings L.J. 1617, 1618 (1999), 
https://repository.uclawsf.edu/cgi/viewcontent.cgi?article=3381&context=hastings_law_journal ("The 
disputes that have commanded such attention and colored public discussion of the Act involve, at their core, the 
Federal Communications Commission's interpretation of provisions requiring incumbent local carriers to make 
parts of their proprietary networks available for use by new entrants.").8 

126 See Mark Jamison, Methods for Increasing Competition in Telecommunications Markets, 34–35, 

Public Utility Research Center, University of Florida, 
https://bear.warrington.ufl.edu/centers/purc/docs//papers/0927_Jamison_Methods_for_Increasing.pdf 
("Incumbent control of essential facilities can limit competition by denying competitors access to necessary 
infrastructure, thereby requiring new entrants to duplicate existing networks at great expense."); see also 
Modernizing Unbundling and Resale Requirements in an Era of Next-Generation Networks and Services, 86 
Fed. Reg. 1636, 1636 (Jan. 8, 2021), https://www.federalregister.gov/documents/2021/01/08/2020-
25254/modernizing-unbundling-and-resale-requirements-in-an-era-of-next-generation-networks-and-services 
("The Commission's unbundling requirements were originally adopted to jumpstart competition in the local 
exchange marketplace by facilitating competitive entry into the market without the need to build duplicative 
networks."). 

127See The Open Source Definition, Open Source Initiative, 
https://opensource.org/osd ("Open source doesn't just mean access to the source code. The 
distribution terms of open source software must comply with the following criteria: 1. Free 
Redistribution; 2. Source Code; 3. Derived Works; 4. Integrity of The Author’s Source Code; 
5. No Discrimination Against Persons or Groups; 6. No Discrimination Against Fields of 
Endeavor; 7. Distribution of License; 8. License Must Not Be Specific to a Product; 9. License 
Must Not Restrict Other Software; 10. License Must Be Technology-Neutral.").. 

128See Matt White et al., The Model Openness Framework: Promoting Completeness 
and Openness for Reproducibility, Transparency, and Usability in Artificial Intelligence, 
arXiv:2403.13784 [cs.LG] (2024), https://arxiv.org/abs/2403.13784 ("We propose the Model 
Openness Framework (MOF), a ranked classification system that rates machine learning 



 

 
 

metadata as well as infrastructure and governance play a crucial role in ensuring the usability, 

accessibility, accountability, and oversight of AI systems.129 Each of these components exists 

on its own spectrum of openness creating near infinite permutations of configurations.130  

Data is the lifeblood of AI, determining what an AI model can learn and how well it 

performs.131 It includes a wide array of categories: raw data collected directly from users or 

devices; carefully curated training datasets; specialized fine-tuning datasets tailored for 

particular tasks; benchmarks used for evaluating model performance; and synthetic data 

generated artificially.132 Some datasets, such as Common Crawl, are fully open, allowing 

unrestricted access to raw training materials.133 Others are partially open, meaning they are 

available under certain conditions, such as being licensed for research use but restricted for 

 
models based on their completeness and openness, following principles of open science, open 
source, open data, and open access."); see also Adrien Basdevant et al., Towards a Framework 
for Openness in Foundation Models: Proceedings from the Columbia Convening on 
Openness in Artificial Intelligence, arXiv:2405.15802 [cs.CY] (2024), 
https://arxiv.org/abs/2405.15802 ("In order to inform more practical and nuanced decisions 
about opening AI systems, including foundation models, this paper presents a framework for 
grappling with openness across the AI stack."). 

129 See Kasia Chmielinski et al., The Clear Documentation Framework for AI Transparency: 

Recommendations for Practitioners and Context for Policymakers, Shorenstein Center on Media, Politics and 
Public Policy (May 2024), https://shorensteincenter.org/wp-
content/uploads/2024/05/CleAR_KChmielinski_FINAL.pdf ("Documentation of these elements is crucial and 
serves several purposes, including: (1) Supporting responsible development and use, as well as mitigation of 
downstream harms, by providing transparency into the design, attributes, intended use, and shortcomings of 
datasets, models, and AI systems; (2) Motivating dataset, model, or AI system creators and curators to reflect on 
the choices they make; and (3) Facilitating dataset, model, and AI system evaluation and auditing."). 

130 See AI's Mysterious 'Black Box' Problem, Explained, University of Michigan-Dearborn News (Mar. 

6, 2023), https://umdearborn.edu/news/ais-mysterious-black-box-problem-explained ("There are an infinite 
number of permutations so you never know if the system is robust enough to handle every situation."). 

131See What is an AI Model?, IBM, https://www.ibm.com/think/topics/ai-model 
("An AI model is a program that has been trained on a set of data to recognize certain patterns 
or make certain decisions without further human intervention."). 

132 See Kaveen Hiniduma et al., Data Readiness for AI: A 360-Degree Survey, arXiv preprint 

arXiv:2404.05779 (2024), https://arxiv.org/pdf/2404.05779 ("Data are the critical fuel for Artificial Intelligence 
(AI) models. Poor quality data produces inaccurate and ineffective AI models that may lead to incorrect or unsafe 
use."); see also Daochen Zha et al., Data-centric Artificial Intelligence: A Survey, arXiv preprint arXiv:2303.10158 (2023), 
https://arxiv.org/pdf/2303.10158 ("The recent advances in large language models rely on large text data for 
training."); see further Sergey I. Nikolenko, Synthetic Data for Deep Learning, arXiv preprint arXiv:1909.11512 (2019), 
https://arxiv.org/pdf/1909.11512 ("Synthetic data is an increasingly popular tool for training deep learning 
models, especially in computer vision but also in other areas."). 

133See The Open Source AI Definition – 1.0, Open Source Initiative, 
https://opensource.org/ai/open-source-ai-definition ("An Open Source AI is an AI system 
made available under terms and in a way that grant the freedoms to: Use the system for any 
purpose and without having to ask for permission; Study how the system works and inspect 
its components; Modify the system for any purpose, including to change its output; Share the 
system for others to use with or without modifications, for any purpose."); see also Mission, 
Common Crawl, https://commoncrawl.org/mission ("Researchers, entrepreneurs, and 
developers gain unrestricted access to a wealth of information, enabling them to explore, 
analyze, and create novel applications and services."). 



 

 
 

commercial applications.134 Many datasets, however, remain completely closed. Proprietary 

medical, financial, or corporate datasets, for example, are often off-limits to all but the 

companies that own them.135  

Each type of data carries unique openness considerations related to privacy, bias, 

intellectual property rights, and collection costs.136 For example, openness in raw data involves 

transparency about collection practices and user consent,137 whereas curated training datasets 

require openness about selection criteria, bias mitigation, and intellectual property 

clearances.138 Closedness here typically involves restricting data access through proprietary 

licenses or strict contractual agreements to protect privacy, competitive advantage, or 

 
134See Raghavan Muthuregunathan, Why Entrepreneurs Need to Beware of Misleading 

'Open' AI Models, Entrepreneur (June 4, 2024), https://www.entrepreneur.com/science-
technology/why-entrepreneurs-need-to-beware-of-misleading-open-ai/472948 ("Many 
models claim to be 'open,' but only a subset of components are released openly, while 
restrictive licensing applies to the rest. This creates a spectrum of partial openness. For 
example, one might publish a model's architecture and weights but not the training data and 
code, or release the trained weights under a license that prohibits commercial use or restricts 
derivative work.").;supra note 103.  

135See Open-Source AI vs. Closed-Source AI: What's the Difference?, Multimodal AI 
(Aug. 8, 2024), https://www.multimodal.dev/post/open-source-ai-vs-closed-source-ai 
("Closed-source models are proprietary systems that keep their code confidential. By 
restricting access to underlying code, closed-source AI model developers ensure more control 
over the system."). 

136See Generative Artificial Intelligence and Open Data: Guidelines and Best Practices, 
U.S. Department of Commerce, 1, 48 (Jan. 16, 2025), 
https://www.commerce.gov/sites/default/files/2025-01/GenerativeAI-Open-Data.pdf 
("Data privacy, intellectual property rights, and ethical considerations are paramount when 
disseminating open data for AI applications."). 

137 See Shayne Longpre et al., Data Authenticity, Consent, and Provenance for AI Are All Broken: What 

Will It Take to Fix Them?, MIT Exploration of Generative AI (Mar. 27, 2024), https://mit-
genai.pubpub.org/pub/uk7op8zs/release/2 ("Current practices are to widely source and bundle data without 
tracking or vetting their original sources, creator intentions, copyright and licensing status, or even basic 
composition and properties. These dubious practices are creating an ethical, legal, and transparency crisis for 
both the users and developers of AI."). 

138 See Genevieve Smith & Ishita Rustagi, Mitigating Bias in Artificial Intelligence: An 
Equity Fluent Leadership Playbook, Berkeley Haas Center for Equity, Gender and Leadership, 
at 21–22 (July 2020), https://haas.berkeley.edu/wp-
content/uploads/UCB_Playbook_R10_V2_spreads2.pdf ("Bias in AI can arise from various 
sources, including biased data collection, selection criteria, and inadequate bias mitigation 
strategies."). 



 

 
 

intellectual property rights.139 Access to data dictates who can train competitive models, 

making data control a powerful lever in the AI ecosystem.140 

Model artifacts, specifically model weights and parameters, represent the "learned 

knowledge" resulting from AI training processes.141 Openness in this area involves public 

distribution of weights under permissive licenses, enabling widespread experimentation and 

reuse,142 as exemplified by models like Meta’s LLaMA released under permissive terms.143 

Other companies have adopted a more restrictive approach, offering access to weights but 

limiting fine-tuning or redistribution.144 The most closed approach keeps model weights 

entirely proprietary, preventing independent scrutiny or external modifications in efforts to 

preserve a competitive edge or curb misuse risks.145  

 
139 See Kevin M.K. Fodouop, Promoting Access to Innovative AI, 24 Tex. J.L. & Tech. 1, 15 (2024) ("

Proprietary datasets are often protected through restrictive licenses or contractual agreements to maintain 
competitive advantage and safeguard intellectual property rights."); see also Sydney Rouser, Unfair Competition 
in the Creative Industries: The Impact of AI Scraping, 16 Tenn. J.L. & Pol’y 134, 144 (2024) ("Companies may 
implement restrictive licensing agreements or contractual terms to limit access to their datasets, aiming to protect 
their competitive edge and intellectual property rights."). 

140See Policy Intervention 4: Ensuring Broad Access to Data for Training AI Models, 
Open Data Institute (June 28, 2024), https://theodi.org/news-and-events/blog/policy-
intervention-4-ensuring-broad-access-to-data-for-training-ai-models/ ("Open and broad 
access to data that can be used to AI is important to ensure a diverse, competitive ecosystem 
of AI developers."). 

141 See Background, National Telecommunications and Information Administration, 
https://www.ntia.gov/programs-and-initiatives/artificial-intelligence/open-model-weights-
report/background ("The weights represent numerical values that the model has learned 
during training to achieve an objective specified by the developers."). 

142 See Background, National Telecommunications and Information Administration, 

https://www.ntia.gov/programs-and-initiatives/artificial-intelligence/open-model-weights-report/background 
("The weights represent numerical values that the model has learned during training to achieve an objective 
specified by the developers. Openly sharing these weights under permissive licenses allows researchers and 
developers to experiment, fine-tune, and build upon existing models, fostering innovation and accessibility in AI 
development."). 

143 See Case Study: Meta's Strategy for Open-Sourcing LLaMa: A Detailed Analysis, The Healthcare 

Innovation Letter (Aug. 5, 2024), https://blog.hippoai.org/metas-strategy-for-open-sourcing-llama-a-detailed-
analysis-hippogram-27/ ("Released by Meta under an open and permissive license, Llama 3.1 supports 
commercial use, synthetic data generation, distillation, and fine-tuning."). 

144See Background, National Telecommunications and Information Administration, 
https://www.ntia.gov/programs-and-initiatives/artificial-intelligence/open-model-weights-
report/background#fr26 ("Some companies release model weights with restrictions that limit 
fine-tuning or redistribution to maintain control over the use and dissemination of their AI 
models."); see also BadLlama: cheaply removing safety fine-tuning from Llama 2-Chat 13B, 
arXiv preprint arXiv:2311.00117 (2023), https://arxiv.org/abs/2311.00117 ("While Meta 
fine-tuned Llama 2-Chat to refuse to output harmful content, we hypothesize that public 
access to model weights enables bad actors to cheaply circumvent Llama 2-Chat's safeguards 
and weaponize Llama 2's capabilities for malicious purposes."). 

145See Open-Source vs. Proprietary AI Models: Pros and Cons for Developers, 
Thoughts on Machine Learning (June 15, 2024), https://medium.com/thoughts-on-machine-
learning/open-source-vs-proprietary-ai-models-pros-and-cons-for-developers-0ba523013a24 



 

 
 

Source code serves as the underlying blueprint for AI systems, dictating how they 

process information and respond to inputs.146 It comprises multiple distinct categories, 

including preprocessing scripts used to prepare data, training algorithms defining the learning 

process, and inference pipelines managing deployment. Fully open AI source code allows 

unrestricted inspection, modification, and redistribution, providing the highest level of 

transparency and accessibility.147 Openness of AI source code generally aligns with established 

open source licensing practices,148 employing permissive licenses such as MIT or Apache for 

maximal accessibility, or copyleft licenses like GPL to ensure ongoing openness of derivative 

works. A more controlled approach makes code available but imposes licensing restrictions 

that regulate how it can be used.149 The most closed systems keep source code entirely 

proprietary, preventing external developers and researchers from understanding or modifying 

the model architecture’s inner workings.150 The openness of source code is particularly 

significant in determining whether an AI system can be independently audited for security 

vulnerabilities, biases, and reliability.151 

 
("Proprietary AI models keep their code confidential, limiting external modifications and 
preserving a competitive edge."). 

146 See Sandra Wachter, AI Regulation and the Protection of Source Code, 31 Int'l J.L. & Info. Tech. 

283 (2023), https://academic.oup.com/ijlit/article/31/4/283/7475778 ("Allowing regulators to access the 
source code of the AI system would not only give regulators greater insight into the system's decision-making 
process but also enable them to identify potential biases, errors, or unethical behaviors embedded within the 
code."). 

147 See Definition of Open Source AI, Open Source Initiative,  https://opensource.org/ai (last visited 

Mar. 17, 2025) ("Open Source AI must provide users with the freedom to 'Use, Study, Modify, [and] Share' the 
system for any purpose without requiring permission."). 

148 See James Gatto, Solving Open Source Problems With AI Code Generators – Legal 
Issues and Solutions, 1, at 2, https://www.lawoftheledger.com/wp-
content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf (last visited Mar. 
17, 2025) ("Open source software is typically free to use but that freedom is based on a license 
that accompanies the software."). 

149 See James Gatto, Solving Open Source Problems With AI Code Generators – Legal 
Issues and Solutions, 1, at 2, https://www.lawoftheledger.com/wp-
content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf (last visited Mar. 
17, 2025) ("Open source software is typically free to use but that freedom is based on a license 
that accompanies the software."). https://www.lawoftheledger.com/wp-
content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf at 2  

150 See James Gatto, Solving Open Source Problems With AI Code Generators – Legal 
Issues and Solutions, 1, at 2, https://www.lawoftheledger.com/wp-
content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf (last visited Mar. 
17, 2025) ("Open source software is typically free to use but that freedom is based on a license 
that accompanies the software."). https://www.lawoftheledger.com/wp-
content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf at 2  

151 See The Openness of Source Code and AI System Auditing, 31 Int’l J.L. & Info. Tech. 283, 283 

(2023), https://academic.oup.com/ijlit/article/31/4/283/7475778  

https://www.lawoftheledger.com/wp-content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf
https://www.lawoftheledger.com/wp-content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf
https://www.lawoftheledger.com/wp-content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf
https://www.lawoftheledger.com/wp-content/uploads/sites/15/2023/08/AI-Code-Generators-Articles-0823.pdf


 

 
 

Documentation and metadata provide the paper trail to how an AI system was 

developed, what training data was used, and what risks or limitations it may have.152 When 

documentation tools—such as detailed model cards, data cards, and technical reports—are 

open, they allow external researchers, policymakers, and users to better understand and 

evaluate AI system intentions, limitations, and risks.153 However, some AI models are released 

with minimal or vague documentation, limiting oversight and making it difficult to assess 

potential biases or flaws.154  

Operational metadata—such as logs, audit trails, and system performance 

metrics—is equally important. Metadata provides insights into how an AI model behaves in 

real-world use, including failure cases, biases, and decision-making patterns.155 While full 

transparency in metadata can help improve accountability, many AI developers keep this 

information closed, shielding their systems from public scrutiny and limiting external oversight 

as well as the possibility of liability.156  

 
152See The CLeAR Documentation Framework for AI Transparency: 

Recommendations for Practitioners and Context for Policymakers, Shorenstein Center on 
Media, Politics and Public Policy (May 2024), https://shorensteincenter.org/wp-
content/uploads/2024/05/CleAR_KChmielinski_FINAL.pdf ("Documentation of datasets, 
models, and AI systems is crucial and serves several purposes, including: (1) Supporting 
responsible development and use, as well as mitigation of downstream harms, by providing 
transparency into the design, attributes, intended use, and shortcomings of datasets, models, 
and AI systems; (2) Motivating dataset, model, or AI system creators and curators to reflect 
on the choices they make; and (3) Facilitating dataset, model, and AI system evaluation and 
auditing."); see also AI System Documentation, National Telecommunications and 
Information Administration, https://www.ntia.gov/issues/artificial-intelligence/ai-
accountability-policy-report/developing-accountability-inputs-a-deeper-dive/information-
flow/ai-system-documentation ("Comprehensive documentation provides a 'paper trail' that 
details how an AI system was developed, including the training data used, design decisions 
made, and potential risks or limitations identified."). 

153 See, e.g., The CLeAR Documentation Framework for AI Transparency: Recommendations for 

Practitioners and Context for Policymakers, Shorenstein Center on Media, Politics and Public Policy (May 2024), 
https://shorensteincenter.org/wp-content/uploads/2024/05/CleAR_KChmielinski_FINAL.pdf ("
Documentation of datasets, models, and AI systems is crucial and serves several purposes, including: (1) 
Supporting responsible development and use, as well as mitigation of downstream harms, by providing 
transparency into the design, attributes, intended use, and shortcomings of datasets, models, and AI systems; (2) 
Motivating dataset, model, or AI system creators and curators to reflect on the choices they make; and (3) 
Facilitating dataset, model, and AI system evaluation and auditing."). 

154 See, e.g., See The Model Openness Framework: Promoting Completeness and Openness for 

Reproducibility, Transparency, and Usability in Artificial Intelligence, arXiv preprint arXiv:2403.13784 (2024), 
https://arxiv.org/abs/2403.13784 ("Most models lack the necessary components for full understanding, 
auditing, and reproducibility."). 

155 See Efficient Metadata Enhancement with AI for Better Data Discoverability, World Bank Blogs 

(Dec. 13, 2024), https://blogs.worldbank.org/en/opendata/efficient-metadata-enhancement-with-ai-for-better-
data-discovera ("Metadata acts as the link between AI-driven systems and the underlying data, and its quality 
directly impacts the effectiveness of search and retrieval and, more importantly, the understandability of data."). 

156 See What is a GPU & Its Importance for AI, Google Cloud, 

https://cloud.google.com/discover/gpu-for-ai ("GPUs accelerate the training of AI models, enabling 
researchers and developers to iterate on models more quickly and unlock breakthroughs in AI capabilities."). 



 

 
 

Infrastructure plays a crucial but often overlooked role in AI openness. Even if an AI 

model’s source code and weights are openly available, running that model at scale requires 

specialized hardware, such as GPUs and cloud computing resources.157 Computational 

infrastructure openness involves equitable access to hardware resources, potentially facilitated 

by open hardware initiatives or standardized cloud services.158 Fully open infrastructure is rare, 

though some decentralized computing initiatives aim to make access to AI processing power 

more equitable.159 A partially open approach provides limited access, such as through cloud 

credits or research grants that allow select groups to run AI models on proprietary platforms. 

In most cases, however, infrastructure remains closed, meaning only those with the financial 

resources to afford high-end GPUs and cloud services can meaningfully deploy and 

experiment with AI.160 This form of control creates a significant bottleneck in AI accessibility.  

Governance and safety mechanisms dictate how AI systems are managed and 

regulated. Fully open safety tools disclose risk mitigation strategies and allow any external 

researchers to test and improve them. A partially open system might provide some 

transparency about safeguards or providing access to some researchers while keeping certain 

security measures proprietary. A fully closed approach treats risk management as a black-box 

operation, preventing external oversight or accountability.  

3. The Spectrum of Openness Levels  

Under this multidimensional framework, openness in AI can be understood across a 

range of configurations. At one extreme, a system may be "fully open," meaning all artifacts—

datasets, model weights, training and inference code, and documentation—are freely 

accessible under permissive licenses.161 This promotes maximal collaboration and accelerates 

innovation but also elevates risks of misuse or unauthorized commercial exploitation.162 

 
157 See What is a GPU & Its Importance for AI, Google Cloud, 

https://cloud.google.com/discover/gpu-for-ai ("GPUs accelerate the training of AI models, enabling 
researchers and developers to iterate on models more quickly and unlock breakthroughs in AI capabilities.").  

 
158 See How Do We Ensure Equitable Access to AI Tools?, Sustainability Directory (Mar. 1, 2025), 

https://sustainability-directory.com/question/how-do-we-ensure-equitable-access-to-ai-tools/ ("Fair AI access 
requires dismantling digital divides, promoting ethical AI, and fostering global cooperation for sustainable and 
just technology distribution."). 

159 See How Do We Ensure Equitable Access to AI Tools?, Sustainability Directory (Mar. 1, 2025), 

https://sustainability-directory.com/question/how-do-we-ensure-equitable-access-to-ai-tools/ ("Fair AI access 
requires dismantling digital divides, promoting ethical AI, and fostering global cooperation for sustainable and 
just technology distribution."). 

160 See How Do We Ensure Equitable Access to AI Tools?, Sustainability Directory (Mar. 1, 2025), 

https://sustainability-directory.com/question/how-do-we-ensure-equitable-access-to-ai-tools/ (“Those who 
lack digital capital, often marginalized communities, are further disadvantaged in an AI-driven society.”) 
161See Craig Wright, Paper Synthesis: Open Source Software: Trust, security, and legal protections, CoinGeek, (Dec. 29, 2023), 

https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/. (“Open-

source software, characterized by its transparency and accessibility, significantly bolsters trust within the user and developer 
population. It allows anyone to inspect, modify, and enhance the source code, creating an open scrutiny environment.”). 
162 See Pascale Davies, Open source vs closed source AI: What’s the difference and why does it matter?, EuroNews, (Feb. 26, 

2024), https://www.euronews.com/next/2024/02/20/open-source-vs-closed-source-ai-whats-the-difference-



 

 
 

Alternatively, systems can be "partially open," disclosing certain key components, such 

as model weights, while withholding others, like sensitive training data.163 This approach 

facilitates targeted collaboration and research while controlling risks associated with the most 

sensitive components. 

A more cautious approach is "transparent but restricted," where technical 

documentation and detailed descriptions of methods are publicly shared, but direct access to 

artifacts such as data or weights is limited. This allows external evaluation and academic 

scrutiny without exposing sensitive materials to unrestricted access. 

Systems may also adopt an "opaque with controlled access" stance, granting access to 

specific critical components only under strict confidentiality agreements or partnerships. This 

model is particularly useful in commercial contexts or where sensitive data and security 

considerations necessitate close monitoring by trusted entities. 

Finally, a "fully closed" system discloses minimal or no information about internal 

processes, models, and data sources, maximizing control and security but severely limiting 

external oversight, reproducibility, and accountability.164 

4. Practical Application of the Matrix Framework 

Policymakers grappling with governance of AI openness stand under a sword of 

Damocles: openness is not a single decision but a series of trade-offs, each with lasting 

consequences. Striking the right balance between transparency, security, innovation, 

accountability, and competition requires more than broad principles or static rules—it 

demands a structured, component-level approach. Without a precise taxonomy of AI 

openness, regulators risk making decisions that either undermine essential policy goals or lock 

in irreversible consequences that shape AI’s trajectory long after a model is released.165 A 

framework that carefully differentiates between the openness of model weights, training data, 

source code, infrastructure, and governance mechanisms is not just helpful—it is essential for 

crafting policies that preserve benefits while mitigating risks. 

 
and-why-does-it-matter. (“Open source helps democratise the tech economy, Alex Combessie, CEO of Co-founder French 

open source AI company Giskard, told Euronews Next.“It levels the playing field because if it's open source it's free, at least 
in general. It means that smaller players can compete with bigger players because they have access to products for free,” he 
said. “And that's very important, especially in a world that's so dominated by monopolies in tech.”) 
163 See Ranjan Sapkota, et al., Comprehensive Analysis of Transparency and Accessibility of ChatGPT, DeepSeek, and other 

SoTA Large Language Models, AI Open, (Feb. 27, 2025),https://arxiv.org/pdf/2502.18505. (“The table categorizes the 
openness of training data (fully open, partially open, or proprietary) and evaluates accessibility to model weights, 
code, and training datasets, thereby delineating a clear divergence between models that offer full re-producibility 
and those that only provide open weights”) 
164 See AI Evolution, UNIV. OF COLO. DENVER, (Feb. 28, 2025), 

https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution.(“In contrast, closed-
source AI, such as ChatGPT or Gemini, operates under proprietary models, where the underlying code is owned 
and controlled by a single entity.”) 
165 See Sella Nevo, et al., Securing AI Model Weights, Preventing Theft and Misuse of Frontier Models, 3 (2024).(“Training 

data are often scraped from public sources or purchased from commercial aggregators and therefore less under 
the exclusive control of the AI organization”) 

https://arxiv.org/pdf/2502.18505
https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution


 

 
 

The complexity of these trade-offs becomes evident when considering how openness 

in one AI component can enhance certain policy goals while simultaneously undermining 

others. So, trade-off evaluations must be context-specific, tailoring openness strategies to the 

particular risks and benefits associated with different applications.166 In high-risk domains such 

as healthcare and critical infrastructure, greater restrictions on model weights, safety 

mechanisms, and operational metadata may be necessary to prevent exploitation, ensure 

compliance, and mitigate harm.167 However, in research-driven fields where innovation and 

knowledge-sharing are paramount, excessive restrictions on training data or model 

architectures may stifle progress and consolidate AI development within a handful of 

dominant players.168 The same tension applies to national security: greater openness in AI can 

promote transparency and global cooperation, but it can also make advanced capabilities 

available to adversaries, weakening strategic advantages.169 These trade-offs cannot be resolved 

 
166 See Open-Source vs. Closed Source-AI: An In-Depth Comparison and Implications from the EU AI Act, 

Contextual Sols., https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-
ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20close
d%2Dsource%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20re
gulatory%20hurdles%2C%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monet
ization (last visited Mar. 17, 2025)(“The European AI Act introduces a nuanced regulatory framework that 
impacts both open source and closed-source AI models, but it tends to favor closed-source models in practice. 
This is because the stringent requirements and complex compliance measures imposed by the Act can be more 
easily managed by large, well-funded organizations typically associated with closed-source AI. Open-source 
models face significant regulatory hurdles, such as the need for extensive documentation, compliance with high-
risk AI system regulations, and restrictions on monetization.”). 
167 See Understanding the Importance of Cybersecurity for Critical Infrastructure: Why It Matters and How We 

Can Protect Ourselves, Levin Ctr. for Oversight & Democracy Wayne State L. Sch., (Jun. 25, 2024), 
https://levin-center.org/understanding-the-importance-of-cybersecurity-for-critical-infrastructure-why-it-
matters-and-how-we-can-protect-ourselves/. (“Ransomware is a type of malicious software that encrypts data 
on a victim’s computer or network, rendering it unusable until a ransom is paid to the attackers. It is becoming 
increasingly severe, with attacks targeting critical infrastructure across various sectors such as healthcare, energy, 
drinking water, transportation, and manufacturing. In 2021 alone, the United States reported a loss of nearly $886 
million in ransomware-related incidents, a 68% increase compared to 2020 (GAO Report). The sophistication 
and planning involved in these attacks makes them a formidable threat to critical infrastructure. Attacks can come 
from hacker groups seeking to attack our nation. These attacks do not just cost money; they disrupt critical 
services and can even endanger lives. Across the country, state governments are beginning to focus their efforts 
on addressing cybersecurity concerns for critical infrastructure to combat this rising threat.”) 
168 See Georg von Krogh, Open-Source Software Development, MIT Sloan Mgmt. Rev., (Apr. 15, 2003), 

https://sloanreview.mit.edu/article/opensource-software-development/. (“Open-source software development 
projects — Internet-based communities of software developers who voluntarily collaborate in order to develop 
software that they or their organizations need — have become an important economic and cultural 
phenomenon.”) 
169 See Understanding the Importance of Cybersecurity for Critical Infrastructure: Why It Matters and How We 

Can Protect Ourselves, Levin Ctr. for Oversight & Democracy Wayne State L. Sch., (Jun. 25, 2024),https://levin-
center.org/understanding-the-importance-of-cybersecurity-for-critical-infrastructure-why-it-matters-and-how-
we-can-protect-ourselves/. (“Critical Infrastructure refers to systems and assets vital to the nation’s security, 
economy, public health, and safety. The Cybersecurity Infrastructure Security Agency (CISA) explains, “(t)here 
are 16 critical infrastructure sectors whose assets, systems, and networks, whether physical or virtual, are 
considered so vital to the United States that their incapacitation or destruction would have a debilitating effect 
on security, national economic security, national public health or safety, or any combination thereof.” When 
essential services are compromised, the consequences can be dire. ”) 
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with a universal rule—each decision must be tailored to the risks and benefits associated with 

a given use case. 

Making these assessments is further complicated by the fact that openness decisions 

in one part of an AI system inevitably interact with other components, sometimes in 

unexpected ways. Releasing model weights publicly, for example, might foster competition 

and innovation, but if corresponding operational metadata or inference mechanisms remain 

opaque, regulators and researchers will be unable to properly assess how the model is being 

used, what risks it poses, or whether it is reinforcing bias and discrimination. Similarly, making 

training data more transparent can improve fairness and accountability but, if mishandled, 

could compromise privacy protections or expose proprietary knowledge to competitors. 

Understanding these interdependencies is critical—an AI system is not just the sum of its 

individual components but a network of interlocking elements, each influencing the impact of 

the others. 

The need for precision in AI openness decisions is heightened by the fact that, as with 

traditional open source software, openness in AI is often irreversible. Once model weights, 

training data, or system architectures are made public, they cannot be recalled or erased. A 

model released without safeguards can be copied, modified, and repurposed indefinitely, 

beyond the control of its original creators. However, what makes openness in AI uniquely 

consequential is that AI models, unlike traditional software, cannot be meaningfully updated 

or patched after deployment. In conventional open source software, developers can release 

security updates, bug fixes, or improved versions that override previous iterations, mitigating 

earlier flaws while maintaining openness. AI does not work this way. If a model is trained on 

flawed, biased, or harmful data, it cannot simply be “untrained.” Fixing errors in an AI system 

is not a matter of releasing a patch—it requires retraining the model from scratch, a process 

that is expensive, time-consuming, and sometimes infeasible. The durability of these decisions 

means that failing to rigorously assess the trade-offs of AI openness before a model is released 

is not just a matter of imperfect governance—it is a failure with permanent consequences. 

By grounding AI policymaking in a carefully designed openness taxonomy, regulators 

can assess trade-offs upfront, ensuring that openness decisions serve the right policy goals 

without creating risks that cannot be undone. A tiered-access model, for example, might 

provide broad openness for academic researchers while reserving sensitive operational data 

for trusted regulatory oversight. This kind of strategic openness ensures that AI systems 

remain accountable and accessible while preventing misuse, competitive exploitation, or 

national security risks. A simplistic, one-size-fits-all approach to AI openness is not an 

option—the stakes are too high, and the consequences, once set in motion, cannot be 

reversed. 

II. Weighing the Value of AI Openness 

The question of AI openness is not merely a technical or philosophical debate—it is a 

fundamental policy decision that will shape the trajectory of AI development, competition, 

and governance for decades to come. Like AI openness itself, policy decisions around AI 

openness are not binary toggles, but rather complex balancing acts that implicate multiple, 



 

 
 

sometimes conflicting, policy objectives. While openness can promote innovation, 

democratization, and accountability, it can also introduce risks related to safety, economic 

competition, and national stability.170  

The AI Openness Matrix reveals that policymakers are not simply deciding whether 

AI should be more or less open; they are determining which elements—model weights, 

training data, source code, infrastructure, or operational metadata—should be made accessible, 

to what degree, and under what conditions. Each of these choices carries long-term, often 

irreversible, consequences for AI’s trajectory, shaping everything from global AI leadership to 

individual rights and economic power. 

This section provides the operational core of the article, translating the AI Openness 

Matrix into a structured framework for policymakers. The first part outlines five key policy 

objectives—public safety, innovation and competition, democratization, accountability, and 

national security—and examines how openness can either advance or undermine each goal. 

The second part confronts the trade-offs head-on, demonstrating why regulators must 

navigate competing priorities with precision rather than ideology. Drawing on global AI 

governance examples—including the EU AI Act, U.S. policy proposals, and China’s regulatory 

approach—this section highlights how different jurisdictions are making these trade-offs, 

sometimes effectively and sometimes at the cost of unintended consequences. The goal is not 

to prescribe a single solution but to equip policymakers with a framework to align AI openness 

decisions with national interests while mitigating risks. 

A.              Policy Goals and the Role of AI Openness 

AI openness is not inherently good or bad—it is a policy tool, and its impact depends 

entirely on how it is wielded. There is no single answer to how open or closed an AI system 

should be—openness decisions must be made component by component, each calibrated 

along a spectrum of access and control to serve specific policy objectives. The AI Openness 

Matrix helps structure these choices, allowing policymakers to determine the Goldilocks 

configuration of openness that achieves their stated policy goals. The question is not simply 

how much AI should be open but which elements should be open, to what degree, and for 

whose benefit. 

This section disaggregates five major policy goals—public safety, innovation and 

competition, democratization, accountability, and national security—each with its own 

tensions and trade-offs. The right degree of openness can enhance public safety, strengthen 

competition, and promote democratic access. The wrong kind can weaken cybersecurity, 

entrench monopolistic control, or enable reckless proliferation. Policymakers must calibrate 

AI openness decisions with precision, recognizing that every move shifts the balance of 

powerin AI’s development and deployment.  

1.           Public Safety: Aligning AI with the Public Interest 
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AI already shapes life-or-death decisions. It detects cancer in medical scans, approves 

or denies mortgages, flags security threats, and determines what billions of people see online. 

Its failures do not unfold in the abstract—they manifest in hospitals, courtrooms, financial 

markets, and battlefields. When AI goes wrong, people lose jobs, homes, access to critical 

services, and sometimes even their lives. The degree to which AI systems are open or closed 

determines who can identify failures, who can mitigate risks, and who can exploit 

vulnerabilities. 

Public safety, in the context of AI, encompasses three key concerns: (1) the accuracy 

and reliability of AI systems in high-stakes settings, (2) the security risks associated with AI 

misuse or manipulation, and (3) the ability to detect and mitigate failures before they cause 

harm. The AI Openness Matrix reveals that openness affects safety differently across AI 

components. In some cases, transparency enhances detection, enables external validation, and 

strengthens resilience. In others, openness creates vulnerabilities, exposing AI to exploitation 

and security threats. Policymakers must navigate these trade-offs carefully, recognizing that 

openness decisions are often irreversible and that a poorly calibrated policy can lock in risks 

permanently. 

 

When Openness Supports Public Safety 

 

Openness improves AI safety when it enables independent detection of risks, external 

validation of system integrity, and proactive mitigation of failures. This is particularly true for 

operational metadata, safety mechanisms, and model transparency—components that allow 

researchers and regulators to detect, diagnose, and prevent AI failures, thereby promoting 

public safety. 

Consider an autonomous vehicle that crashes into a pedestrian. If operational metadata 

is closed, investigators may never know whether the AI failed due to a sensor malfunction, a 

misclassification of the pedestrian, or a deliberate adversarial attack. Without transparent logs 

and decision-making trails, problems remain obscured, allowing preventable failures to persist 

and multiply. The same logic applies to AI in medicine, criminal justice, and hiring, where the 

absence of transparency makes it impossible to detect bias, assess accuracy, or prevent harm. 

Openness also improves safety by enabling external validation of AI safety 

mechanisms, such as bias mitigation tools, adversarial defenses, and compliance frameworks. 

Bias detection models, for example, can analyze AI outputs across demographic groups to flag 

potential discrimination before deployment. When external researchers have access to these 

tools, they can identify safety gaps that internal reviews may miss, as has already been the case 

with AI-driven hiring systems that exhibited racial and gender biases. Open safety mechanisms 

allow independent stress-testing of AI models, ensuring that failures are identified and 

corrected before they cause harm. 

Open access to AI compliance and ethics tools plays a crucial role in ensuring public 

safety by allowing independent audits, regulatory enforcement, and continuous improvement 



 

 
 

of AI safeguards.171 When bias detection models, adversarial robustness frameworks, and 

safety evaluation tools are made open, they enable external researchers, policymakers, and civil 

society groups to scrutinize AI systems for hidden risks. This kind of transparency prevents 

companies from marking their own homework, ensuring that fairness, security, and ethical 

compliance are independently verified rather than self-reported. Open compliance tools also 

facilitate cross-sector collaboration, allowing regulators, academics, and industry experts to 

refine best practices for AI governance. For example, publicly available adversarial testing 

frameworks help researchers stress-test AI systems against security vulnerabilities before bad 

actors can exploit them. Similarly, open datasets and benchmarks for fairness evaluations have 

been instrumental in exposing racial, gender, and socioeconomic biases in AI-driven hiring, 

lending, and law enforcement applications, pushing companies toward more equitable and 

accountable AI development. Without open access to these tools, oversight becomes 

fragmented, enforcement weakens, and AI risks are more likely to go undetected until harm 

has already occurred. 

Similarly, transparency in model weights and training data can improve public safety 

by enabling independent risk assessment. In fields such as healthcare, law enforcement, and 

financial services, models that operate behind closed doors create unknown risks—hidden 

biases, flawed assumptions, and opaque decision-making. When model weights and training 

datasets are open to external audit, independent experts can scrutinize how AI reaches its 

conclusions, uncover sources of bias, and prevent systemic errors from being embedded into 

high-stakes decision-making. 

For example, openness in AI model weights has enabled researchers to study and 

mitigate AI hallucinations, where large language models generate false but highly plausible-

seeming information. Independent auditors have also used open models to develop stronger 

adversarial defenses, making AI systems more resilient to manipulation and security breaches. 

In contrast, closed AI models force regulators and researchers to rely on a company’s self-

reported safety claims, limiting external verification of performance, fairness, and potential 

misuse. AI companies have every reason to deny responsibility, suppress evidence of systemic 

failures, and shield dangerous models from scrutiny.172 Similarly, open training data, when 

carefully structured to avoid privacy violations, can provide better benchmarking and bias 

detection, leading to more trustworthy AI systems overall.173 

 

 
171 See AI Evolution, University of Colorado Denver Learning Resources Center (Feb 28, 2025), 

https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution (“By making 
AI tools accessible to a broader audience, open-source systems empower students, researchers, and small 
businesses to experiment and innovate without the barriers of high costs or restrictive licenses.”). 

172 Miriam C. Buiten, Towards Intelligent Regulation of Artificial Intelligence, Eur. J. of Risk Regul. 41 (2019); 

Dara Kerr, California Orders Cruise Driverless Cars Off the Roads Because of Safety Concerns, NPR (Oct. 24, 
2023), https://www.npr.org/2023/10/24/1208287502/california-orders-cruise-driverless-cars-off-the-roads-
because-of-safety-concern. 

173 David Thiel, Investigation Finds AI Image Generation Models Trained on Child Abuse, Stanford 

Cyber Policy Center (Dec. 20, 2023), https://cyber.fsi.stanford.edu/news/investigation-finds-ai-image-
generation-models-trained-child-abuse.  
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When Openness Undermines Public Safety 

 

However, openness in the wrong AI components can also create serious safety risks. 

Making certain elements of AI fully transparent—such as operational metadata, safety 

mechanisms, or model weights—can provide a roadmap for exploitation. 

Consider AI-driven cybersecurity systems, fraud detection models, and national 

security applications. If operational metadata from AI security systems is fully open, bad actors 

can analyze how fraud-detection algorithms identify suspicious transactions and design attacks 

that evade detection. Similarly, if AI-powered cyber defense systems publish their security 

protocols openly, hackers can reverse-engineer AI defenses to launch more sophisticated 

attacks. While structured transparency can enable researchers to improve AI resilience, 

unrestricted openness in operational metadata creates an intelligence goldmine for adversaries. 

Openness in safety mechanisms can also backfire when it gives attackers the tools to 

manipulate AI systems. A fully open spam-detection algorithm, for example, allows attackers 

to refine their techniques until they evade detection entirely. Similarly, if a deepfake detection 

model is made fully open, bad actors can test and tweak their manipulations until they become 

indistinguishable from real media. In these cases, unrestricted openness does not strengthen 

security—it actively weakens it by enabling adversarial adaptation. 

The same risks apply to AI compliance and ethics tools—the very mechanisms 

designed to detect bias, prevent adversarial attacks, and enforce AI safety constraints. If these 

tools are fully open, malicious actors can study and manipulate them to evade detection. 

Consider an AI-powered fraud detection system: if the underlying detection algorithms are 

fully transparent, cybercriminals can reverse-engineer the system’s decision-making rules to 

bypass anti-money laundering protections. Similarly, if adversarial robustness testing 

frameworks—which are designed to make AI more resistant to manipulation—are completely 

open, bad actors can use them to fine-tune their exploits against AI defenses, making attacks 

more effective rather than less. The very tools meant to protect against bias, fraud, and security 

breaches could become blueprints for exploitation if made indiscriminately open. 

Perhaps the most significant concern is the misuse of open-weight AI models. There 

is no question that open-weight models have been modified in ways that undermine safety, 

whether by removing alignment constraints, stripping content moderation safeguards, or fine-

tuning models to generate deceptive or harmful outputs. Some have been adapted to produce 

extremist propaganda, generate deepfake impersonations, and automate social engineering 

scams. Others have been used to bypass copyright protections or manipulate financial markets. 

Like traditional open soure software, once model weights are released, they cannot be recalled 

or controlled. Unlike traditional open source software, which can be patched or updated, an 

open AI model’s knowledge cannot be erased—it can be repurposed, modified, and 

weaponized indefinitely. 

The risk is not only that AI enables existing harms to scale more efficiently, but that it 

creates entirely new threats—particularly in bioterrorism, cyber warfare, and mass 



 

 
 

surveillance.174 The same AI models that generate harmless research summaries can be fine-

tuned to produce detailed instructions for chemical or biological weapon production, 

automate large-scale misinformation campaigns, or enhance authoritarian surveillance 

capabilities. AI-assisted bioterrorism, for example, represents a qualitatively new threat—one 

that existing regulatory frameworks were not designed to handle. 

Concerns about openness also extend to privacy and personal security. AI systems 

trained on publicly available images and social media posts have already been used to generate 

non-consensual deepfake intimate imagery, turning ordinary people into victims of digital 

sexual violence. Similarly, facial recognition models trained on public datasets have been 

leveraged by authoritarian regimes to track, detain, and suppress political dissidents. Unlike 

traditional surveillance tools, which require manual data collection, AI enables fully automated, 

large-scale tracking, making it possible for governments to monitor individuals with 

unprecedented efficiency. 

2.           Innovation & International Competition: Balancing Access and Incentives 

AI is both a driver of economic growth and a battleground for technological 

dominance, shaping industries, global markets, and geopolitical power. But innovation and 

competition in AI are not just about who builds the most powerful models—they depend on 

who controls the underlying components that enable AI development, refinement, and 

deployment. Unlike traditional software, which can often be replicated with minimal resources, 

AI requires immense computational power, proprietary datasets, and optimized model 

architectures. 

The AI Openness Matrix reveals that openness affects innovation and competition 

differently depending on the component. Opening model architectures and algorithms can 

fuel research and experimentation, while transparency in training data and operational 

metadata can improve benchmarking and oversight. However, control over compute 

resources and exclusive datasets can serve as chokepoints, ensuring that even open AI models 

remain functionally inaccessible to those without the means to train or deploy them at scale. 

While openness in some AI components lowers barriers to entry and accelerates 

progress, control over others can reinforce dominance rather than foster competition. 

Whether AI openness distributes power or consolidates it depends on what is open, who has 

access, and who remains locked out. 

 

When Openness Supports Innovation and Competition 

 

Openness in AI accelerates innovation by reducing redundancy, fostering 

collaboration, and enabling new entrants to build upon existing advances. This is particularly 

 
174 Keegan McBride, Open Source AI: The Overlooked National Security Imperative, Just Security (June 6, 2024),  

https://www.justsecurity.org/96422/open-source-ai-the-overlooked-national-security-
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true for model architectures, open-weight models, and shared research frameworks, which 

allow researchers, startups, and independent developers to improve on cutting-edge AI 

without needing to develop models from scratch. 

Consider the impact of open-weight models like Meta’s LLaMA, Stability AI’s Stable 

Diffusion, and EleutherAI’s GPT-Neo. These models have enabled researchers and startups 

to develop domain-specific applications, experiment with fine-tuning techniques, and push the 

boundaries of AI capabilities. In fields such as biomedical AI, climate modeling, and materials 

science, access to open models has allowed researchers to apply AI in novel ways without 

requiring billions of dollars in training costs. Open architectures also promote interdisciplinary 

collaboration, ensuring that AI advancements are not monopolized by a handful of 

corporations but are instead distributed across research institutions, industries, and global AI 

communities. 

Similarly, open-source AI frameworks such as TensorFlow and PyTorch have been 

instrumental in democratizing AI development.175 By providing widely accessible, high-

performance machine-learning libraries, these tools have enabled startups, academic 

researchers, and independent developers to contribute to AI progress without needing access 

to proprietary corporate software. This openness fosters a shared foundation for innovation, 

allowing incremental improvements to be widely distributed rather than siloed within a few 

dominant firms. 

However, model openness alone does not ensure broad competition. Access to 

weights or architectures does not level the playing field if other critical components—such as 

compute resources, proprietary data, or deployment infrastructure—remain tightly controlled. 

AI development is not just about access to code; it is about who controls the surrounding 

ecosystem that makes AI usable and scalable. 

 

When Openness Undermines Innovation and Competition 

 

AI openness does not automatically lead to a more competitive marketplace. While 

open models allow new players to experiment and refine AI technologies, control over 

compute power, data resources, and cloud deployment infrastructure often determines who 

can actually build AI at scale. 

The role of compute infrastructure in AI competition cannot be overstated. Unlike 

traditional open-source software, which can be freely deployed on personal computers, AI 

models require expensive GPUs, cloud access, and vast computational resources to train and 

run efficiently. This makes even the most open models inaccessible to those without the 

financial means to afford large-scale cloud computing. A startup may fine-tune an open-weight 

model for legal research, medical diagnostics, or scientific discovery, but if it cannot afford the 

compute power to deploy the model at scale, it will struggle to compete with a tech giant that 

 
175 Cade Metz, Google Just Open Sourced TensorFlow, Its Artificial Intelligence Engine, Wired (Nov. 

9, 2015), https://www.wired.com/2015/11/google-open-sources-its-artificial-intelligence-engine/;David 
Bergmann & Cole Stryker, What Is PyTorch?, IBM (Oct. 4, 2023), https://www.ibm.com/think/topics/pytorch. 
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integrates the same model into its cloud infrastructure and offers a more cost-efficient, user-

friendly service. 

Even when model weights are open, companies can restrict how those models are 

accessed, deployed, or monetized. Many AI providers release models only through proprietary 

cloud APIs, ensuring that developers remain dependent on their infrastructure. This locks 

companies and researchers into specific AI ecosystems, allowing platform providers to dictate 

pricing, access, and updates. A model that is open at the level of architecture and weights but 

closed in its deployment and API integration does not necessarily enable competition—it 

simply shifts control from who builds the model to who provides access to it. 

Training data control also shapes AI competition. The most advanced AI models rely 

on massive, high-quality proprietary datasets, which are among the most valuable resources in 

AI development. While open datasets allow broader participation, the best-performing AI 

systems are often trained on exclusive, privately collected data. A company may release an 

open-weight model, but if it withholds the proprietary training data that made the model 

effective, it maintains a competitive edge. This is why open-weight AI models frequently 

struggle to match the performance of proprietary systems trained on superior data. The firms 

that control exclusive datasets retain an advantage, regardless of whether the underlying 

models are open or closed. 

This pattern mirrors historical trends in technology markets. When Google released 

TensorFlow as an open-source machine-learning framework, it became the foundation for AI 

development across industries. While freely available, TensorFlow was optimized for Google’s 

cloud infrastructure, ensuring that as AI adoption grew, so did reliance on Google’s ecosystem. 

A similar strategy is emerging with AI models: openness at the model level does not necessarily 

mean decentralized competition if the surrounding infrastructure remains proprietary.  

Even in cases where openness leads to technological breakthroughs, it does not always 

translate into broad economic competition. Consider the impact of open-weight AI models 

on cloud providers. While startups and researchers can now fine-tune powerful AI systems 

without training them from scratch, they often still rely on Amazon Web Services (AWS), 

Microsoft Azure, or Google Cloud to run those models. 

The very companies that provide open-weight models often have preferential access 

to the infrastructure required for their deployment, ensuring that smaller players remain 

dependent on industry leaders rather than becoming true competitors. While AI labs like 

OpenAI may not own cloud infrastructure, they rely on exclusive partnerships with dominant 

cloud providers, securing the compute power necessary to train and scale advanced models. 

Meanwhile, tech giants that control both AI development and cloud services—such as Google, 

Microsoft, and Amazon—can offer open models while simultaneously profiting from the 

infrastructure required to run them, reinforcing industry concentration. Even when model 

weights are open, the cost and logistical barriers of large-scale deployment ensure that power 

remains in the hands of those who can afford it. 

AI openness may accelerate technological progress, but whether it distributes power 

or consolidates it depends on who controls the infrastructure, datasets, and deployment 



 

 
 

channels. A model trained on publicly available data but requiring immense computational 

resources to run does not make AI more accessible—it entrenches the dominance of those 

who control compute power. A model released with open weights but restricted to proprietary 

deployment environments does not enable market competition—it ensures continued reliance 

on the platforms that provide access. The fundamental question is not whether openness 

promotes innovation, but who benefits from AI openness and whether it actually lowers 

barriers to entry or simply shifts control to those who already dominate the AI economy.  

3.           Democratization & Liberalization: Expanding Access Without Losing Control 

AI’s potential to reshape economies, governance, and individual opportunities 

depends on more than just technological advancement—it depends on who has a say in its 

development and who has access to its benefits. Democratization of AI refers to the inclusion 

of diverse actors in shaping AI’s evolution, from policymakers and civil society organizations 

to independent researchers and smaller technology firms. Liberalization, in contrast, focuses 

on removing barriers to AI access, ensuring that powerful AI systems are not restricted to a 

handful of governments and corporations.  

The AI Openness Matrix reveals that democratization and liberalization depend not 

just on whether AI models are open or closed, but on how AI’s underlying components are 

controlled. Open architectures, training data, and inference code can enable greater public 

participation and transparency, while exclusive control over compute resources, proprietary 

datasets, and deployment infrastructure can limit who can actually engage with AI. In some 

cases, AI openness creates opportunities for a broader range of stakeholders to shape AI 

development, but in others, it simply shifts power without redistributing it. 

 

When Openness Supports Democratization and Liberalization  

 

Openness in AI model architectures, training datasets, and governance frameworks 

fosters liberalization by allowing more people and institutions to access and apply AI tools. It 

promotes democratization when it ensures that AI’s design, development, and oversight 

reflect a broader range of stakeholders rather than being dictated solely by the most powerful 

corporations and governments. 

The release of open-weight models has already enabled wider participation in AI 

development. Open-weight models, such as Meta’s LLaMA and Stability AI’s Stable Diffusion, 

have allowed startups, independent researchers, and non-traditional AI players to build on 

cutting-edge AI without the staggering costs of training their own models from scratch. 

Similarly, open-source frameworks like TensorFlow and PyTorch have played a pivotal role in 

expanding AI accessibility, providing tools that allow developers to experiment, refine, and 

deploy machine-learning applications without restrictive licensing requirements. 

In a global context, openness can enable AI development beyond the traditional power 

centers of the U.S. and China. Lower-income countries that lack the resources to build frontier 

AI models can benefit from open architectures and shared datasets, using them to address 



 

 
 

local challenges in agriculture, healthcare, and education. When governments and civil society 

groups have access to open AI safety and bias detection tools, they can conduct independent 

audits, challenge discriminatory or unethical AI applications, and ensure that AI systems reflect 

public values rather than corporate interests alone. 

Openness also enables democratization of AI governance, allowing diverse 

stakeholders to set norms and constraints on how AI is developed and used. Open 

documentation and transparency in AI decision-making processes allow journalists, 

policymakers, and advocacy groups to scrutinize AI applications, hold developers accountable, 

and challenge systems that reinforce bias or discrimination. This participatory governance 

model is essential to preventing AI from becoming an unregulated force controlled by a few 

powerful entities. 

 

When Openness Undermines Democratization and Liberalization  

 

AI openness does not automatically create a more participatory or accessible AI 

ecosystem. Without careful structuring, it can instead entrench dependence on dominant 

players, weaken enforceable governance, and create new forms of digital inequality.176 

The illusion of openness occurs when companies release AI models under open 

licenses while still controlling the essential infrastructure—compute power, proprietary 

training data, and cloud-based deployment services—that determines who can actually use 

them. Even the most open AI models require access to expensive GPUs, cloud computing, 

and high-performance hardware to function at scale. This ensures that smaller companies, 

independent researchers, and governments in resource-limited regions remain dependent on 

the same dominant cloud providers and hardware manufacturers, preventing true 

liberalization.  The challenge is ensuring that AI openness does not simply replicate existing 

global inequities but instead creates meaningful opportunities for local adaptation and control. 

Fragmentation threatens democratization by eroding centralized governance and 

accountability. Open AI models can be freely modified, stripped of safety features, or 

repurposed in ways that remove oversight. Unlike traditional software, which can be governed 

by structured open-source communities, AI models—once released—can be endlessly fine-

tuned without any mechanism for tracking or controlling their modifications. This raises 

concerns about who enforces ethical constraints and safety measures once an AI model is 

widely distributed. In decentralized AI ecosystems, competing versions of the same model 

may follow different standards for bias mitigation, privacy protections, and content 

moderation, making it difficult to establish universal safeguards. 

Openness in AI governance can also weaken regulatory enforcement if there are no 

mechanisms to ensure compliance with safety, privacy, and fairness standards. If AI models 

 
176 See Elizabeth Seger et al., Open-Sourcing Highly Capable Foundation Models 26, Centre for the 

Governance of AI (2023) (“Open-sourcing is a tool that can aid the democratization of AI. But AI 
democratization is a multifaceted and proactive project to distribute influence over highly capable AI systems—
how they are used, distributed, developed, and regulated—to wider communities of stakeholders and impacted 
populations.”). 



 

 
 

can be easily modified and redeployed, governments may struggle to hold developers 

accountable for harmful or unethical applications. A model originally designed with strict bias 

mitigation tools could be altered to remove those safeguards, and without centralized 

oversight, tracking these changes would be nearly impossible. 

Liberalization and democratization in AI require more than just making models 

open—they require ensuring that openness does not simply reinforce existing power 

structures while eroding accountability. If openness is poorly designed, it allows dominant 

firms to extract value from open ecosystems while maintaining control over AI’s critical 

infrastructure. If AI remains entirely proprietary, public participation in its development and 

governance becomes impossible. The challenge for policymakers is to craft AI openness 

frameworks that broaden access while maintaining enforceable governance structures, 

ensuring that AI serves public interests rather than concentrating power in the hands of a few. 

4.           Accountability: Levers of Oversight and Control 

AI is increasingly making high-stakes decisions that affect people’s rights, 

opportunities, and well-being—determining who gets a loan, how long someone remains in 

prison, which neighborhoods are policed, and what information spreads in an election. Unlike 

human institutions with built-in checks and balances, AI often operates without clear 

transparency, interpretability, or mechanisms for recourse. Accountability in AI requires two 

forms of oversight: the ability to audit and correct AI-driven decisions and the ability to assign 

responsibility when AI systems cause harm. The AI Openness Matrix reveals that some forms 

of transparency enhance accountability by enabling independent scrutiny and regulatory 

oversight, while others create an illusion of openness that allows corporations to evade 

responsibility. 

At the heart of AI accountability is the ability to audit, challenge, and correct 

algorithmic decisions. For AI to be meaningfully accountable, the right AI components must 

be open in ways that allow regulators, researchers, and the public to scrutinize how systems 

function, detect harmful biases, and enforce corrective measures. But openness alone does not 

guarantee accountability. In some cases, transparency without enforceable oversight can 

weaken accountability by allowing AI failures to go unpunished, dispersing responsibility 

across multiple actors, or enabling adversarial manipulation of AI systems. Policymakers must 

carefully calibrate AI openness to ensure that it enhances oversight rather than undermining 

it. 

 

When Openness Supports Accountability and Oversight 

 

Transparency in operational metadata, model documentation, and evaluation 

benchmarks strengthens AI accountability by making AI systems more auditable, testable, and 

correctable. These components allow regulators, researchers, and advocacy groups to 

independently assess whether AI models function as intended, detect systemic harms, and 

hold developers responsible when things go wrong. 



 

 
 

Operational metadata—logs, audit trails, and incident reports—is essential for 

accountability because it provides a record of how AI systems operate in real-world conditions. 

Without access to operational metadata, failures remain invisible, making it impossible to 

detect or correct harm. A hiring algorithm that disproportionately filters out candidates from 

certain demographic groups may go unnoticed for years. A predictive policing system that 

reinforces racial disparities might never be identified as a driver of discrimination. When 

operational metadata is open to regulators and independent auditors, AI harms can be flagged, 

challenged, and corrected before they become entrenched. 

Consider the case of COMPAS, a proprietary risk assessment tool used in U.S. courts 

to predict recidivism. For years, the closed nature of COMPAS prevented external audits, even 

as it shaped bail and sentencing decisions. Only after independent researchers gained access 

to its predictions did the public learn of racial disparities embedded in the system.177 If 

COMPAS had been designed with transparent methodologies and open benchmarking, these 

issues could have been debated and addressed earlier, allowing courts and policymakers to 

make informed decisions about its fairness. 

Similarly, model documentation and evaluation benchmarks provide the foundation 

for AI oversight. AI companies often promote high-performance accuracy rates, but these 

claims are meaningless without transparency into how models perform across demographic 

groups, real-world conditions, and edge cases. Selective disclosure of favorable benchmarks 

allows companies to control the public narrative around their AI systems, while suppressing 

information about biases, failures, or ethical risks. Full disclosure of evaluation metrics allows 

independent researchers and regulators to verify AI performance claims, ensuring that models 

deployed in high-stakes settings—such as hiring, lending, and criminal justice—are not 

systematically harming certain populations. 

Another crucial tool for accountability is the openness of AI compliance and ethics 

tools—the frameworks regulators and watchdog organizations use to audit AI models, enforce 

fairness standards, and assess legal compliance. Automated fairness audits have already 

revealed racial disparities in credit-scoring algorithms, enabling regulatory enforcement and 

consumer protection. Open compliance tools allow external experts to stress-test AI for bias, 

fraud, and security vulnerabilities, preventing companies from self-policing in ways that 

prioritize corporate interests over public welfare. 

However, openness in accountability mechanisms must be structured to ensure that 

transparency does not become a shield for corporate evasion. A truly accountable AI 

ecosystem requires mandatory transparency requirements, enforceable auditing standards, and 

legal consequences for noncompliance. Without these measures, openness risks being a 

superficial gesture that conceals more than it reveals. 

 

When Openness Undermines Accountability and Oversight 

 
177 Jeff Larson et al., How We Analyzed the COMPAS Recidivism Algorithm, ProPublica (May 23, 

2016), https://www.propublica.org/article/how-we-analyzed-the-compas-recidivism-algorithm. 
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Openness can weaken AI accountability when it disperses responsibility, enables 

regulatory evasion, or makes oversight mechanisms easier to manipulate. In some cases, too 

much openness can allow companies to escape scrutiny rather than increasing it. 

One major concern is "selective transparency"—where companies disclose only the 

AI performance metrics that serve their interests while withholding those that reveal flaws. 

Many AI firms publish glowing reports about accuracy and fairness, only for independent 

researchers to later uncover major biases in real-world deployments. If openness is to serve 

accountability, it must be comprehensive and verifiable—not a corporate PR strategy that 

provides the appearance of transparency while shielding the most critical information from 

scrutiny. 

Consider the case of COMPAS, a proprietary risk assessment tool used in U.S. courts 

to predict a defendant’s likelihood of reoffending. For years, the closed nature of COMPAS 

prevented external audits, even as it influenced bail and sentencing decisions. When 

ProPublica analyzed its predictions, they claimed evidence of racial bias, but subsequent 

academic research revealed a deeper issue: a mathematical impossibility at the heart of 

algorithmic fairness, where different, equally reasonable definitions of fairness cannot coexist. 

While COMPAS predicted recidivism equally accurately across racial groups, it simultaneously 

produced more false positives for Black defendants who did not reoffend—an unavoidable 

statistical consequence of different base rates of recidivism between groups. If Northpointe 

had designed COMPAS with transparent methodologies and open benchmarking, these 

inherent statistical tradeoffs could have been identified and debated much earlier, allowing 

courts, policymakers, and communities to engage in informed discussions about which 

definition of fairness should be prioritized and whether alternative approaches to pretrial 

detention might better serve justice. However, the case also illustrates that transparency alone 

does not guarantee accountability—without enforceable oversight mechanisms, even well-

intentioned openness can fail to produce meaningful reform. 

The openness of AI compliance and auditing tools can create loopholes for evasion. 

If AI developers know precisely how regulatory audits and bias detection systems function, 

they can optimize their models to pass compliance tests without meaningfully addressing 

deeper structural biases. This phenomenon of "performative transparency"—where 

companies technically comply with transparency requirements while evading real 

accountability—has already played out in financial markets, where firms use regulatory 

loopholes to avoid meaningful oversight while appearing compliant on paper. 

Similarly, openness in AI training data does not always strengthen accountability. 

While transparent datasets can help researchers assess bias and fairness, fully open datasets 

also raise serious challenges. If AI models trained on flawed or biased data cause harm, who 

is responsible? Once a dataset is publicly available, accountability for its misuse becomes 

difficult to assign. Companies can release datasets into the public domain and later disavow 

responsibility for AI models trained on them. In practice, this allows firms to shift liability 

away from themselves while still benefiting from open-data ecosystems. 



 

 
 

This issue becomes even more pressing in the context of AI-driven disinformation 

and security risks. If training data is fully open, bad actors can strategically infiltrate public 

datasets with fabricated studies, misleading statistics, and false narratives—ensuring that future 

AI models trained on them will reinforce and amplify these falsehoods. Once an AI model is 

deployed, there may be no clear entity to hold accountable for its outputs—was the failure due 

to the model, the dataset curators, or malicious actors who corrupted the data before training? 

Without governance structures to validate open training datasets, openness can dilute 

accountability rather than strengthening it. 

Even openness in model weights can be counterproductive for accountability. While 

open weights allow for independent audits and bias detection, they also allow users to modify 

AI models in ways that remove critical safeguards. If an AI model is released with built-in 

ethical constraints, but open weights allow anyone to remove those constraints, who is 

responsible for the consequences? Open-weight models have already been fine-tuned to 

generate hate speech, bypass safety mechanisms, and evade legal compliance tools. When this 

happens, the original developers may claim they built responsible AI, while the modified 

model circulates unchecked. This dynamic makes accountability difficult—open AI models 

can be used in ways their creators never intended, while no one is left responsible for the 

resulting harm. 

Even operational metadata—normally a cornerstone of AI accountability—can 

sometimes undermine oversight if made too open. Public access to real-time logs and decision 

trails may allow adversaries to study, predict, and manipulate AI behavior. If fraud-detection 

algorithms’ real-time decision logs are open, criminals can reverse-engineer how to bypass 

security measures. Similarly, open access to AI-generated security reports in high-risk sectors 

like finance or national defense could enable cybercriminals to exploit system weaknesses 

before regulators can respond. Without structured safeguards, too much openness in 

operational metadata can reduce—not increase—the ability to hold AI systems accountable. 

Without precise, component-specific regulation, AI openness can become a façade—

creating the illusion of accountability while shielding companies from real oversight. Poorly 

structured transparency allows firms to selectively disclose information, deflect responsibility, 

and obscure who is accountable for harm. AI systems that make high-impact decisions must 

be open in ways that enable regulators, courts, and watchdogs to audit, challenge, and correct 

them—not in ways that provide cover for unchecked power. 

Without regulatory frameworks that define which AI components must be open, to 

what extent, and under what conditions, opacity will remain the norm. AI developers have 

little incentive to expose their models to scrutiny, and governments that rely on automated 

decision-making may resist transparency measures. Meaningful accountability requires tailored 

transparency mandates, independent auditing mechanisms, and clear regulatory structures that 

prevent companies from selectively revealing only what serves their interests. 

If these guardrails are not in place, AI will continue to shape critical aspects of life with 

fewer safeguards than the human institutions it replaces. Real accountability demands that AI 



 

 
 

decisions be explainable, challengeable, and subject to correction—ensuring that no system 

operates beyond scrutiny or control. 

5.           National Security & AI Leadership: Shaping Global AI Ecosystems 

AI is not just an economic and technological asset—it is a strategic resource that will 

shape military capabilities, intelligence dominance, and geopolitical influence for decades to 

come. The race to control AI is already a defining factor in global power struggles, determining 

which nations lead in technological advancement, economic strength, and security 

infrastructure. AI models underpin cybersecurity, intelligence gathering, autonomous military 

systems, and economic stability, making their regulation a matter of national security as much 

as technological governance. Some AI components, when open, can strengthen national 

resilience, improve defensive capabilities, and foster alliances. Others, when open, can 

empower adversaries, enable espionage, and accelerate the proliferation of AI capabilities to 

rival states. The challenge is ensuring that openness in AI strengthens democratic nations’ 

leadership and security rather than eroding it. 

 

When Openness Supports National Security and Global Leadership 

 

Certain AI components, when made open under controlled conditions, can enhance 

national security by fostering technological leadership, strengthening defense collaboration, 

and improving cyber resilience. Open AI research, transparency in security benchmarks, and 

shared AI safety protocols can create a foundation for collective defense, ensuring that 

democratic nations remain at the forefront of AI innovation. 

Training data plays a critical role in AI-driven national security applications, 

particularly in intelligence analysis, cybersecurity, and autonomous defense systems. Open 

access to non-sensitive training data can enhance national security by allowing domestic 

researchers, private-sector firms, and allied nations to collaborate on shared AI models for 

cyber threat detection, counterintelligence, and battlefield analytics. In cyber defense, open AI 

models trained on malware detection and intrusion prevention can improve security across 

industries by enabling researchers to stress-test AI defenses before adversaries exploit them. 

Openness in security-related AI models can also bolster national defense. AI models 

trained on malware detection, threat monitoring, and cyber intrusion prevention benefit from 

external scrutiny that helps identify weaknesses before adversaries exploit them. Security 

researchers, white-hat hackers, and defense analysts rely on open AI benchmarks to test AI 

models against adversarial attacks, making AI-driven cybersecurity systems more robust. 

Controlled transparency in security AI enables defensive innovation without giving adversaries 

a blueprint for attack. 

AI infrastructure—including high-performance computing, specialized chips, and 

cloud-based AI platforms—is perhaps the most consequential determinant of long-term AI 

leadership. Even if AI models, training data, and algorithms are made open, nations that 

dominate AI hardware and cloud infrastructure will control the global AI supply chain. The 



 

 
 

United States’ export restrictions on advanced semiconductor chips to China highlight how 

AI hardware is a bottleneck that can dictate geopolitical outcomes. China, despite its aggressive 

AI development, remains dependent on U.S. and allied nations for cutting-edge AI chips, 

giving the West a strategic advantage in controlling the pace of Chinese AI advancements. 

At the global level, AI openness can be an essential tool for maintaining leadership in 

AI governance. The United States has historically led in technology not by restricting access, 

but by shaping global ecosystems to align with democratic values. Just as the open-source 

Android ecosystem ensured U.S. influence in mobile technology, selectively open AI 

systems—particularly those designed with ethical and safety guardrails—could establish 

democratic nations as the standard-setters for AI governance. If the West fails to offer viable 

open AI alternatives, countries seeking AI integration may turn to authoritarian-backed 

models instead, embedding surveillance-driven AI ecosystems into global infrastructure. A 

carefully structured openness strategy can prevent adversarial nations from filling the gap, 

ensuring that AI development follows democratic, rather than authoritarian, principles. 

 

When Openness Undermines National Security and Global Leadership 

 

However, openness in the wrong AI components can directly threaten national 

security by giving adversaries access to cutting-edge AI capabilities, accelerating their military, 

intelligence, and cyberwarfare advancements. If AI openness is not carefully managed, it risks 

eroding the strategic advantage of nations that lead in AI development, making it easier for 

rival states to close the gap. 

Model weights present one of the most significant risks in AI openness. Open-weight 

AI models allow researchers and startups to experiment with new applications, but they also 

provide adversarial states and non-state actors with a foundation for weaponization. AI 

models designed with ethical constraints, safety features, or content moderation safeguards 

can be fine-tuned or stripped of their restrictions once their weights are made public. Modified 

open-weight models have already been used to generate AI-powered propaganda, deepfake 

disinformation campaigns, and automated cyberattacks. The fact that once model weights are 

released, they cannot be recalled or effectively controlled, makes unrestricted openness in this 

area particularly dangerous. 

Inference code, the software that dictates how AI processes real-world data, presents 

another security risk. Open inference code allows adversarial actors to optimize AI models for 

targeted military applications, including autonomous drone warfare, real-time battlefield 

analytics, and AI-driven surveillance. If an AI system’s inference mechanisms are made fully 

open, foreign militaries can rapidly integrate them into their own autonomous weapons 

programs, reducing the technological advantage of the nations that initially developed them. 

Cybersecurity AI models are another area where openness can backfire. Open access 

to real-time operational metadata—such as AI-generated logs from cybersecurity monitoring 

systems—could allow adversarial hackers to reverse-engineer how AI-driven cyber defense 

tools identify and neutralize threats. If a foreign intelligence agency gains access to an open-



 

 
 

weight AI model trained for cyber intrusion detection, it can study its defenses and develop 

countermeasures to bypass them. Similarly, AI models designed for cyber offense—such as 

automated penetration testing tools—could be repurposed by adversarial nations for large-

scale cyberattacks against critical infrastructure. 

However, AI infrastructure is not just a chokepoint—it is a potential weakness. If 

foreign adversaries gain access to cloud-based AI infrastructure used by governments, defense 

contractors, or critical industries, they can compromise national security at the operational 

level. A fully open AI cloud ecosystem without security controls could allow foreign 

intelligence agencies to infiltrate sensitive AI operations, extract proprietary AI models, and 

gain strategic intelligence advantages. 

 

China’s Geopolitical Strategy of AI Openness  

 

Western AI openness has long been framed as a tool for democratic collaboration and 

technological leadership, but China is increasingly using AI openness as a strategic instrument 

to shape global AI ecosystems in its favor. The rapid rise of DeepSeek, a Chinese AI company 

that has developed models rivaling those of major Western AI labs, illustrates both the risks 

and strategic consequences of AI openness.178 DeepSeek’s ability to train a 671-billion-

parameter model in just 55 days—at a fraction of the cost of GPT-4—suggests that China has 

found ways to scale AI efficiently, likely leveraging open AI research and architectures 

developed in the West.179 But this is not simply about closing the technological gap between 

China and the U.S.—it is about China positioning itself as the dominant AI provider for the 

rest of the world. 

Just as China expanded its geopolitical influence by building internet and telecom 

infrastructure across Africa, it is now using AI openness to ensure that Chinese AI models 

and platforms become embedded in the digital infrastructure of emerging economies. The 

strategy mirrors the Belt and Road Initiative’s digital expansion, where China provided low-

cost internet and telecommunications infrastructure to developing nations, securing long-term 

control over digital connectivity in key regions.180 Now, China is deploying a similar approach 

with AI, offering powerful, open-weight models at little to no cost, ensuring that companies, 

governments, and research institutions worldwide integrate Chinese AI systems into their 

operations. Saudi Aramco’s recent decision to incorporate DeepSeek’s AI models into its 

operations is a striking example of this shift.181 If the trend continues, global AI dependencies 
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will move toward Chinese ecosystems, giving Beijing—not Washington or its allies—the 

ability to define technical standards, governance norms, and ethical frameworks for AI 

worldwide. 

At the global level, AI openness is not just about innovation—it is about who sets the 

rules. The nation that dominates AI standard-setting will shape the future of digital 

governance, security, and economic influence. If the most widely adopted AI models, 

architectures, and regulatory frameworks come from democratic nations, AI governance will 

prioritize transparency, human rights protections, and accountable oversight. But if 

authoritarian states develop and export dominant AI models, they will embed the values of 

surveillance, censorship, and social control into the global AI infrastructure. China’s aggressive 

export of AI-driven surveillance tools, its promotion of “AI nationalism,” and its use of AI 

for mass citizen tracking and social credit scoring reveal the broader geopolitical stakes of AI 

openness. 

DeepSeek’s rapid rise highlights the high-stakes nature of AI openness in national 

security. In less than two years, a relatively small Chinese AI company has developed models 

that rival, and in some cases match, the proprietary AI systems of U.S. tech giants. The success 

of DeepSeek raises urgent questions: Did the openness of Western AI research and models 

accelerate China’s AI advancements? And conversely, does restricting AI openness now risk 

ceding global AI leadership to China, as nations and corporations begin integrating Chinese 

models into their infrastructure? 

One argument against AI openness is that it accelerates adversaries’ AI capabilities, 

reducing the technological lead of once-dominant nations. DeepSeek’s rapid progress suggests 

that openness in model architectures, research, and techniques may have provided the 

foundation for China’s AI breakthroughs.182 Chinese firms have been able to study and iterate 

upon Western open-source models, integrating cutting-edge methods without the research 

and development costs incurred by companies like OpenAI and Anthropic. The efficiency 

with which DeepSeek trained its V3 model—671 billion parameters in just 55 days—raises 

concerns that China has found ways to scale AI more cheaply and efficiently than its Western 

counterparts. 

Unlike state-backed behemoths like Baidu or Tencent, DeepSeek is an independent 

AI company, which underscores an even broader risk: AI openness is not just enabling China’s 

largest firms, but fostering an entire tier of AI companies that could soon surpass Western 

competitors. If smaller AI firms in China are already developing models that rival U.S. 

proprietary systems, it suggests that China’s AI ecosystem is not only catching up but 

diversifying, making it more resilient to Western sanctions or restrictions. 

However, restricting AI openness in response to these concerns could be just as 

dangerous. If the U.S. and its allies take a fully closed approach, refusing to release open AI 

models, they could drive the world further into China’s AI orbit. Nations and industries that 
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cannot afford or access proprietary American AI models may have no choice but to adopt 

Chinese alternatives. Saudi Aramco’s integration of DeepSeek AI highlights this risk: if the 

U.S. does not provide competitive open AI alternatives, global AI dependencies will shift 

toward China. A fully closed U.S. strategy could backfire, accelerating China’s dominance in 

AI adoption and ensuring that its models, not those of democratic nations, become the global 

standard. 

AI openness, when structured carefully, may be the only way to counterbalance 

China’s AI influence globally. The U.S. has historically maintained technological dominance 

not by hoarding innovation, but by shaping global ecosystems to align with its leadership. The 

same approach that made Google’s Android a global standard—ensuring U.S. influence over 

mobile technology—could apply to AI. By selectively opening AI models under governance 

principles that align with democratic values, the U.S. and its allies can ensure that international 

AI adoption is guided by transparency and accountability rather than authoritarian control. 

The challenge, then, is determining which AI components should remain open to 

strengthen U.S. and allied AI leadership without inadvertently giving adversaries a strategic 

edge. Some degree of openness in model architectures, training techniques, and evaluation 

benchmarks can support global adoption of Western AI models, ensuring alignment with 

democratic governance rather than authoritarian rule. At the same time, critical national 

security components—such as defense-specific AI models, real-time cyber threat analysis, and 

advanced model weights—must remain tightly controlled to prevent adversaries from 

exploiting Western innovations for military and intelligence applications. 

DeepSeek’s success proves that AI openness cuts both ways—it has allowed China to 

close the gap in AI, but it may also be the only way to prevent China from dominating global 

AI adoption. The U.S. must decide whether to retreat into secrecy or strategically deploy 

openness to ensure AI leadership remains aligned with democratic principles rather than 

authoritarian control. 

Ultimately, openness in AI can either strengthen or weaken national security, 

depending on how it is structured. Some components—such as open AI research, publicly 

available security benchmarks, and collaboration on AI safety standards—enhance national 

security by ensuring that democratic nations remain at the forefront of AI innovation. 

Others—such as unrestricted access to advanced model weights, sensitive training data, and 

real-time operational metadata—can directly undermine national security by enabling 

adversarial capabilities. 

The question is not simply whether AI should be open or closed, but how nations can 

strategically shape AI ecosystems to align with their security interests. The future of AI 

leadership will not be decided solely by who builds the most powerful models—it will be 

determined by who controls the AI supply chain, who defines global AI norms, and who 

ensures that AI openness serves security rather than threatening it. 

B.              Navigating Trade-Offs in the AI Matrix 



 

 
 

Regulating AI openness is an exercise in strategic prioritization—every decision to 

open or restrict a component comes at the expense of another objective. Every decision to 

open or restrict a component comes with consequences for security, innovation, competition, 

democratization, and accountability. No single policy can optimize for all these objectives at 

once.  

The complexity of AI openness is not a theoretical problem but a practical one. 

Policymakers already face these trade-offs in real-world regulations, from the EU AI Act to 

the U.S. and Chinese AI strategies. Some regulations explicitly define openness parameters, 

while others inadvertently create imbalances that favor certain policy goals over others. The 

challenge is not just to regulate AI openness but to do so in a way that aligns with strategic 

national interests, mitigates risks, and prevents unintended consequences. 

AI governance will not be determined by a single sweeping law but by thousands of 

micro-decisions: whether training data should be proprietary or shared, whether operational 

metadata should be publicly accessible or controlled, whether AI models should be 

interoperable or locked into walled ecosystems. Each choice influences who leads in AI 

innovation, who benefits from its deployment, and who bears its risks. 

This section dissects how these trade-offs operate in practice. First, it explains why AI 

openness is inherently multidimensional and why optimizing for one goal often undermines 

another. Next, it examines how existing regulations—whether intentional or not—are already 

shaping these trade-offs.  

1.           The Unavoidable Trade-Offs of AI Openness 

Trade-offs are the defining feature of technology policy. Every decision about AI 

openness is not just about the models themselves—it is about redistributing power among 

governments, corporations, researchers, and the public. It determines who gets to build AI, 

who benefits from it, and who bears its risks. Unlike traditional software, AI is not a static tool 

but a dynamic system of interdependent components, each with distinct implications for 

competition, security, innovation, and governance. The real tension is not between “open” 

and “closed” AI but between competing policy objectives—each requiring different 

components to be either more transparent or more restricted to achieve its aims. 

These trade-offs are not incidental; they stem from structural conflicts between the 

values underlying different policy goals. Each goal—whether public safety, innovation, 

competition, accountability, or national security—rests on incompatible assumptions about 

what AI should optimize for, who should control it, and how risks and benefits should be 

distributed. The challenge is not just that AI components have competing uses but that their 

technical and structural properties make them inherently valuable for one objective while 

dangerous or counterproductive for another. AI is both an economic asset and a security risk, 

a public good and a proprietary investment—these contradictions are built into its very nature. 

 Public safety depends on predictability, oversight, and control—ensuring that AI 

systems behave reliably, mitigate risks, and cannot be easily manipulated. This is why 

operational metadata, safety filters, and adversarial robustness mechanisms are critical. These 



 

 
 

components allow regulators, security researchers, and companies to monitor AI failures, track 

biases, and prevent harmful outcomes. But the very properties that make these components 

essential for safety also make them attractive targets for exploitation. Releasing operational 

metadata helps regulators detect AI failures, yet it also exposes vulnerabilities that adversaries 

can reverse-engineer. Security benchmarks designed to build trust in fraud detection or cyber-

defense AI can just as easily provide criminals with a roadmap for evasion. The paradox of 

public safety is that the same technical properties that make these components essential for 

public safety—their ability to track, filter, and control AI behavior—make them high-value 

targets for manipulation. 

Innovation, by contrast, thrives on experimentation, flexibility, and rapid iteration. The 

components that drive AI innovation—open-weight models, transparent architectures, and 

widely available training datasets—are valuable precisely because they remove constraints and 

maximize access. These components allow researchers, startups, and independent developers 

to build upon existing models, reduce redundancy, and push the boundaries of AI applications. 

Yet, the same openness that fuels innovation makes enforcing safety and accountability harder. 

Fully open model weights enable anyone to strip away ethical safeguards, bypass content 

restrictions, or repurpose AI systems for deception or manipulation. Open training datasets, 

which make AI development more inclusive, also expose models to bias, privacy violations, 

and security risks—as they often contain proprietary, scraped, or sensitive personal data. The 

core assumption of innovation—that AI progress is best served by maximal openness—is in 

direct tension with the public safety assumption that AI requires oversight and control. 

Competition introduces another layer of conflict, particularly regarding the 

components that determine market power. Open access to training data, model weights, and 

inference code can level the playing field by allowing smaller firms, academic researchers, and 

independent developers to build competitive AI systems. But openness does not inherently 

create competition—it may entrench dominance instead. Large firms still control the 

bottlenecks that matter most: proprietary datasets, compute resources, and deployment 

infrastructure. Open-weight models reduce entry costs but do not eliminate dependencies on 

cloud services, fine-tuning expertise, or proprietary hosting platforms. In some cases, opening 

model weights simply shifts control from model ownership to deployment infrastructure, 

ensuring that the firms providing compute and cloud access remain dominant. The paradox is 

that the very components designed to promote competition can consolidate power in 

companies that control AI’s underlying infrastructure. 

Accountability is built on transparency, traceability, and interpretability. The AI 

components that enable oversight—model documentation, evaluation benchmarks, and 

operational metadata—ensure that AI decisions can be audited, challenged, and corrected. But 

openness does not always enhance accountability—it can weaken it. Fully open training data, 

for instance, makes bias detection easier but also diffuses responsibility. If an AI system trained 

on open datasets produces biased hiring recommendations or discriminatory loan approvals, 

who is accountable? Developers can shift blame to the data providers, while companies using 

the AI can claim they merely applied an open-source model. Similarly, full transparency in 



 

 
 

evaluation benchmarks and safety testing can incentivize gaming the system—where 

developers optimize for passing compliance tests rather than ensuring meaningful fairness or 

robustness. What is framed as an effort to increase accountability can instead become a tool 

for regulatory evasion. 

National security hinges on asymmetric advantage, strategic control, and technological 

dominance. The components that serve national security goals—restricted model weights, 

proprietary training datasets, and controlled access to advanced inference systems—ensure 

that AI capabilities remain in trusted hands. Keeping powerful AI models closed protects 

against cyberwarfare, automated disinformation, and AI-driven surveillance by adversarial 

states. Yet, secrecy also risks AI stagnation. If AI models remain too closed, global adoption 

may shift toward alternative ecosystems—especially those developed by China. Strategic 

openness—such as exporting AI models to allies, leading in AI research publications, or 

allowing controlled access to certain training datasets—can be just as critical for maintaining 

AI dominance as restricting adversarial access. 

The sharpest conflict in AI openness exists between public safety and innovation. 

Safety depends on predictability, stability, and control, while innovation thrives on flexibility, 

experimentation, and rapid iteration. Safety mechanisms—such as adversarial robustness 

layers, alignment filters, and oversight structures—are designed to prevent AI from generating 

harmful, misleading, or discriminatory outputs. These constraints are critical for minimizing 

risk but also limit adaptability and customization. The tighter the guardrails, the less room 

there is for open-ended experimentation, fine-tuning, and novel applications. A model with 

hardcoded content restrictions may prevent harmful speech, but it also inhibits researchers 

from developing more nuanced linguistic models or improving AI’s ability to operate across 

different cultural and linguistic contexts. Similarly, operational metadata logs, essential for 

tracking AI failures and ensuring accountability, can also deter innovation—exposing AI 

developers to regulatory scrutiny that discourages bold but potentially transformative research. 

A parallel tension exists between competition and national security. Openness is a key 

tool for breaking AI monopolies, but it also erodes the technological asymmetry that national 

security depends on. Open training datasets, shared model architectures, and public evaluation 

benchmarks allow startups, independent researchers, and smaller firms to compete with 

dominant AI companies. But the same openness that levels the playing field in the private 

sector also accelerates AI capabilities in adversarial states. AI models are not just economic 

assets; they are strategic tools for cyberwarfare, intelligence gathering, and autonomous 

defense systems. If frontier AI models, military-grade training datasets, or advanced inference 

systems were made fully open, adversarial states would immediately gain access to capabilities 

once exclusive to a handful of AI leaders. This means that the very openness designed to foster 

competition could, paradoxically, make nations and firms more vulnerable to geopolitical 

threats. Conversely, excessive secrecy may stifle competition not just between companies but 

between nations, locking out less-resourced economies and reinforcing a global AI divide. 

Accountability and innovation also pull in opposite directions. Accountability requires 

transparency, explainability, and oversight—yet these same mechanisms slow the pace of AI 



 

 
 

development. The components that ensure AI decisions can be audited, challenged, and 

corrected—such as model documentation, evaluation benchmarks, and compliance tools—

also introduce regulatory burdens that increase costs and delay deployment. A company 

developing an AI-powered diagnostic tool might dramatically improve cancer detection, but 

if explainability laws require every decision to be fully interpretable and auditable, the model’s 

deployment may be delayed or even blocked. Some of the most powerful AI techniques, 

particularly deep learning methods, rely on inherently opaque models—demanding full 

transparency risks stifling entire categories of innovation. Regulatory approval cycles, fairness 

audits, and compliance thresholds, while essential for accountability, can also create an 

innovation bottleneck that favors large firms with the resources to navigate complex oversight 

regimes. 

Even within public safety and accountability, tensions emerge over how transparency 

should be structured. Safety demands control—ensuring AI systems are resistant to 

manipulation, secured against tampering, and constrained in ways that prevent misuse. But 

accountability requires these same systems to be explainable, accessible for auditing, and open 

to external scrutiny. The components that enable oversight—such as operational logs, 

decision-making records, and evaluation benchmarks—can also create security vulnerabilities. 

If fraud detection logs are made fully open in the name of accountability, cybercriminals can 

reverse-engineer AI defenses and evade detection. If AI-powered facial recognition audits are 

opened for fairness evaluation, they may expose biometric data that can be exploited for mass 

surveillance. The more AI systems are opened for regulatory auditing, the harder it becomes 

to prevent adversarial exploitation—meaning that openness designed to enforce responsibility 

can, if misapplied, weaken security rather than strengthen it. 

These tensions are not arbitrary—they arise from the fundamental incompatibility of 

the values that define different AI policy goals. Safety demands control; innovation demands 

freedom. Competition demands openness; national security demands secrecy. Accountability 

demands transparency; security demands opacity. Each of these goals is anchored in 

assumptions that conflict with the assumptions of the others, meaning that the components 

necessary to achieve one will often undermine another. These trade-offs are not policy 

dilemmas to be "solved" but structural tensions that must be strategically navigated, 

recognizing that every openness decision carries trade-offs that must be weighed, calibrated, 

and adapted over time. The real challenge is not determining whether AI should be more open 

or closed but deciding, in each specific case, which values must take precedence, and which 

trade-offs are worth making. 

2.           Policy Trade-Offs Today and the Misconceptions that Made Them 

Government are already navigating the AI Openness Matrix, whether they realize it or 

not. Two of the most consequential policies shaping AI governance—the European Union’s 

Artificial Intelligence Act (EU AI Act)183 and the Biden Administration’s Executive Order on 
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AI184—reflect starkly different approaches, each with its own risks. Yet both fail to fully 

account for the complexities of AI openness, leading to trade-offs that may not have been 

fully understood when these policies were crafted. 

The EU AI Act is the most comprehensive attempt to regulate AI anywhere in the 

world, and its approach is firmly rooted in the EU’s risk-based regulatory tradition. Rather 

than adopting a one-size-fits-all framework, the Act categorizes AI systems based on risk 

levels, subjecting high-risk applications to stringent oversight while imposing fewer restrictions 

on lower-risk systems. This approach allows for flexibility but also introduces a massive 

regulatory burden on companies seeking to deploy AI in critical sectors like healthcare, 

finance, and transportation. Under the Act, high-risk AI applications must meet rigorous 

requirements for data governance, transparency, human oversight, and robustness before they 

can be legally deployed in the EU. While these mandates aim to ensure safety and 

trustworthiness, they come with costs that may not have been fully anticipated. 

The EU AI Act is both a regulatory mechanism and a strategic economic policy aimed 

at shielding European firms from external competition. By imposing stringent compliance 

requirements on AI developers, the Act effectively raises the cost of entry for companies 

seeking to operate in the EU. This has the side effect—perhaps intentional—of discouraging 

firms from developing AI products simultaneously for both U.S. and EU markets, making 

compliance with EU standards the default for global companies. This protectionist effect 

aligns with past EU regulatory strategies, such as the GDPR, which similarly forced non-EU 

companies to reshape their business models to meet European legal standards. While the Act’s 

risk-based framework allows for some flexibility, it creates significant compliance burdens for 

AI applications in critical sectors such as healthcare, finance, and law enforcement. 

One of the Act’s most controversial provisions is its strict approach to data 

governance. It mandates that AI systems used in high-risk applications be trained on datasets 

that meet "high-quality" and "representative" standards to minimize bias. While well-intended, 

this approach assumes that bias mitigation can only be achieved through restrictive data 

controls rather than broader access to diverse datasets that enable independent validation and 

auditing. By restricting access to training data rather than facilitating open bias detection and 

oversight, the Act risks entrenching the very inequities it seeks to eliminate. Startups and 

academic researchers, who lack the resources to acquire compliant proprietary datasets, may 

find it impossible to develop competitive or fairer AI models. 

The Act’s one-size-fits-all transparency mandates also conflate distinct AI components 

that require different openness considerations. While operational metadata—logs tracking AI 

performance and failures—is critical for oversight, model weights and inference code present 

different risks. Excessive openness in these areas could expose sensitive AI architectures to 

adversarial manipulation, espionage, or security vulnerabilities. The Act’s failure to distinguish 

between transparency that enhances accountability and transparency that increases security 
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risks creates a regulatory dilemma: companies must either disclose proprietary details that 

could weaken security or avoid deploying their models in the EU altogether. 

By contrast, the U.S. has taken a more flexible and national security-focused approach 

to AI regulation. The Biden Administration’s 2023 Executive Order on AI replaced the 

Trump-era AI executive order, which had focused on promoting U.S. AI leadership through 

research investment and international collaboration. The repeal of the Trump order marked a 

shift in U.S. AI policy away from a research-driven agenda toward a security-dominated 

framework. This transition had its own trade-offs—whereas the previous executive order 

aimed to accelerate AI innovation through international partnerships, the Biden-era strategy 

prioritizes restricting AI proliferation in the name of security. 

The Executive Order’s export controls on advanced AI models and computing 

hardware represent one of the most significant regulatory interventions in U.S. AI policy. By 

restricting access to high-performance AI chips and advanced models, the U.S. seeks to curb 

China’s ability to develop cutting-edge AI capabilities, particularly in cyberwarfare, intelligence 

gathering, and autonomous military applications. However, these restrictions also risk isolating 

the U.S. from global AI collaboration. Overly broad controls on AI openness—such as limits 

on sharing model architectures, training data, and evaluation benchmarks—could undermine 

international research partnerships, reduce U.S. influence over global AI governance, and 

accelerate the rise of competing AI ecosystems that are less aligned with democratic values. 

The Executive Order also encourages AI openness in some areas to foster domestic 

innovation and competition. It promotes open-source AI development to enable smaller firms 

and researchers to access cutting-edge models, theoretically leveling the playing field against 

dominant tech companies. However, it lacks a clear framework for how AI openness should 

be structured, leaving major AI developers to navigate openness decisions based on corporate 

priorities rather than a coherent national strategy. Unlike the EU’s prescriptive approach, the 

U.S. strategy remains largely reactive. Without a structured framework for AI openness, the 

U.S. risks defaulting to an ad hoc approach where openness is determined by corporate 

interests rather than a coherent national strategy. 

Despite their differences, both the EU AI Act and the U.S. Executive Order reflect a 

limited understanding of AI openness as a multidimensional issue. The EU’s rigid transparency 

and data governance mandates fail to account for security risks and competitive distortions, 

while the U.S.’s broad national security controls lack the specificity needed to balance risk 

mitigation with continued AI leadership. In both cases, regulators have defaulted to an 

outdated binary approach—treating AI as either "open" or "closed"—rather than recognizing 

the need for differentiated openness strategies across AI components. 

AI regulation is necessary, but it cannot be based on outdated assumptions about how 

technology should be governed. The EU and the U.S. have taken starkly different paths, yet 

both have made trade-offs that could have been better optimized if policymakers had 

recognized the nuances of AI component openness. Future iterations of these policies will 

need to move beyond binary thinking and embrace a more granular approach to AI 

governance—one that distinguishes between the types of openness that promote innovation, 



 

 
 

the kinds that ensure safety, and the ones that pose real security risks. Without this shift, AI 

regulation will continue to create unnecessary barriers and unintended consequences, limiting 

the technology’s benefits while failing to fully mitigate its risks. 

III. How to Promote AI Openness 

Thus far, this article has primarily pursued a descriptive and analytical approach. We 

have introduced a multidimensional framework—the “matrix”—to illustrate how AI 

openness varies across distinct technical components, and we have examined how these 

dimensions intersect with key policy objectives. In particular, we have shown how decisions 

about openness impact public safety, innovation, democratization, accountability, and national 

security, often generating inherent trade-offs. 

In this section, we move beyond purely analytical observations toward an explicitly 

normative position: we argue that policymakers should generally support open source AI 

development within the United States, while simultaneously identifying and mitigating discrete 

risks associated with specific dimensions of openness. We take this stance for two primary 

reasons. First, open source AI development offers critical benefits by democratizing access to 

advanced technologies, fostering transparency, enabling widespread participation in AI 

innovation, and acting as a counterweight to the growing concentration of AI resources and 

power within a small number of corporations.185 These benefits are not merely abstract—they 

represent concrete opportunities for greater public oversight, collaborative safety 

improvements, and a more vibrant competitive landscape.186 

Second, the inherently global nature of AI development means that restrictive 

domestic policies intended to curb open source AI would likely be both ineffective and 

counterproductive. As evidenced by the rapid emergence of sophisticated open-weight models 

from international developers such as China’s DeepSeek, any unilateral attempts by the United 

States to limit openness could inadvertently cede global leadership and influence to less 

transparent ecosystems abroad.187 Therefore, rather than futilely attempting to prevent 

openness, a more pragmatic strategy is for the United States to strategically embrace and shape 

open source AI domestically, positioning itself as a leader in responsible, transparent, and 

accountable AI development. 

 
185 Ali Hammad & Reem Abu-Zaid, Applications of AI in Decentralized Computing Systems: Harnessing Artificial Intelligence 

for Enhanced Scalability, Efficiency, and Autonomous Decision-Making in Distributed Architectures,  Applied Research in Artificial 
Intelligence and Cloud Computing 161, 187 (2024). 

186 Nicol Turner Lee et al., Algorithmic bias detection and mitigation, Brookings, (May 22, 2019), 

https://www.brookings.edu/articles/algorithmic-bias-detection-and-mitigation-best-practices-and-policies-to-reduce-
consumer-harms/ 
187See Vanessa Parli, How Disruptive Is DeepSeek? Stanford HAI Faculty Discuss China’s New Model, Stan. 

Univ. Human-Centered Artificial Intel., (Feb. 13, 2025), https://hai.stanford.edu/news/how-disruptive-

deepseek-stanford-hai-faculty-discuss-chinas-new-model. (“In recent weeks, the emergence of China’s 
DeepSeek — a powerful and cost-efficient open source language model — has stirred 
considerable discourse among scholars and industry researchers. At the Stanford Institute for 
Human-Centered AI (HAI), faculty are examining not merely the model’s technical advances 
but also the broader implications for academia, industry, and society globally.”) 

https://hai.stanford.edu/news/how-disruptive-deepseek-stanford-hai-faculty-discuss-chinas-new-model
https://hai.stanford.edu/news/how-disruptive-deepseek-stanford-hai-faculty-discuss-chinas-new-model


 

 
 

Nevertheless, recognizing that openness is not universally beneficial or risk-free, our 

regulatory proposals remain carefully calibrated to address discrete harms associated with 

specific forms of openness. Rather than adopting sweeping mandates or blanket restrictions—

which risk stifling beneficial innovation and driving potentially harmful practices 

underground—we instead advocate targeted interventions designed around the openness 

matrix. By aligning regulatory tools with distinct dimensions of AI openness, policymakers can 

effectively manage identified risks without forfeiting the significant advantages that open 

source AI can deliver. 

At minimum, we propose a principle of equitable treatment: across all regulatory 

domains, open source AI should not face higher regulatory burdens than closed-source AI. In 

some areas, we also explore ways in which policymakers can affirmatively encourage open 

source development over closed-source alternatives. However, our commitment to these 

affirmative measures is more tentative, given the real and significant potential downsides 

associated with openness, as previously detailed in Part II. 

The remainder of this section details various regulatory mechanisms—including 

liability frameworks, intellectual property reforms, competition policy adjustments, export 

controls, international coordination, and targeted government support—to implement this 

nuanced vision. Through these proposals, we aim to advance AI openness in ways that 

maximize societal benefits while managing its associated risks responsibly and effectively. 

We note that our discussion of regulatory mechanisms is not a full exploration of these 

areas as they apply broadly to AI. Instead, our aim is to clarify specifically how each regulatory 

approach can be adapted to address the unique challenges and opportunities presented by 

open source AI. 

A. Liability 

Questions of liability are the heart of effective AI regulation.188 Determining who should bear 

legal responsibility when AI systems cause harm shapes incentives for developers and users 

alike, profoundly impacting the trajectory of AI development.189 This section addresses two 

 
188 See Susan-Caitlyn Seavey, Artificial Intelligence Liability, Student J. of Info. Priv. L. Univ. 
of Me. Sch. of L., (Mar. 26, 2024), https://sjipl.mainelaw.maine.edu/2024/03/26/artificial-intelligence-

liability/. (“Generative AI is developing at a stunning speed, creating new and thorny problems 
in well-established legal areas, disrupting long-standing regimes of civil liability—and 
outpacing the necessary frameworks, both legal and regulatory, that can ensure the risks are 
anticipated and accounted for.”) 
189 See Melodena Stephens, et al., Unraveling Open Source AI, Cal. Mgmt. Rev., (June 17, 
2024), https://cmr.berkeley.edu/2024/06/unraveling-open-source-ai/. (“ In general, open source AI involves the 

algorithms, code, and data used for training an AI model being made publicly available. The goal in doing so is often to foster 
collaboration and allow for users, developers, and researchers to build upon and improve the AI model in question (Shrestha 
et al., 2023).”); AI Evolution, Univ. of Colo. Denver, (Feb. 28, 2025), 

https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution. (“In contrast, closed-source AI, 
such as ChatGPT or Gemini, operates under proprietary models, where the underlying code is owned and 
controlled by a single entity.”) 

https://sjipl.mainelaw.maine.edu/2024/03/26/artificial-intelligence-liability/
https://sjipl.mainelaw.maine.edu/2024/03/26/artificial-intelligence-liability/
https://cmr.berkeley.edu/2024/06/unraveling-open-source-ai/
https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution


 

 
 

distinct dimensions of AI liability: first, how liability frameworks should apply to developers 

who create and release open source AI systems; and second, how liability should be allocated 

among end-users who deploy these systems.  

1. Liability for Open Source Developers and Distributors 

Open source AI development introduces distinct liability considerations compared to 

proprietary systems. Proprietary systems typically centralize responsibility within a single 

corporate entity, whereas open source AI is characterized by distributed development, 

extensive downstream modification, and widespread deployment.190 These factors create 

unique liability challenges. 

a. Challenges Specific to Open Source AI 

Open source developers face potential liability for uses they cannot control or even 

anticipate.191 When an organization releases an AI model with open weights, that model may 

be downloaded, modified, and deployed thousands of times across jurisdictions.192 A single 

release can spawn hundreds of derivative models within weeks, each adapted and integrated 

into applications invisible to the original developers.193 This distribution happens by design—

it's the essential purpose of open source licensing—yet traditional product liability frameworks 

might hold developers responsible for harms caused by these distant modifications.194 

In addition, the collaborative nature of open source development complicates 

responsibility attribution. A single AI model might incorporate contributions from hundreds 

 
190 See Melodena Stephens, et al., Unraveling Open Source AI, Cal. Mgmt. Rev., (June 17, 2024),  

https://cmr.berkeley.edu/2024/06/unraveling-open-source-ai/.  (“In general, open source AI involves the 

algorithms, code, and data used for training an AI model being made publicly available. The goal in doing so is often to foster 
collaboration and allow for users, developers, and researchers to build upon and improve the AI model in question (Shrestha 
et al., 2023).”); AI Evolution, Univ. of Colo. Denver, (Feb. 28, 2025), 

https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution. (“In contrast, closed-source AI, 
such as ChatGPT or Gemini, operates under proprietary models, where the underlying code is owned and 
controlled by a single entity.”) 
191 See John Meyers & Paul Gibert, Questioning the Conventional Wisdom on Liability and 
Open Source Software, Lawfare, (Apr. 18, 2024), https://www.lawfaremedia.org/article/questioning-

the-conventional-wisdom-on-liability-and-open-source-software. (“Holding open source developers whose 

components end up in commercial products liable for security issues will stifle innovation and harm the EU economy without 
providing a substantive improvement in security.”) 
192 See Melodena Stephens, et al., Unraveling Open Source AI, Cal. Mgmt. Rev., (June 17, 2024),  

https://cmr.berkeley.edu/2024/06/unraveling-open-source-ai/. (“ In general, open source AI involves the 

algorithms, code, and data used for training an AI model being made publicly available. The goal in doing so is often to foster 
collaboration and allow for users, developers, and researchers to build upon and improve the AI model in question (Shrestha 
et al., 2023).”). 
193 See Craig Wright, Paper Synthesis: Open Source Software: Trust, security, and legal protections, CoinGeek, (Dec. 29, 2023), 

https://coingeek.com/paper-synthesis-open-source-software-trust-security-and-legal-protections/.(“Open-source software, 

characterized by its transparency and accessibility, significantly bolsters trust within the user and developer population. It 
allows anyone to inspect, modify, and enhance the source code, creating an open scrutiny environment.”). 
194 See Nicholas Ferrentino, Product Liability, Elec. & Comput. Design Handbook, (Mar, 22, 2013), 

https://sites.tufts.edu/eeseniordesignhandbook/2013/product-liability/. (“In the United States, product liability is a type of tort 

law that governs the relationship between companies who sell goods and the consumer who purchase them. In general terms, 
it is the concept that companies are responsible for any damages caused by their products after the point of sale.”) 

https://cmr.berkeley.edu/2024/06/unraveling-open-source-ai/
https://www.ucdenver.edu/student/stories/library/stories-from-the-hub/ai-evolution
https://www.lawfaremedia.org/article/questioning-the-conventional-wisdom-on-liability-and-open-source-software
https://www.lawfaremedia.org/article/questioning-the-conventional-wisdom-on-liability-and-open-source-software
https://cmr.berkeley.edu/2024/06/unraveling-open-source-ai/
https://sites.tufts.edu/eeseniordesignhandbook/2013/product-liability/


 

 
 

of developers across dozens of countries, with no centralized authority.195 Training data, 

parameter improvements, and safety mechanisms often emerge from globally dispersed 

contributors working asynchronously.196 Contributors frequently build upon each other's work 

incrementally and may be unaware of how their specific contributions interact with others' 

modifications.197 This distributed model makes tracing individual liability through complex 

contribution chains practically impossible. 

Perhaps most paradoxically, the transparency that makes open source AI valuable also 

increases its legal exposure.198 While proprietary models can shield their internal workings as 

trade secrets, open source projects must document these elements publicly.199 This 

transparency—beneficial for innovation and accountability—makes open source AI more 

vulnerable to legal scrutiny.200 A plaintiff seeking to establish liability will find it far easier to 

identify potential issues in an open source model with transparent documentation than in a 

proprietary "black box" system, creating a perverse incentive against the very transparency that 

enhances safety. 

 
195 See Bernard Marr, Navigating the Generative AI Divide: Open-Source vs. Closed-Source 
Solutions, Forbes, (Apr. 22, 2024), 
https://www.forbes.com/sites/bernardmarr/2024/04/22/navigating-the-generative-ai-divide-open-source-vs-
closed-source-solutions/. (“With generative AI models, as with other software, the term “open-source” means that the 

source code is publicly available, and anyone is free to examine, modify and distribute it.”) 
196See  Elizabeth Seger et al., Open-Sourcing Highly Capable Foundation Models: 
An Evaluation of Risks, Benefits, and Alternative Methods for Pursuing Open-Source Objectives  CTR. FOR GOVERNANCE OF A.I. 8 

(September 29, 2023), https://cdn.governance.ai/Open-

Sourcing_Highly_Capable_Foundation_Models_2023_GovAI.pdf.xnst. (Beyond the source code, AI systems also contain 

model weights and training data, all of which can be independently shared. (pg. 8)) 
197 See BrainerHub Solutions, The Parallels of AI and Open Source in Software Development, MEDIUM (Jul. 11, 

2024) https://medium.com/@marketing_18039/the-parallels-of-ai-and-open-source-in-software-development-
cc4ddb0b9f6b. (“Open Source” Contributions from community: “rich and varied developer community” Transparency: 
anyone can examine, edit, and improve source code… promotes transparency”) 
198

See Rishi Bommasani et al., Considerations for Governing Open Foundation Models, STAN. UNIV. HUM.-CENTERED A. I. 8 (Dec. 

13, 2023), https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-Foundation-Models.pdf. (“Liability for 
downstream use (pg. 8) Open foundation model developers have less control over downstream use than closed foundation 
model developers. Creating liability for harms that come from downstream use can have a chilling effect on open foundation 
model AI. (U.S. AI Act proposes this form of liability).”) 
199 See Ken Kumayama & Pramode Chiruvolu, Legal Primer on Open GenAI Models, Reuters, 
(Aug. 15, 2024),https://www.reuters.com/legal/legalindustry/legal-primer-open-genai-models-2024-08-

15/?utm_source=chatgpt.com. (“In contrast, open models are released based on a philosophy of transparency and 

collaboration. The source code used to train and run the model — and often the pre-trained model weights — are publicly 
accessible, fostering an environment where the community can inspect, improve and innovate.”) 
200 See Open-Source vs. Closed Source-AI: An In-Depth Comparison and Implications from the EU AI Act, Contextual 

Sols., https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-
ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20closed%2Dsourc
e%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20regulatory%20hurdles%2C
%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monetization.(last visited Mar. 17, 2025). 
(“The European AI Act introduces a nuanced regulatory framework that impacts both open source and closed-source AI 
models, but it tends to favor closed-source models in practice. This is because the stringent requirements and complex 
compliance measures imposed by the Act can be more easily managed by large, well-funded organizations typically associated 
with closed-source AI. Open-source models face significant regulatory hurdles, such as the need for extensive documentation, 
compliance with high-risk AI system regulations, and restrictions on monetization.”). 

https://www.forbes.com/sites/bernardmarr/2024/04/22/navigating-the-generative-ai-divide-open-source-vs-closed-source-solutions/
https://www.forbes.com/sites/bernardmarr/2024/04/22/navigating-the-generative-ai-divide-open-source-vs-closed-source-solutions/
https://cdn.governance.ai/Open-Sourcing_Highly_Capable_Foundation_Models_2023_GovAI.pdf.xnst
https://cdn.governance.ai/Open-Sourcing_Highly_Capable_Foundation_Models_2023_GovAI.pdf.xnst
https://medium.com/@marketing_18039/the-parallels-of-ai-and-open-source-in-software-development-cc4ddb0b9f6b
https://medium.com/@marketing_18039/the-parallels-of-ai-and-open-source-in-software-development-cc4ddb0b9f6b
https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-Foundation-Models.pdf
https://www.reuters.com/legal/legalindustry/legal-primer-open-genai-models-2024-08-15/?utm_source=chatgpt.com
https://www.reuters.com/legal/legalindustry/legal-primer-open-genai-models-2024-08-15/?utm_source=chatgpt.com
https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20closed%2Dsource%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20regulatory%20hurdles%2C%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monetization.
https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20closed%2Dsource%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20regulatory%20hurdles%2C%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monetization.
https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20closed%2Dsource%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20regulatory%20hurdles%2C%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monetization.
https://www.contextualsolutions.de/blog/open-source-ai-vs-closed-source-ai#:~:text=The%20European%20AI%20Act%20introduces%20a%20nuanced,tends%20to%20favor%20closed%2Dsource%20models%20in%20practice.&text=Open%2Dsource%20models%20face%20significant%20regulatory%20hurdles%2C%20such,AI%20system%20regulations%2C%20and%20restrictions%20on%20monetization.


 

 
 

b. The Principle of Equitable Treatment 

An effective liability framework for open source AI requires the principle of equitable 

treatment, ensuring open source developers do not carry disproportionate liability compared 

to proprietary developers. Equitable treatment promotes fairness and practical policy 

outcomes by preventing regulatory frameworks from inadvertently pushing AI development 

toward less transparent, closed models. Open source developers should therefore face liability 

standards no greater than those imposed on proprietary developers, while still acknowledging 

the inherent differences in the development and distribution of open source systems. 

California’s “Safe and Secure Innovation for Frontier Artificial Intelligence Models 

Act” (more commonly known as SB 1047), which passed the California legislature but was 

vetoed by Governor Gavin Newsom in late 2024, exemplifies the danger of inequitable 

regulation through measures that disproportionately burden open source developers.201 

Specifically, the Act would have held developers accountable for downstream modifications 

and applications of their software, imposing monitoring and control obligations fundamentally 

incompatible with open source principles, where developers typically relinquish control over 

subsequent uses.202 These obligations could have severely discouraged developers from 

engaging in open source practices, as the associated liabilities and monitoring requirements 

contradicted core open source licensing conditions.203  

Equitable treatment further necessitates focusing liability at the organizational level 

rather than on individual contributors. Open source AI development is inherently 

collaborative and distributed, involving many contributors who often lack full visibility into 

the final applications of their work.204 Assigning liability at the individual level is impractical 

and could paralyze innovation by discouraging participation.205 Instead, liability should align 

 
201

 See S.B. 1047, 2024 Leg., Reg. Sess. (Ca. 2024)(“ In Senate. Consideration of Governor's veto pending.)”); Andy Jung, California's AI 

Bill Threatens To Derail Open-Source Innovation, Reason, (Aug. 13, 2024), https://reason.com/2024/08/13/californias-ai-bill-threatens-to-
derail-open-source-innovation/. 
202See Andy Jung, California's AI Bill Threatens To Derail Open-Source Innovation, Reason, (Aug. 13, 2024), 

https://reason.com/2024/08/13/californias-ai-bill-threatens-to-derail-open-source-innovation/. (“California's 
bill would hold developers liable for harm caused by "derivatives" of their models, including unmodified copies, 
copies "subjected to post-training modifications," and copies "combined with other software." In other words, 
the bill would require developers to demonstrate superhuman foresight in predicting and preventing bad actors 
from altering or using their models to inflict a wide range of harms.”); S.B. 1047, 2024 Leg., Reg. Sess. (Ca. 2024). 
203 See Andy Jung, California's AI Bill Threatens To Derail Open-Source Innovation, Reason, (Aug. 13, 2024), 

https://reason.com/2024/08/13/californias-ai-bill-threatens-to-derail-open-source-innovation/. (“As written, 
S.B. 1047 would disincentivize developers from open-sourcing their models by mandating complex safety 
protocols and holding developers liable for harmful modifications and misuse by bad actors.”) 
204 See Rishi Bommasani et al., Considerations for Governing Open Foundation Models, Stan. Univ. Hum.-

Centered A. I. 8 (Dec. 13, 2023), https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-
Foundation-Models.pdf. (“Liability for downstream use (pg. 8) Open foundation model developers have less 
control over downstream use than closed foundation model developers. Creating liability for harms that come 
from downstream use can have a chilling effect on open foundation model AI. (U.S. AI Act proposes this form 
of liability).”) 
205 See Rishi Bommasani et al., Considerations for Governing Open Foundation Models, Stan. Univ. Hum.-

Centered A. I. 8 (Dec. 13, 2023), https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-
Foundation-Models.pdf. (“Liability for downstream use (pg. 8) Open foundation model developers have less 
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with organizational capacity, allowing large entities like Meta or NVIDIA to bear appropriate 

responsibility, while smaller organizations and academic institutions receive protections 

proportionate to their resources. 

c. How to Affirmatively Encourage Open Source 

The previous section emphasized the need to ensure open source developers are not 

treated worse than their proprietary counterparts. However, policy could move beyond simple 

parity by proactively incentivizing open source through tailored liability protections. 

Determining precisely how to measure openness, calibrate liability protections, and decide 

permissible uses involves complex considerations beyond this paper’s scope. Nevertheless, the 

European Union's recent legislative initiatives offer instructive examples of both effective and 

ineffective approaches to encouraging open source AI through liability frameworks. 

A successful example is the EU’s revisions to its legal framework around products 

liability, which, explicitly addressing software and AI systems, excludes "free and open source 

software developed or supplied outside the course of commercial activity" from its definition 

of "product."206 This exclusion protects individual developers and researchers from 

disproportionate legal burdens.207 However, companies integrating such open source software, 

including open source AI, into commercial products remain liable for resulting defects, 

creating a balanced incentive structure that encourages openness without shielding commercial 

entities from accountability.208 

Conversely, the EU AI Act, designed to regulate AI systems based on their assessed 

risk levels, provides a cautionary example of inadequately supporting open source AI through 

liability relief.209 Although the Act includes a nominal exemption for open source AI, this 

 
control over downstream use than closed foundation model developers. Creating liability for harms that come 
from downstream use can have a chilling effect on open foundation model AI. (U.S. AI Act proposes this form 
of liability).”) 
206 2024 O.J. (L 2853) 2. (“Free and open-source software, whereby the source code is openly shared and users 

can freely access, use, modify and redistribute the software or modified versions thereof, can contribute to 
research and innovation on the market.”) 
207 See 2024 O.J. (L 2853) 2–3 (2024) (“Such software is subject to licences that allow anyone the freedom to 

run, copy, distribute, study, change and improve the software. In order not to hamper innovation or research, 
this Directive should not apply to free and open-source software developed or supplied outside the course of a 
commercial activity, since products so developed or supplied are by definition not placed on the market.”) 
208 See 2024 O.J. (L 2853) 3. (Where free and open-source software supplied outside the course of a commercial 

activity is subsequently integrated by a manufacturer as a component into a product in the course of a commercial 
activity and is thereby placed on the market, it should be possible to hold that manufacturer liable for damage 
caused by the defectiveness of such software but not the manufacturer of the software because the manufacturer 
of the software would not have fulfilled the conditions of placing a product or component on the market.”) 
209 See Commission Proposal for Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence 

Act) and Amending Certain Union Legislative Acts, at 7, COM (2021) 206 final (Apr. 21, 2021). (“The proposal 
builds on existing legal frameworks and is proportionate and necessary to achieve its objectives, since it follows 
a risk-based approach and imposes regulatory burdens only when an AI system is likely to pose high risks to 
fundamental rights and safety. For other, non-high-risk AI systems, only very limited transparency obligations 
are imposed, for example in terms of the provision of information to flag the use of an AI system when interacting 
with humans. For high-risk AI systems, the requirements of high quality data, documentation and traceability, 
transparency, human oversight, accuracy and robustness, are strictly necessary to mitigate the risks to 
fundamental rights and safety posed by AI and that are not covered by other existing legal frameworks.”) 



 

 
 

exemption is narrowly defined and loses its effectiveness whenever an AI system is employed 

in high-risk applications or interacts directly with individuals.210 As a result, the exemption 

becomes largely meaningless for most practical deployments of open source AI, as the 

compliance obligations associated with high-risk scenarios inevitably extend to downstream 

users. Furthermore, the Act offers only limited relief for open source General Purpose AI 

Models (GPAIMs), exempting them solely from certain documentation requirements while 

maintaining other stringent compliance demands.211 Despite acknowledging the potential 

benefits of open source AI, this restricted carve-out does little to genuinely incentivize 

innovation or openness in the AI community. 

2. Liability for Open Source Users 

Open source AI creates unique considerations regarding liability allocation between 

developers and end-users. Generally, primary liability may appropriately rest with users 

deploying AI in specific contexts, but the distinct transparency and analyzability of open 

source AI require tailored approaches. 

Open source AI systems fundamentally differ from their closed counterparts in their 

analyzability and transparency. Users can directly inspect the internal workings, training 

methodologies, and potential failure points of open models.212 This transparency, however, 

 
210 See Article 2: Scope, EU Artificial Intel. Act, (Feb. 2, 2025), https://artificialintelligenceact.eu/article/2/. 

(“This Regulation does not apply to AI systems released under free and open-source licences, unless they are 
placed on the market or put into service as high-risk AI systems or as an AI system that falls under Article 5 or 
50.”) 
211 See Article 53: Obligations for Providers of General-Purpose AI Models,EU Artificial Intel. Act, (Aug. 2, 

2025) https://artificialintelligenceact.eu/article/53/. (“Providers of general-purpose AI models shall: 
(a) draw up and keep up-to-date the technical documentation of the model, including its training and testing 
process and the results of its evaluation, which shall contain, at a minimum, the information set out in Annex XI 
for the purpose of providing it, upon request, to the AI Office and the national competent authorities; 
(b) draw up, keep up-to-date and make available information and documentation to providers of AI systems who 
intend to integrate the general-purpose AI model into their AI systems. Without prejudice to the need to observe 
and protect intellectual property rights and confidential business information or trade secrets in accordance with 
Union and national law, the information and documentation shall: 
(i) enable providers of AI systems to have a good understanding of the capabilities and limitations of the general-
purpose AI model and to comply with their obligations pursuant to this Regulation; and 
(ii) contain, at a minimum, the elements set out in Annex XII; 
(c) put in place a policy to comply with Union law on copyright and related rights, and in particular to identify 
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Article 4(3) of Directive (EU) 2019/790; 
(d) draw up and make publicly available a sufficiently detailed summary about the content used for training of 
the general-purpose AI model, according to a template provided by the AI Office.”) 
212 See Rishi Bommasani et al., Considerations for Governing Open Foundation Models, Stan. Univ. Hum.-

Centered A. I. 8 (Dec. 13, 2023), https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-
Foundation-Models.pdf. (“Liability for downstream use (pg. 8) Open foundation model developers have less 
control over downstream use than closed foundation model developers. Creating liability for harms that come 
from downstream use can have a chilling effect on open foundation model AI. (U.S. AI Act proposes this form 
of liability).”) 
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https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-Foundation-Models.pdf


 

 
 

introduces complexity into liability frameworks.213 Although users of open source AI have 

enhanced capabilities for technical analysis, imposing an automatic obligation for thorough 

technical evaluations on all users would unfairly disadvantage open source systems by creating 

disproportionate burdens.214 

To address this, we propose introducing a scalable "duty to inquire" tailored to both 

the risk level of the intended use and the accessibility of relevant information. If project 

documentation, such as README files, model cards, or standard technical reports clearly 

outline known risks, users who ignore this information might incur increased liability. This 

framework ensures reasonable due diligence without mandating exhaustive technical audits 

from every user. 

The collaborative and transparent nature of open source development also influences 

this duty to inquire. Community-driven oversight, including public bug trackers, academic 

research, and security disclosures, regularly highlights vulnerabilities and biases. Users, even 

those without extensive technical expertise, should monitor these resources. Users deploying 

systems for high-risk applications without considering publicly documented issues may be 

deemed negligent. 

Nonetheless, liability standards must avoid disincentivizing the adoption of open 

source AI. Requiring extensive technical evaluations universally could unfairly disadvantage 

open source systems. Instead, standardized assessment protocols, differentiated according to 

documented risk levels, could balance accountability with practicality. For instance, low-risk 

applications could mandate only basic documentation reviews, whereas high-risk deployments 

would necessitate more thorough evaluations. 

Inspired by consumer product safety practices, open source AI projects could 

implement standardized risk communication mechanisms, such as clear "risk labels." These 

labels would explicitly communicate known limitations, suitable applications, and 

inappropriate usage scenarios, guiding users in making informed decisions. Properly utilized, 

these labels clarify foreseeable risks and form a measurable basis for assessing whether users 

have fulfilled their duty of inquiry. Users disregarding explicit risk warnings would 

consequently bear increased liability, reinforcing responsible and informed deployment. 

 
213 See Rishi Bommasani et al., Considerations for Governing Open Foundation Models, Stan. Univ. Hum.-

Centered A. I. 8 (Dec. 13, 2023), https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-
Foundation-Models.pdf. (“Liability for downstream use (pg. 8) Open foundation model developers have less 
control over downstream use than closed foundation model developers. Creating liability for harms that come 
from downstream use can have a chilling effect on open foundation model AI. (U.S. AI Act proposes this form 
of liability).”) 
214 See Rishi Bommasani et al., Considerations for Governing Open Foundation Models, Stan. Univ. Hum.-

Centered A. I. 8 (Dec. 13, 2023), https://hai.stanford.edu/sites/default/files/2023-12/Governing-Open-
Foundation-Models.pdf. (“Liability for downstream use (pg. 8) Open foundation model developers have less 
control over downstream use than closed foundation model developers. Creating liability for harms that come 
from downstream use can have a chilling effect on open foundation model AI. (U.S. AI Act proposes this form 
of liability).”) 
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B. Export Controls 

The United States regulates exports primarily through two regimes: the Export 

Administration Regulations (EAR), overseen by the Commerce Department’s Bureau of 

Industry and Security (BIS), and the International Traffic in Arms Regulations (ITAR), 

administered by the State Department. The EAR governs "dual-use" technologies with both 

civilian and military applications listed on the Commerce Control List (CCL), while ITAR 

imposes more stringent controls on defense-related articles and services listed on the U.S. 

Munitions List. In recent years, AI technologies have become a central focus within export 

control frameworks. In January 2020, BIS used its emerging technology authority to add 

geospatial imagery AI software to the CCL, marking the first AI-specific software control. 

More significantly, in January 2025 BIS imposed export controls on “certain advanced closed-

weight dual-use AI models” (though, as discussed further below, explicitly excluding open-

weight models).215 

Applying traditional export control frameworks to open source AI creates significant 

practical and conceptual difficulties. Effective export controls on open source AI would 

necessitate prohibiting domestic open source development entirely, as the global reach of the 

internet ensures immediate worldwide distribution once code or models are publicly released. 

Within existing export control frameworks, this issue is specifically captured by the concept 

of "deemed export," which treats the release of controlled technology to foreign nationals—

even within domestic borders—as an export to that individual's home country.216 This means 

that any sharing of controlled AI technology with international contributors, even 

domestically, becomes an export compliance issue. Given these conditions, implementing 

effective export controls would render open source AI development practically impossible. 

Consequently, if we aim to sustain a robust environment for open source AI, traditional export 

control measures are a fundamentally incompatible nonstarter. 

Beyond the effect of export controls on domestic open source development, strategic 

interests strongly support maintaining openness in AI development as a means of extending 

U.S. technological influence and soft power. Rather than restricting advanced AI domestically, 

the U.S. has a strategic interest in ensuring global adoption of its technologies. Google's 

Android operating system illustrates this approach effectively, securing over 70% global 

market share by enabling manufacturers worldwide to freely adopt and customize the 

platform. Similarly, open internet protocols, initially supported by the U.S., have become 

foundational global standards, embedding American innovation and values into the 

international digital infrastructure. 

Conversely, restricting U.S.-originated open source AI risks creating opportunities for 

competitors, as illustrated by China's DeepSeek lab. DeepSeek strategically chose to release its 

AI models, such as DeepSeek-R1, as open-source, quickly achieving performance comparable 

to leading proprietary systems at significantly lower costs and gaining substantial international 

 
215 Framework for Artificial Intelligence Diffusion, 90 Fed. Reg. 4544, 4544 (Jan. 15, 2025). 
216 15 C.F.R. § 734.13(b) (“Any release in the United States of ‘technology’ or source code to a foreign person is 

a deemed export to the foreign person's most recent country of citizenship or permanent residency.”). 



 

 
 

adoption—for example, being used to improve operational efficiency at Saudi Arabia’s 

national oil company.217 This open source approach is increasingly common among other 

major Chinese AI companies, including Alibaba's Qwen, which powers many of the top open 

source models,218 further underscoring the competitive implications for global AI leadership. 

By embracing openness, the U.S. can shape global AI standards, embed democratic 

principles within the technology, and ensure global systems reflect U.S. values rather than 

competing ideologies. Furthermore, widespread use of U.S.-originated AI technology 

internationally enhances American strategic influence through transparency, collaborative 

improvement, and continuous innovation, strengthening overall security and reinforcing U.S. 

global leadership. 

But even if it was desirable to limit the export of open source AI, substantial legal 

obstacles stand in the way. Specifically, the First Amendment significantly constrains 

governmental efforts to restrict the dissemination of technical knowledge and software, a 

principle clearly established by the landmark Bernstein line of cases.219 In Bernstein, the the 

Ninth Circuit recognized that software source code—in that case a new encryption 

algorithm—was protected speech when it was used to communicate ideas among researchers 

and programmers. Requiring an export license for publishing that code and the technical paper 

that explained it, the court found, represented an unconstitutional prior restraint on speech. 

It remains unclear under Bernstein whether AI model weights—the numerical 

parameters capturing an AI model’s learned knowledge—qualify as protected speech under 

the First Amendment and, if so, what standard of scrutiny should apply. Their primary 

function is to enable AI inference, and unlike source code, they are not human-readable. This 

predominantly functional and machine-oriented nature raises uncertainty about their 

expressive status and constitutional protections, a question courts have yet to resolve.220 

Regardless of the outcome of this debate, there is no question that algorithms explicitly 

intended to communicate ideas and the technical papers describing AI methodologies, model 

architectures, and training procedures clearly enjoy robust First Amendment protection. 

Consequently, attempts to impose broad regulatory restrictions on disseminating algorithms 

or related academic research would likely face significant constitutional challenges. 

 
217 Malcolm Moore, Saudi Aramco Chief Says DeepSeekAI Makes ‘Big Difference’ to Operations, The 

Financial Times (Mar. 4, 2025), https://www.ft.com/content/0d24dcf4-b53b-48e5-b49c-99606958a96d. 
218 Ann Cao, Alibaba’s Qwen Powers Top 10 Open-Source Models as China AI Know-How Goes 

Beyond DeepSeek, South China Morning Post (Feb. 11, 2025), https://www.scmp.com/tech/big-
tech/article/3298233/alibabas-qwen-powers-top-10-open-source-models-china-ai-know-how-goes-beyond-
deepseek.  
219 Bernstein v. U.S. Dep’t of State, 922 F. Supp. 1426, 1435 (N.D. Cal. 1996), aff’d sub nom. Bernstein v. U.S. 

Dep’t of Justice, 176 F.3d 1132, 1135 (9th Cir.), reh’g granted, op. withdrawn, 192 F.3d 1308 (9th Cir. 1999). 
220 Compare Alan Z. Rozenshtein, There Is No General First  Amendment Right to Distribute Machine-

Learning Model Weights, Lawfare (Apr. 4, 2024), https://www.lawfaremedia.org/article/there-is-no-general-
first-amendment-right-to-distribute-machine-learning-model-weightsand Doni Bloomfield, U.S. Expert 
Controls of AI Models, 25–32 (June 3, 2024), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4741033 
(draft article), with Michael Paradis, Regulations Targeting Large Language Models Warrant Strict Scrutiny 
Under the First Amendment, Lawfare (July 26, 2024), https://www.lawfaremedia.org/article/regulations-
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Given the constitutional limitations and strategic imperatives associated with AI 

export controls, we recommend a focused policy approach that balances security with the 

preservation of innovation: 

First, open source AI models should explicitly qualify as “available to the public” under 

existing export regulations,221 thereby exempting them from export controls. Policymakers 

should reinforce that this exemption fully includes open source AI development, covering 

both source code and model weights published in public repositories. The Bureau of Industry 

and Security (BIS) has already affirmed this principle in its interim final rule regarding AI 

diffusion, clearly stating that openly published AI models and weights are exempt.222 Explicitly 

reaffirming this stance would remove regulatory ambiguity, promoting a robust, open, and 

collaborative AI research environment free from chilling effects caused by uncertain licensing 

requirements. 

Second, export controls should strategically focus on physical chokepoints—especially 

the specialized hardware essential for frontier AI development—rather than digital AI 

artifacts, which pose substantial constitutional and enforcement challenges. The U.S. already 

maintains significant controls over advanced semiconductors, AI accelerators, and chip 

manufacturing equipment. Enhancing these hardware-centric measures presents more 

effective and enforceable leverage points, thereby effectively restricting adversaries’ AI 

capabilities without impeding domestic open source innovation. 

This targeted approach recognizes the impracticality of controlling digital information 

once it has been publicly disseminated and capitalizes on the strategic benefits of maintaining 

U.S. leadership in open AI innovation. By concentrating restrictions on critical physical 

infrastructure and explicitly safeguarding open AI research, policymakers can effectively 

manage genuine security concerns without compromising the dynamic innovation ecosystem 

essential for sustained American technological leadership. 

 

C. Intellectual property 

Copyright law poses unique challenges for open source AI development that closed-

source systems often avoid, creating an uneven playing field that could stifle innovation and 

competition. The fundamental characteristic of open source AI—its transparency—

paradoxically increases its legal exposure. While closed-source models can shield their training 

data as trade secrets, open source projects must publicly document their development process, 

including training data sources. This transparency makes it easier for copyright holders to 

identify potential infringement and target open source projects for litigation. 

Resource disparities and the burden of compliance further amplify the asymmetry 

between proprietary and open source AI development. While some open source projects 

benefit from the backing of tech giants (for example, Meta’s Llama models), most typically 
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lack the substantial legal resources available to major technology companies, making them 

particularly vulnerable when faced with copyright claims. Proprietary developers, equipped 

with teams of lawyers, private negotiation channels, and advanced content filtering 

technologies, can effectively manage and mitigate legal risks. In contrast, open source 

initiatives, often managed by academics, nonprofits, or volunteer communities, struggle both 

to mount effective legal defenses—even with strong fair use arguments—and to implement 

the sophisticated compliance measures that well-funded proprietary counterparts regularly 

deploy. Consequently, despite their broader public benefits, open source projects bear a 

disproportionately heavier burden and greater legal exposure compared to their proprietary 

competitors. 

A key way to address this imbalance and ensure equitable treatment between 

proprietary and open source AI development is for courts to explicitly weigh the public 

benefits and resource constraints of open source projects in copyright litigation. Most AI 

systems—whether closed or open-source—likely involve extensive copying of copyrighted 

materials as part of their training processes. Therefore, in copyright litigation, the crucial legal 

issue will not generally be whether infringement occurred, but rather whether defendants can 

successfully establish an affirmative defense under the fair use doctrine.223 Fair use analysis 

typically involves four statutory factors: (1) “the purpose and character of the use, including 

whether such use is of a commercial nature or is for nonprofit educational purposes”;224 (2) 

“the nature of the copyrighted work” (e.g., if it is factual or creative);225 (3) “the amount and 

substantiality of the portion used in relation to the copyrighted work as a whole”;226 and (4) 

“the effect of the use upon the potential market for or value of the copyrighted work.”227 

Courts often prioritize factors 1 (transformative use) and 4 (market effect), as these tend to 

most directly address the balance between innovation and protecting the economic rights of 

copyright holders.  

Within this framework, courts could (and should) give substantial weight to the 

noncommercial nature of many open source AI projects under the first fair use factor, 

particularly when these projects provide openness beyond mere source code availability.228 

Projects that openly document training methodologies, publish extensive research 

documentation, and foster transparent scientific collaboration directly serve fair use’s 

fundamental goals of promoting innovation, education, and public benefit. Such transparency 

enhances the transformative character of the use by facilitating reproducibility, peer review, 

 
223 See, e.g., Thomson Reuters Enter. Ctr. GMBH v. Ross Intelligence Inc., No. 1:20-CV-613-SB, 2025 

WL 458520 (D. Del. Feb. 11, 2025) (applying fair use analysis to the defendant’s infringing use of the plaintiff’s 
copyrighted data to train its machine learning model). 

224 17 U.S.C. § 107(1). 
225 Id. § 107(2). 
226 Id. § 107(3). 
227 Id. § 107(4). 
228 We do not take a position in this article on the broader question of under what circumstances training 

AI models does or does not violate copyright law. Rather, our focus is specifically on how courts should 
distinguish between open source and closed-source AI projects when analyzing fair use claims. 



 

 
 

and continuous improvement of AI technologies, thus strongly aligning with fair use 

principles. 

However, the noncommercial nature of an open source project alone is not dispositive 

of fair use. Courts have repeatedly emphasized that the fourth factor—market effect—is 

critically important.229 Even a clearly transformative, noncommercial project might fail a fair 

use analysis if it significantly harms the market for the original copyrighted work.230 Thus, if 

an open source AI model's availability leads to a substantial substitution effect—particularly 

by replacing or significantly reducing the market for the original copyrighted material—the 

market harm could outweigh the project's noncommercial and transformative character. 

In fact, greater openness can sometimes exacerbate this market harm. Specifically, 

open source projects that go beyond open-weights and methodologies to include openly 

available training datasets present a distinct challenge. Making large volumes of original 

copyrighted works publicly accessible can directly saturate the market that copyright holders 

rely upon, thus significantly intensifying potential harm. Courts must therefore carefully 

differentiate between openness in methods and architectures—which generally support fair 

use—and openness with the data itself, which can undermine the economic interests of 

original rights holders. 

Finally, it is important to recognize that not all open source AI projects are genuinely 

noncommercial. While open source models might not be commercialized as straightforwardly 

as closed-source alternatives, substantial commercial incentives still exist. As noted above, tech 

giants, including Meta, strategically invest heavily in open source AI precisely because it can 

yield significant commercial benefits. These benefits can be indirect, such as enhancing their 

reputation or attracting talent, or direct, through monetizing model inference services (e.g., 

charging customers to run open source models on proprietary infrastructure). Thus, courts 

must maintain a nuanced understanding of commerciality, recognizing that "open-source" 

does not necessarily mean "noncommercial." 

Given the significant uncertainty surrounding how open source AI—and AI in 

general—will be treated in litigation, legislative clarity similar to that established by 

jurisdictions like the EU, Japan, and Singapore is particularly important. Clear statutory 

frameworks, whether through comprehensive text-and-data-mining exceptions or explicitly 

defined fair use provisions, could reduce ambiguity and provide essential guidance. Such 

legislative clarity would be especially beneficial for open source projects, which are often less 

equipped financially and structurally to handle the uncertainties and costs associated with 

copyright litigation. By offering more predictable legal rules, policymakers would help level 

the playing field and support the continued growth and innovation of open source AI 

initiatives. 

While clarifying the legal landscape is critical, policymakers could further support open 

source AI by proactively implementing targeted incentives designed specifically to encourage 

openness and innovation without undermining the legitimate interests of copyright holders. 
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For instance, Congress could establish a safe harbor specifically tailored to protect open source 

AI development from certain copyright claims, provided projects adhere to clear criteria 

regarding transparency and responsible practices. Additionally, a mandatory license pooling 

framework could be introduced, requiring copyright holders to make their works available for 

AI training under standardized terms. Licensing fees under such a system could be structured 

to favor open-source, non-commercial projects, with reduced or waived fees, compared to 

higher rates for proprietary, commercial initiatives. Finally, procedural safeguards could be 

instituted within the legal system, such as fee-shifting provisions requiring plaintiffs to cover 

defendants' legal costs in unsuccessful claims, or mandatory bonds to ensure plaintiffs can pay 

such costs, effectively discouraging frivolous litigation against resource-constrained open 

source projects. 

D. Competition Law 

Competition law can serve as a critical tool for fostering open source artificial 

intelligence, particularly through the strategic application of regulatory measures such as Fair, 

Reasonable, and Non-Discriminatory (FRAND) licensing, interoperability requirements, and 

data portability mandates. FRAND mandates, inspired by telecom and software patent 

frameworks, could require dominant companies controlling essential AI infrastructure—such 

as large-scale computing resources and critical datasets—to license them on fair, reasonable, 

and non-discriminatory terms. For example, policymakers could enforce transparency in 

pricing of cloud-based compute services, providing standardized, affordable access to GPUs 

or TPUs for smaller open source projects, potentially through a regulated oversight body. 

Interoperability requirements might involve compelling dominant companies to 

provide publicly documented, stable APIs, allowing third-party developers to easily connect 

and deploy their own open source models within dominant infrastructures without needing to 

reverse-engineer proprietary protocols. Data portability mandates could further ensure that 

users and developers can transfer model checkpoints, training datasets, and trained weights 

across different platforms, potentially employing standardized schemas or formats. 

Another promising avenue is providing regulatory forbearance to major firms that 

actively support open source initiatives. Regulators could reward companies like Meta, which 

has proactively embraced openness through its release of LLaMA models, with greater 

leniency under antitrust law. By acknowledging and incentivizing genuine contributions to 

open source ecosystems, such policies could encourage other large firms to follow suit, thus 

creating a healthier, more competitive market environment overall. 

Conversely, broader support for open source AI not only benefits specific market 

players but can foster a more competitive and dynamic economic landscape as a whole. Open-

source AI acts as an “anti-concentration engine,” leveling the playing field and countering 

monopolistic tendencies by reducing entry barriers for startups, non-profits, and academic 

institutions. Promoting openness in AI can serve as a counterweight to these monopolistic 

trends, democratizing access and reducing the risk of technological dominance by a select few. 



 

 
 

E. Government Support 

Government support plays a crucial role in the AI ecosystem, with particular 

significance for open source AI development. While it benefits AI innovation broadly, its 

importance is amplified in the open source context, where developers often lack the substantial 

resources of commercial entities. Government support encompasses both direct financial 

investment and regulatory mechanisms that preserve the integrity of open source principles. 

1. Government Investment 

Direct government investment catalyzes open source AI development, providing 

crucial resources to academic institutions, nonprofits, and smaller developers who often drive 

innovation in this space. Unlike proprietary systems with corporate backing, many open source 

projects—particularly those not sponsored by technology giants—depend on public 

investment to achieve scale and sustainability. Without strategic government support, these 

projects struggle to compete with well-funded proprietary alternatives, threatening the 

ecosystem diversity that makes open source AI valuable. 

The CHIPS and Science Act,231 while primarily focused on semiconductor 

manufacturing, creates important foundational infrastructure for open source AI development 

through several mechanisms. Beyond its over-$50-billion allocation for semiconductor 

development, the Act provides approximately $12 billion for R&D activities through the 

National Science Foundation (NSF), including the creation of a new Technology, Innovation, 

and Partnerships directorate specifically authorized to advance AI research.232 The Act's 

emphasis on building domestic computing capacity and reducing hardware bottlenecks 

addresses a critical constraint for open source AI developers who often lack the resources of 

major corporations to acquire expensive GPUs and specialized AI accelerators.233 By 

expanding the availability and potentially reducing the cost of AI-specific computational 

hardware, the Act indirectly supports the computational needs of open source AI projects.234 

Similarly, the National AI Research Resource (NAIRR) pilot addresses critical 

infrastructure gaps by providing researchers with high-performance computing, curated 

datasets, and access to proprietary models.235 The pilot offers researchers computational 

resources from the Department of Energy's Summit supercomputer, datasets from NASA and 

 
231 CHIPS and Science Act, Pub. L. No. 117-167, 136 Stat. 1366 (2022). 
232 CHIPS and Science Act, supra note 158. 
233 See HAI Explainer - What the CHIPS and Science Act Means for Artificial Intelligence, Stanford 
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as high-performance computing and quantum information science.”). 
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NOAA, and model access from companies including OpenAI and Meta.236 By democratizing 

access to these essential AI development components, NAIRR acknowledges that even open 

source development requires substantial computational power that would otherwise be 

inaccessible to many academic researchers and smaller organizations working outside major 

technology companies.237 

Government data initiatives represent another crucial but underutilized lever for open 

source advancement. Federal agencies generate vast datasets with immense potential for AI 

training, yet these resources often remain inaccessible or impractically formatted.238 An "AI-

Ready Data Initiative"239 could transform this landscape by requiring federally funded research 

data to be published in standardized, machine-learning-ready formats.240 Additionally, the 

government possesses extensive archival and administrative data, such as historical records in 

 
236 See id.; Madison Adler, National Science Foundation Rolls Out NAIRR Pilot With Industry, Agency 

Support, Fedscoop (Jan. 24, 2024), https://fedscoop.com/nsf-launches-nairr-pilot/ (“The pilot for the resource, 
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(“Adoption of machine-readable data standards can facilitate interoperability between data systems, bringing 
together data across platforms from which to extract patterns and inform AI technologies. Such standards also 
enable data linkage – temporarily bringing together various data sets – and enhance discoverability, making 
existing government data more accessible and useful…”) 

https://fedscoop.com/nsf-launches-nairr-pilot/
https://nairrpilot.org/about
https://www.atlanticcouncil.org/blogs/geotech-cues/data-strategies-for-an-ai-powered-government/
https://www.schumer.senate.gov/imo/media/doc/Roadmap_Electronic1.32pm.pdf
https://datafoundation.org/files/download/cd7c9b6d2d51c93


 

 
 

the National Archives,241 census data,242 and public health information,243 which could be 

systematically converted into AI-ready datasets. This expanded access would significantly 

benefit open source developers lacking proprietary datasets, enabling them to build more 

competitive models across diverse domains such as healthcare, climate science, transportation, 

and historical analysis. 

Beyond direct resource provision, government procurement policies can strategically 

strengthen open source AI. By incorporating open source requirements into public sector AI 

adoption—perhaps through preference points in competitive bidding or set-asides for open 

systems—agencies could simultaneously support open source development and ensure 

transparency in publicly deployed AI. This approach would create sustainable market demand 

for open source solutions while validating their viability for sensitive applications, addressing 

the "chicken-and-egg" problem many open source projects face in establishing credibility for 

mission-critical use cases.244 

2. Preventing Open-Washing 

The integrity of open source AI faces a growing challenge from "open-washing"—the 

practice of claiming openness while withholding critical components or imposing significant 

usage restrictions.245 Open-washing undermines the fundamental transparency and 

accessibility principles that define genuine open source initiatives. As AI systems become 

increasingly complex, accurately distinguishing authentic openness from mere marketing 

claims becomes crucial. 

 
241 See About the National Archives of the United States, Archives.Gov, 

https://www.archives.gov/publications/general-info-leaflets/1-about-archives.html (“NARA keeps only those 
Federal records that are judged to have continuing value—about 2 to 5 percent of those generated in any given 
year. By now, they add up to a formidable number, diverse in form as well as in content. There are approximately 
13.5 billion pages of textual records; 10 million maps, charts, and architectural and engineering drawings; 40 
million still photographs, digital images, filmstrips, and graphics; 40 million aerial photographs; more than 448 
million feet of motion picture film; 992,000 video and sound recordings; and 837 terabytes of electronic data. All 
of these materials are preserved because they are important to the workings of Government, have long-term 
research worth, or provide information of value to citizens.”). 

242 See About the Bureau: What We Do, United States Census Bureau (Mar 25, 2024), 

https://www.census.gov/about/what.html (“The Census Bureau's mission is to serve as the nation’s leading 
provider of quality data about its people and economy.”).  

243 See About HealthData.Gov, HealthData.Gov, https://healthdata.gov/stories/s/jw2e-4hhu (“This 

site is dedicated to making data discoverable and making valuable government data available to the public in the 
hopes of better health outcomes for all…On this site, you can find data on a wide range of topics, including 
environmental health, medical devices, Medicare & Medicaid, social services, community health, mental health, 
and substance abuse. The data is collected and supplied from agencies from the U.S. Department of Health and 
Human Services as well as state partners.”) 

244 CITE 
245 https://doi.org/10.1145/3630106.3659005 (“Companies operating in the generative AI space 

currently appear to be converging on a strategy known as open-washing: collect brownie points for openness 
without disclosing critical information of training and tuning procedures, thereby largely escaping the scientific 
scrutiny and legal exposure that would come with full openness.”) 

https://www.archives.gov/publications/general-info-leaflets/1-about-archives.html
https://www.census.gov/about/what.html
https://healthdata.gov/stories/s/jw2e-4hhu
https://doi.org/10.1145/3630106.3659005


 

 
 

The Open Source Initiative (OSI) addresses this issue with its Open Source AI 

Definition (OSAID), a comprehensive set of criteria that specifies what genuinely qualifies as 

open AI.246 The OSAID provides clear standards across essential dimensions—including 

model weights, architecture documentation, usage rights, and training data—to differentiate 

authentic openness from superficial claims.247 Regulatory bodies, such as the Federal Trade 

Commission (FTC), can utilize standards like OSAID to combat open-washing by treating 

deceptive openness claims as consumer protection violations.248 This approach positions 

misleading openness claims as deceptive trade practices, creating significant disincentives for 

companies tempted to exploit the "open-source" label for marketing purposes.249 

In addition to regulatory enforcement, government agencies can leverage their 

substantial influence through procurement policies and funding conditions.250 By explicitly 

requiring adherence to recognized openness standards—such as those outlined by the OSI—

in federal grants, contracts, and partnerships, governments can ensure public investments truly 

support open development. Independent verification and audits can further reinforce these 

requirements, ensuring transparency and accountability in the use of public resources.251 

Conclusion 

The discourse around AI openness has profound implications for the future of 

technology, governance, and global power dynamics. Yet as this article has demonstrated, the 

conventional framing of AI openness as a binary choice between "open" and "closed" systems 

fundamentally misunderstands the complex, multidimensional nature of modern AI. This 

misunderstanding is not merely semantic—it leads to regulatory approaches that fail to address 

 
246 https://opensource.org/ai/open-source-ai-definition.  
247 Id. 
248 See 15 U.S.C. § 45(a) (“Federal Trade Commission Act”) (prohibiting “unfair or deceptive practices 

in or affecting commerce,” and enabling the FTC in its regulatory capacity to “prevent persons, partnerships, or 
corporations…[from using] unfair or deceptive acts or practices in or affecting commerce.”). 

249 See id. 
250 See, e.g., Chinmayi Sharma & Sam Adler, The Power of the Collective Purse: Open-Source AI 

Governance and the GovAI Coalition, Tech Policy Press (Dec. 13, 2024), 
https://www.techpolicy.press/the-power-of-the-collective-purse-opensource-ai-governance-and-the-

govai-coalition/ (reviewing the case of GovAI, an open-source initiative where state and local government 
entities successfully utilized collective bargaining to develop procurement policies and ensure vendor 
compliance); Cary Colignese and Erik Lapmann, Contracting for Algorithmic Accountability, Admin. L. Rev. 
175, 181-84 (2021), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3853208 (reviewing the history of 
government entities utilizing procurement policies successfully to ensure vendors act in the public interest, and 
the applicability of this practice to securing transparency from vendors). 

251 See, e.g., Ruth E. Appel, Strengthening AI Accountability Through Better Third Party Evaluations, 

Stanford HAI (Nov. 6, 2024),  https://hai.stanford.edu/news/strengthening-ai-accountability-through-better-
third-party-evaluations (“Third party AI evaluations are crucial for assessing these risks because they are 
independent from company interests and incorporate diverse perspectives and expertise that better reflect the 
wide range of real-world applications.”); Jack Cable, With Open Source Artificial Intelligence, Don’t Forget the 
Lessons of Open Source Software, CISA.Gov (Jul. 29, 2024), https://www.cisa.gov/news-events/news/open-
source-artificial-intelligence-dont-forget-lessons-open-source-software (“Much as transparency strengthens the 
security of OSS, allowing for public study and verification can help secure open foundation models.”). 

https://opensource.org/ai/open-source-ai-definition
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https://www.cisa.gov/news-events/news/open-source-artificial-intelligence-dont-forget-lessons-open-source-software
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the nuanced trade-offs inherent in AI governance and may inadvertently stifle innovation, 

undermine accountability, or create new security risks. 

Our proposed matrix framework offers a more sophisticated approach by unbundling 

AI into its constituent components—model weights, training data, source code, 

documentation, operational metadata, and infrastructure—each existing on its own spectrum 

of openness. This multidimensional understanding reveals how different configurations of 

openness across these components create distinct risk profiles, competitive dynamics, and 

governance challenges. The multidimensional matrix of AI openness cannot be collapsed into 

a single dimension without losing critical information necessary for effective policymaking. 

The different policy goals that motivate AI regulation—public safety, innovation, 

democratization, accountability, and national security—often pull in contradictory directions, 

creating inevitable trade-offs. Openness in one component may advance one goal while 

undermining another. For instance, open model weights can democratize access and accelerate 

innovation but may simultaneously introduce new security vulnerabilities or ethical concerns. 

Similarly, open training data enhances transparency but raises complex questions about 

privacy, intellectual property, and misuse. The matrix framework enables policymakers to 

make these trade-offs explicit and calibrate regulatory approaches to specific components 

rather than applying blunt, one-size-fits-all mandates. 

Our normative position favors promoting open source AI development with carefully 

calibrated safeguards. This stance is driven not by blind faith in openness, but by pragmatic 

recognition of global AI development dynamics. Restricting domestic AI openness will not 

prevent open models from emerging globally. Instead, restrictive policies risk ceding 

leadership in AI governance to other nations, potentially allowing models developed without 

democratic oversight to set global standards. Strategic openness—maintaining U.S. and allied 

leadership in open source AI—offers a path to embedding democratic values and responsible 

practices in global AI development. 

The regulatory mechanisms we propose—including equitable liability frameworks, 

targeted export controls, intellectual property reforms, competition policy, and government 

support—are designed to promote beneficial openness while mitigating specific risks. 

Critically, these interventions are calibrated to the multidimensional nature of AI, addressing 

particular components rather than treating openness as monolithic. By aligning regulatory 

tools with the AI openness matrix, policymakers can encourage innovation, ensure 

accountability, and protect against genuine harms without sacrificing the benefits of openness. 

As AI continues to reshape society, the governance choices we make today will have 

far-reaching consequences. By moving beyond simplistic open-versus-closed framing toward 

a component-based understanding of AI openness, policymakers can develop more effective, 

nuanced approaches to AI governance that balance competing values and interests. The matrix 

framework we have presented offers not just an analytical tool but a practical guide for 

navigating the complex terrain of AI regulation in service of building more transparent, 

accountable, and beneficial AI systems. 
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